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7 a—3 )L RIE#IEICRGL THA|STARTUP 7V S5 472 A AX v —h L

T.GTS 7H#—FDIELWEHERET 5 FPGA
nYy 7 EBELET,

Jua—s Ly b/
U+t k (GSR)

RIEEAEICROGR L T, 20—
Y=oV rr7ny 7%
HPREEICE L £,

STARTUP 7V X7 4 7 &H A AKX =—h L
T.GSR 7H—F DIELWEHERET S FPGA
Yy 7 EEEL £,

JTAG o #E3h1t (Fh1E)

W, WRFIVATLAMBALLY ETHLE, ETITAGAR— M2 ET, £ZTITAG F=—
Y EYINIT H72DIZE NV R A D ITAG 7'V 27 7 (BSCAN) 8B GiETCA v AX v =—h L
T, REFET 7 B A BB L £3, Virtex-6 FPGA 04, 7V 27 4 7413 BSCAN_VIRTEX6 & 72
DEF, 7V —XFPGA OHEDOT Y 7 741X BSCANE2 &7 0 57,

FPGA (BL O FPGA T NRA R LR L TF =—r NIZH D ZDMD LOLT S A A ETNT LT S A 2D
FTh) O ITAG F=—r 28T 2120E, RO 2 DOFERH Y £7,
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HEBNEY AT 2 1) 2 #sE

& XILINX.

1 2B, 2—V%—=F P AL IZBSCAN 7YV IFT 4 T2 A AZ v =—k LT
DISABLE JTAG EtE:% TRUE 2% €7 % H{E T, Virtex-6 FPGA 4% 1> ® VHDL 1 >
A= aryDElERL ET,

BSCAN VIRTEX6_ UO :BSCAN_ VIRTEX6
generic map (
DISABLE JTAG => TRUE,
JTAG CHAIN => 1 -- can be 1, 2, 3, or 4 depending on the
-- desired physical location of the primitive

)

port map (
CAPTURE => open,
DRCK => open,
RESET => open,
RUNTEST => open,
SEL => open,
SHIFT => open,
TCK => tck signal,
TDI => tdi_signal,
T™MS => tms_signal,

UPDATE => open,
TDO => '1'
)i

752 TCK, TDI, B& T TMS (5513 JTAG BifEORHRICHEM TE 5720, LTI b DfE
FOHBHE S ALTWET GEMIT 9 ~—T 0 [JTAG OB (i) 25 H),

2 S HIL, BitGen FE{T7HIZ -g DISABLE JTAG 4 7Y 3 v BT 2 HETE, WIFno ks
LTH JTAG 28lrcE 9, 1 DHOFETIE2—— THF A UL o THEEICT = —r N s
FTNB, 2O0HBOFETIHY =L 7o —RNTFo—0 20T 22 BLE 5 L NTEET, 20
WA T2 A7, VAT AEFENREL £,

R BitGen A7 a VBAREINTNT, WBENZOF T v a a4 712l L) ELTEGA,
ZOE Y NEBRENEIEAT v T TRIBEI, TAALRFAZ— 8T v 7 EBBL R A,

FPGA vy vy 7 FH A2V 7 b ChipScope™ Pro u¥ v 7 77 A% — aTF [ 8| 2 A AX
=LA, 20T AR NSEDIRTEE/ AL L TITAG A— 2T 5729, ITAG
F = —> &YW+ 2 & ChipScopeProuy v 7 77 AP — a7 #HTE /<720 9 JTAG FK—
FENLTCEETIZOMO T at vy TRy H—%2F_TED), FPGA 273y 7+ 5% JTAG
Fx—rEZOEEOREIZL, ChipScope Pro 77 7 A V¥ —OHHE (721X 7 vty TNy H—)
AR 72 5 BT B BE DR N EIWT T & L9,

JTAG F = — v #0547 a UBAENCHRESNTOLMIE, TAAADITAG 227 4 ¥ =2
L—yarEBERTEERA, 2—F—E, YU TN, YIUTINRTLI L F—T = A A (SPI),
AL RFVLNV AH—T x4 (BPI), SelectMAP 7¢&, fllo=ay 7 4 ¥ a2l —vary A ¥ —Tx
A AEAERTHRLERH Y 9 [BH 6][BR 7. FPGA F AL AD AL 7 4 ¥ 2L — g o NERIZIE
HESNTHWDHRY, JTAG XY U F Y ZAF ¥y RA—F LoyL T2 MIBEFIZEEL 7,

JTAG DER (&)

TNAZARNNGITAG 777 4 7 1 i3 5121%, BSCAN 7'V 27 1+ 7 ® JTAG TCK, TDI, ¥
721X TMS R OMMAEDLEEEHRL £, IMTITAG 2~ NI, ZROHDEFSE N AT H0NEN
HDHD, ZNHDEFT A OBMEREIERS N 7V E2REL 7, & 23 TDIEZDMS EA
Dy VaERTL5803 M4 oRBEHFEHTE £,
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BeBE AT S 1) 0o HEaE & XILINX,

1"—D Q |—— Detect

DFF

BSCAN TDI Clk

X1084_04_081211

4 :JTAG 7V T 1 ET 1 ERHEERDH

TDI 7 A TaEL ENYV = PN T v F b &, DFE @ Detect i iE, XA ANRFa 7 ¥ =
L—var&8nbET (2%, PROGRAM B AIWRTH—bENDET) 1 2HELET, Z0HE
1%, TCK, TDL, TMS 55 A v Db ERV/SIHL TR =y PR ERT LSO EHATX £,
JTAG BifEM BRI O W DFF HA2 1 12ty F SNEHREITIE. 510650 TRIE#ER/ES
FAT 4 EEATEET,

MBIV T4 Fal—>ar AT DEEM (BH)

Wiz 7 4Falb—rvary XEY BV (HSLENTZEYy AR —ATar7 s Falb—v gy
INTND) O—HBHWHEL T D &, FPGA BN THIL R WARIEREIER EITT 5 AREMR S £,
F— AT, BRORAREBEEZIIERB TRV 70 A XUk 77y b (SEU) 23 FIA &
7Y FET, V—F "y 27 CRC (KETEMRE) HEEZHEHATLZLIck>T, 2—F—=FHF LDy
7T RTar74Falb—vary TR kEIC) —R Ay 7 ST KIEL 2y M 2T
EFET, ZOMEEIXZ, FRAME ECC 7'V X7 4 7 &L T SEU G IEER E OEERENELZITS Z &0
TEET,

ATV AT = 3 OFEMNT, Virtex-6 8L W7V —XFPGA ®Da>7 4Falb— a3 22—
P—TAR (ZHRO6], [BRT)OFEIE [V —R Ny 7 CRC) 2L TIZIW, ZOftz, A1
U ¥ 7 A% Virtex-6 773 A AHIZ Soft Error Mitigation (SEM) = 7 [&] 11] L T Ed, 2o
a7k, B IP a 7B, FTIE, AFEEEHREL CWET (=7 —HAZELD, VAT L0H
5 2 {8l % AT AT HE).

BANROFEEL LT, FPGA =7 4 ¥ alb— a3y AT URNORE (BHE) © v B4 572012,
E# POST CRC F=v 2 (av7 4Fal—ar A% O CRC F=v 7)) 2FTL T,
VAT A LAYLVTHRINT B 2 ENARETY, 72720, ZORNMREOFETIE, 22— =Ry b =T —
EEURAV N TRETET, =7 —%EIETEERA,

BESSVEEOER/EE ()

WEEF L, FPGA O FEEMEROEESCREA LT L TTNA R FINOIEL I L2 & T, 20
HNLT =X R L2 HBEOEF 2 U 7 A HREATEIT 5 X O ICHBNT D ARE R H 0 £3, 2
& %X, [FIPS 140-2 - Security Requirements For Cryptographic Modules (F5 5 €Y = —/VIZB 4 5 &
X2 T B [ 12] Tk, TR, BEELETY = —/mid, I8E SN -@FsfEfBE OB EIRE
RBEOEFZERAL . WONKHET 2 XLERH D) LHESNTHET,

OB BEMH AW TICE, A TF v ~N—RIP 7 ry 7 (Virtex-6 FPGA & A7 & =% —
(SYSMON) [£# 13] £72132 7 'V — X FPGA XADC (¥ A V> 27 2 T u s FU 2 VEHRE) (5
M4 2EHTEET, Zhbidmis &b FPGA WEIZH D~V FF v )L ADC ThY |, v F o7
BREBECA T v 7 X ABE, BLOFPGA ~MHET 287 Fu VEEEEHT 52 ERAIEET
T, . Zhbida—Y— FYP AL UHHEICA LV AZ V2= TEET, 20X A F 7D
BRI T B N BICFEEMA D Z N TERWED, A7 F v 7LD L2 TT,

FrF T ONRT A—H—FEAT S SYSMON X° XADC 121, ER/ FRROBSEEEZEE Y 0 5

LATEFET, SHIC, FPGA vy y 72 AL THMEEEANTOT 7 —5 UV Iy FEERTLHZ LB
BTT B 47 e s BEX = v—7 BEECY—OHN), 2=V — TP AL /U AT AT
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BeBE AT S 1) 0o HEaE & XILINX,

TI—MMEBEDOAT—ZAEMERAL, TNONT 7T 727225 LU E & 9 (F : @R
EEENT LT 4 25T D), 7T 17 AT OFEIRIZHIR S 1T ET (RRA A OFEMIT,
[Virtex-6 FPGA v AT LE=4 — 2—F—H AR ] [BH 13] BLO [7 >V —XFPGA 727/ 12
vy b IMSPS 7 a //F Y 2L ar N—F— a—F— G} ] [BE 14] 2BR).,

RESCELEOELZFELBHLATERLARWESIT. A 7T 7 V) a—va U RREICRY F
T MHICHLERFEIWRIBOEEILY AT AR FHFOHW IcEZR LN TWET, [The Sorcerer’s
Apprentice Guide to Fault Attacks] [ 15] 12X, Fv 7 &2IHO ST ERKRIZHOVTHHFL T
FT, TENOLO—DICERELOLEH NSV £,

EAHRF (RH)

A7+ (UI) (21, Device DNA & —4%— eFUSE @ 2 fffHiH W £9, hbid, 7o Fru—r
X2 VT 4% (0FY, 2=V —DE Y N ANV —LEZBATHDDT A AT 0l T 5T 51T
Z~OXK) L L THERLEZY, £/ Ul OISV TREEKRE 2 B30t/ (7 v 77 L — R /%
UL —R)THEDIEATEET,

Device DNA i&, 57w bDOF A ZAEHDOL Y 7 AFS TR SN TR Y, AERE T FPGA o
OTP (Vo B2 AL FarI=TN) ba— Rl AY 7 ARREL T (FPGA vV vy ZIZHHZD
E~FHAH LT 7 A%, DNA PORT 7V 27 ¢ 7 RHETHEIT, 72013 JITAG 204 L THEED S R4
L %&51T), =—H— eFUSE (2i%, =—W =334 H L/EZARARER 32 8y O OTP = U 773
HO, JTAG REAT2—F—DRELET (FPGA 2Y vy ZICL 2 ZDE~DFHAHN LT 7 & 2%,
EFUSE USR 7V 25 4 7RI TEITL £9), 2hoo ULIMESICHERTE 423, Ex 2V 74
LU TG DT THERAT A Z & ARETT,

358 1 Device DNA % —#'— eFUSE # i35 = L CEA D ID &2 F-> 2 L1270 308, i ko
E 9 TR ERRRETERE (] : AES-256/HMAC) 2Mib 501 Tlddh V) £ 8 A, 2 v — 55T,
AES-256 W BL O AR b R T, RatEk. 2o klconso Ul 258+ 5 2 & ¢, AT %t
FTHLTH D —EOEFa VT 4 2BMTE £,

INHDULIE, 1 DOTNAA~E Y b A MY —AEBEMT 57202 TE 9 (2 X Device
DNA O, =—%— eFUSE OBFEIFEHT S A AT %), = —3%—5 FPGA 7% 1 NI
Ul O Hlhe 2 RESE L | HeBGE RISV T FPGA OBMESHIE S L Ed, =& xiF, Ul kigT=
T =M U TG A IR A A L 72 0 | IR & CEMERF A5 Z &8 TE 97, Ul OERABIA R
IR LET,

1. Ty 77 :JTAG #HT FPGA »°6 Ul fizmAHL, Ul 6 F =y 7% L5 4AKL T
FPGA ~7 7 EATES T F v a FAAL A~KH (—HBITHRER A - 3 — 2 A 7R b %
2) LE3 (4 5 B18),

Key
Ul JTAG One-Way [ Stored Checksum
Function (Flash)

X1084_05_081211
5 WEDF—%HEAL TDNAEZESIE

S5IRT—FHBITHOX—IX, Fefbanizty AR —ARNIKHTEET, By b A b
V— LD B ZITOTICZ O HFET —OMEEE AT 21213y 8 A MY — a2 EHH T2
MENH D F5,

2. FPGA%#a>7 4 F¥al—varLFd,

3. [k : FPGA = —%— FH# 1> 73 DNA PORT 7'V 25 1 7 %7-1% EFUSE USR 7 U X5 4+ 7D
WA —FEEE D Ul 23R L, RCT7AT ) Xa2EAL CF =2y 7Y 22 HE
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HEBNEY AT 2 1) 2 #sE

& XILINX

LEd, T0%, 2a—HP— FHPA VRSN ETF 2w 7L 7T vy adbiisrLizF =y
I LB L ET, Fey 2 LR —FLESEAIIT VA oW EENHF TS ET,

JTAG One-Way
Function

! ©

Ul Port —— Checksum

FPGA

Stored Checksum

EEPROM X1084_06_081211

6: Fxv IS LDOLLER

ZH O Ul OFEHIT, Virtex-6 FPGA 38X U7 v U —X FPGAD 2 7 4 Fal—vay a—%—F
AR (R 6], [BRT]) 2R T, oMz, [Spartan-3 ¥ = %L — a2 > FPGA % fifi
LEEX 20T 4 VY a—var] 5 16] Tt Spartan FPGA 7734 2 ® Device DNA 22\ Calt
L TWET,

DUT4hLEaA—Y— /0y J/EBDER (Ki)

By ALY =20 EFEAT LA, = — Y —I1X CFGMCLK (27 4 ¥ a L —3 a Y ONE
Frv—%—Juy W) il any 7 V—RAEEHTEET, Zoray 7iF,
STARTUP 7 mry 7 VI T 47O EL TERESNTWET ( [PROG A > #—&7 b+ (B5iL/#
)] @ STARTUP 7 v 7 ® VHDL A > AZ vy o— g U HlEBR), 207 oy 73ISR L
TWhled a—F—ray 7 (3200 s V7 4 INia—F—FE) O_X—R L LTHERAL,
TryvrvarEBEfitceEd, CFGMCLK 1%, AFME 50MHz 7> 6 KIRIZABI 5 alRetErdH v &
I8 (Virtex-6 DAL £55%, 7 vV —RXB LW Zynq 734 ADOLEIEL £50%), T THL 7 7> 7
varvEERTS ETEREFRICTAEDT, 2V T4 hAha—Y— 7oy 7RE 53R R e T,
TR & ERROE BN CTHESEIC R 7 v L £9 (CFGMCLK OE 8% Z[E), 7 VT « hlipa—
PF— 7y 7REENZOFHANLANTLESIE, =2—V— TV A OMEE IR ERIEOWTH
DPECTWAHZ &R, WYk RE#HE L ENTEET,

PROG /> 42—t7 ~ (Bhlt/#&it)

AT 4 X2 =T a VLT RTOAEY T AV MNBHESINDIDITTIEH Y A, & 2R,
~A7u7atyOXy v a2 FIFO #HT5X Ty b A—F U7 1/0 (GTX BLW
GTH + 7> — =) (&, I8 PROGRAM B BV 37— F SN7BETHEDOEEDORELREFL
THEASNDHERH Y £3 (PROGRAM B 37—k &hb &, FPGA 3V vy h SN THOE v
FARMY—=LTarza¥alb—arahd), Z¥HIL, PROGRAM Bv' o z7¥—FL T, 21—
P—E Y AN —=LZMEDOE Yy AR Y =LA (FPGA Nar 7 4 X2l —v gl SNEICEES
NIZAFINEETXTHETDIE Y PAMNY —L) ITEEHWZ 22N TEET, PROG 4 —F
7 M&RE (STARTUP 7 v v 712% % PROG UV 7 = A N7 7 /v v UIFEHE~T - PREQ/PACK) %
THZET, TNHDORAEY ZL AV IBEILTZ VT ENDET (DX, PROGRAM B 237 #—
MNENDANCETTARENTRAF T XRAIBPEITINDHET) FPGA DH 2 7 4 F =L —
Ta VR KARNSGEBIETE £,

b O —ODEMEIE LT PROG A v % —t 7 FMaEIZ. #1ETIZ PROGRAM_B "> O 7 ¥ — K 237
DPNDRETERVEMED Y AT LMIAMNTY, ZOEEPMHRSND EREBRENTON-Z &%
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BeBE AT S 1) 0o HEaE & XILINX,

ALET, BEL SHBEENRINTT 51740 —>1F, PROGRAM B %# 7% — 1 L T FPGA DA ¥ —
Ty TEWERBETH LT, 2= — FH AL TPREQOT7TH— 2T HE,. XFAT
BENTY—hEhFET, 0%, PACK 7% — 45 Z & TPROGRAM B A7 ¥ — h Al4EIZ72 Y
E7

BafbEh/zty A U =231 —F ST PROGRAM B BV 2T — bk S (£
# IPROG =2 v R 23 ICAP (2355 Siz) 558 1%, STARTUP 7' v v 7 @ PREQ AR T —h &4
FT, 2T 4 Falb—TaE, 2—F—» PACK AN % High O2H E3 Y = 2 % 8H) (B8 7
HET, ERETNAAAOBERN—EA 720> THEA IR D ETEMSNET,

— 72X 2 U7 4 B E T, PREQ/PACK E 523k ST\ STARTUP 7' & v 7 @ VHDL A >
AR =g B ERIRL F9,

STARTUP_UO :STARTUP VIRTEX6
generic map (

PROG_USR => TRUE ) -- turn on PROGRAM B intercept security feature
port map (

CFGCLK => open,

CFGMCLK => cfgmclk signal,

DINSPI => open,

EOS => open,

PREQ => preq_signal, -- PROGRAM request to FPGA logic output

TCKSPI => open,

CLK => '0"',

GSR => gsr_ signal,

GTS => gts_signal,

KEYCLEARB => keyclearb signal,

PACK => pack_signal, -- PROGRAM acknowledge input (rising edge)

USRCCLKO => '0',

USRCCLKTS => '0',

USRDONEO => '0',

USRDONETS => '0'
)i

F—DEE (BERFILT 1)

FPGA THb BEEREMIE. By b A MY —LDOREBALICHENT 5 AES & —T9, KEENX—ZF|
HAT&pk5272% L, Oy hANY —LAONFEEZHHEICHFHE SN TL ENVET, VAT AFEFHE
i, 2—¥%— F¥ 1% KEYCLEARB AJj (12 <—>® [PROG A > % —+% 7 (Biik/#t)] @
STARTUP 7 uy 7 7V IFT 4 7IZdH D) ~Eafi T2 2 & T, W (UM REBIEICRIET 531
FAERLLTCZDERE2T Y —FT&E4,BBRAM 72y 7D 256 ¥ v kb F— LM Effzi7 vy
701920 €y MEEX—OMANEEIND &, KBFITA 7 F v T OREE AT VKNI T
WHREBLE Yy ARV —AEFEHATE<%Y £9, Z® KEYCLEARB 1551, FE#E%M eFUSE
XTI BEE 5 FHA,

KEYCLEARB {E%5 ® 7 % — h Il (3 L OREREICKIGT 2 FOMT X TOIE) X, LTl b
FPGA WENHAEL 2 LR FHA, VAT LANOBIOESOAREERIE (B : AT A Lo-yL iz
FV a2 LD Z = NG Y ORE)ICERT S AREE L H Y £,

F—BHEEIND L, ALXF—THI R 7 LE3NDET, HDHWVITIPROG ([ 6], [BIR 7)) &4
ALTHOE Y F AR =LA (BESLENTOWARVWEAKEDOAEZERE Y AN —L) THa Y
TA4F¥ a2l —arE&NdETFPGA 734 AFEMECE %A, KEYCLEARB AJjid, b7 44F
DFTORTH—FINDEIIRESI N TR0 /A, BEIL. O X ) IRIRREBICAR - T3 E
I AL TR (g R 2R &) ~BEIL, ¥—2u—RF L CHUOADCTO2LERH D 7,

IPROG (IS&/X+ILF 1 )

IPROG/Z, ICAP /> #—T7 = A AN L TELNLINEHaI~ R T, FPGA a7 X2l — g
AEY, ITRCO7 v 7uay BIXOWEAETY Z2HEL FIN, F—BEHEKIHEEL FEA, 4+
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RERARFLED HARS (> & XILINX,

# PROGRAM BE L OT7H—h EELUTY, ZOa~vrRiE, a7 4¥alb—vay 2€) (v
T4F¥al—vary T—%, 7ury 7 RAM, BLXOT7 Vv 770y 7 ORAT7—R) 2ROITHET
%7-% KEYCLEARB {55 & #iAA bW THEA L TR E#RIEICKHE T & £9, KEYCLEARB 1%, IROG
a< Yy RPRRITINDRNCT ¥ —F & E3 (KEYCLEARB A7 % — bk &1 5 L E<SIC IPROG 2+
> R % ICAP ~%/5 W HE),

INHD2 DDONF AT 4 PEASNTZHRITBAE v B A MY —50 FPGA TGt E gz,
FPGA IZEMETERWVRIBICZR Y £, T A A% (FB{bE Yy FAR U —AT)ar7 4 Falb—g
VTERWEIE, AEBENEL T 2R L ET, Zo%HA, 22— — T A IR B{LEN T
WRWE Yy R AR —LhEn—FT58RENSH 5728, KEYCLEARB/IPROG BFEfTENZHETYH
CT #BZHT 5 &7a< . HAMRE (DRWHERE) 2V iATL 2 ENRTEET,

IPROG 2w RZzary7 4 Falb—vay mu P ~FET 51203, 22— — FH A I ICAP 7Y
STATEAVAZ Y E=—NL T, WYRa~v R U= AERRTHIMLERD Y 77, FEMIT,
Virtex-6 FPGA F£72137 v V—XFPGA 2> 7 4 Fal—rar a—%F— A K [ 6]. [ 7]
®» MMPROG YV ar 7 4FXalb—varv] 73 arz28RLTLEEN,

A= FSARTF—k (BEIRFILT 1)

VAT K TFANTE o TE, D FPGA B> (Bl : B B-EY 2—) 167 U T ¢ B7 (Red) 1§
WhEABALTZENTEET, REERIEICKIEL T STARTUP 7' 1 v 7 (12 2—® [PROG A > ¥ —
v Bhi)) o 7 a— Uy b &N FAVT ) B2 a bbb 7 a—K%E
Ry D7 a— v F T A AT —K (GST) ATIRTH—FEhd &, 7XTD FPGA HIiH3 A A
= ZRREIZA D FPGA AN~ T —% 7a—MeElk L9, Zhid, Red7—% 7u—%T
XA IFRLEIET S22, IPROG X° KEYCLEARB XY & BilCi# U 281807 0¥ 2T,

ga—n)L )ty k (BE/RFILT 1)

KOB T =2 RERIEOEN AT A= S =, 2P = X—BEDFPGA 0 Yy 7 L AL (AES
BBRAM TiI72W) ICH&HM T & £, RIEHIEICKSL T, STARTUP 7 = v 7 (12 X—® [PROG
A2 =7~ Bk ) o7 m— 0 Uy b (GSR) AIRTH—hEhbd &, T3TO
FPGA LV VA% (fl: 7V v 77 ay )BT 740 MREEIZEY £9, Ziut, FPGA NIZh 59
TOERERT—F 2 TELHEITRLEET S 7012, IPROG X KEYCLEARB X ¥ & A U % B1%)
7 ATY, GSRIZ, SRL(ZZ7h LYRE VI T T T—=TA)R7ry 7 RAMOa 7
VEHEELERAL, TROEBEETIHEEIE 2 — T AL EIXIPROG 2w FE2FEHT S

VBERH Y F9,
AIEE{ERFLED SOEIY AT, BIELEE A R A D) 2 AT #EE L JE12. Virtex-6 FPGA 7 & ) — %
HARS A2 FPGA %41 L Clit 7 > <> (RIESMES AU < 1Y) 79 A v 2 AERT B D H A 1 7 AL 5.%

OBl e v b 242k L 97

DEICIECTCT O#O—FKF 3% (BhLk)

2P FPA L H ) VT A I T Ay Tay s VT 4N T ) aY (CT) Try
WABETELGHAIF, 2= — T AL D/ 7 VT 4 INVEDOREFEIEAL, LB L X2
FPGAD/N—vy b Var 7 ¥ alb—rary PRIEREZR 1T ZEHL TCCT A2 —RTEET,
FD%., CT oFEIRKDLL L, PREKOT T v 7 Ry 7 A NXN—Tarwua—RFL O HEHETELX
27 9, CT HOEIMIRE v b AN U —Ak, AES #— TS L TEETN, VAT LA
WBRST 71T Y XLIZL>TFPGA vy y ZJWNTIEALT 5 2 &b WRETT, REBMER R S
&, CTOPREEEF— (BF., 72y 7 RAM £71X FPGA uyy 7 L VA NIZEHS LT
D) IEEEINET,

BlEL T, 15—V TIN5 =YD 812, FPGA, CPU, M AEY T34 X (FPGA =
Y7 4F¥al—var, PR, CPU=a—FK, BIWCPU 7—F =—FH) THRIND KR AT
LR LUFET, 7 @ PR 781k ( [User CT Logic Region| & #/R) IZZEDIREETT,
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TRERERLED HAR A4V

& XILINX.

Encrypted

Boot Code

CPU

Memory I/F

FW and SW

Encrypted
FPGA Bitstream

User
CT
Logic
Region

Other
User
Logic

Configure Virtex-6 FPGA or 7 Series FPGA

Using AES-CBC/SHA-256

7T EAETIL: VRATLDCT 2R#

X1084_07_090811

8 DA . FPGA O Z OfEkIZIE, PR IZE->TCT v 7 (User CT Logic) BEIIZ e —K I
T4, CT OFBINZETT 5 & (F1E. REBERNECEHZA). PREV2—ADT Ty IRy 7 A

N—=Var&n—R7T2%Z&TPRERIIK 7T OREBIZREY £7,

R AERENBRHEESND L. BEEOES W CPU 2 —F XAE U HiHEShAL720 BebhEanz5—
X, HEENZPREE, HOWVITEEEDRWANEATY a0 T YOREY £9°,

Erase in Response

to a Tamper Event

CPU

Memory I/F

Other
User
Logic

Encrypted Y
FW and SW
User
CT
Logic
Encrypted

FPGA Bitstream

Configure Virtex-6 FPGA or 7 Series FPGA
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Notice of The information disclosed to you hereunder (the “Materials™) is provided solely for the selection and use

Disclaimer of Xilinx products.To the maximum extent permitted by applicable law:(1) Materials are made available
"AS IS" and with all faults, Xilinx hereby DISCLAIMS ALL WARRANTIES AND CONDITIONS,
EXPRESS, IMPLIED, OR STATUTORY, INCLUDING BUT NOT LIMITED TO WARRANTIES OF
MERCHANTABILITY, NON-INFRINGEMENT, OR FITNESS FOR ANY PARTICULAR PURPOSE;
and (2) Xilinx shall not be liable (whether in contract or tort, including negligence, or under any other
theory of liability) for any loss or damage of any kind or nature related to, arising under, or in connection
with, the Materials (including your use of the Materials), including for any direct, indirect, special,
incidental, or consequential loss or damage (including loss of data, profits, goodwill, or any type of loss
or damage suffered as a result of any action brought by a third party) even if such damage or loss was
reasonably foreseeable or Xilinx had been advised of the possibility of the same.Xilinx assumes no
obligation to correct any errors contained in the Materials or to notify you of updates to the Materials or
to product specifications.You may not reproduce, modify, distribute, or publicly display the Materials
without prior written consent.Certain products are subject to the terms and conditions of the Limited
Warranties which can be viewed at http://www.xilinx.com/warranty.htm; IP cores may be subject to
warranty and support terms contained in a license issued to you by Xilinx.Xilinx products are not
designed or intended to be fail-safe or for use in any application requiring fail-safe performance; you
assume sole risk and  liability for use of Xilinx products in  Critical
Applications:http://www.xilinx.com/warranty.htm#critapps.
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