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Notice of Disclaimer

The information disclosed to you hereunder (the “Materials”) is provided solely for the selection and use of Xilinx products. To the maximum extent
permitted by applicable law: (1) Materials are made available "AS IS" and with all faults, Xilinx hereby DISCLAIMS ALL WARRANTIES AND
CONDITIONS, EXPRESS, IMPLIED, OR STATUTORY, INCLUDING BUT NOT LIMITED TO WARRANTIES OF MERCHANTABILITY,
NON-INFRINGEMENT, OR FITNESS FOR ANY PARTICULAR PURPOSE; and (2) Xilinx shall not be liable (whether in contract or tort, including
negligence, or under any other theory of liability) for any loss or damage of any kind or nature related to, arising under, or in connection with, the
Materials (including your use of the Materials), including for any direct, indirect, special, incidental, or consequential loss or damage (including loss of
data, profits, goodwill, or any type of loss or damage suffered as a result of any action brought by a third party) even if such damage or loss was reasonably
foreseeable or Xilinx had been advised of the possibility of the same. Xilinx assumes no obligation to correct any errors contained in the Materials or to
notify you of updates to the Materials or to product specifications. You may not reproduce, modify, distribute, or publicly display the Materials without
prior written consent. Certain products are subject to the terms and conditions of Xilinx’s limited warranty, please refer to Xilinx’s Terms of Sale which
can be viewed at www.xilinx.com/legal.htm#tos; IP cores may be subject to warranty and support terms contained in a license issued to you by Xilinx.
Xilinx products are not designed or intended to be fail-safe or for use in any application requiring fail-safe performance; you assume sole risk and liability
for use of Xilinx products in such critical applications, please refer to Xilinx’s Terms of Sale which can be viewed at www.xilinx.com/legal.htm#tos.

Automotive Applications Disclaimer

XILINX PRODUCTS ARE NOT DESIGNED OR INTENDED TO BE FAIL-SAFE, OR FOR USE IN ANY APPLICATION REQUIRING FAIL-SAFE
PERFORMANCE, SUCH AS APPLICATIONS RELATED TO: (I) THE DEPLOYMENT OF AIRBAGS, (II) CONTROL OF A VEHICLE, UNLESS
THERE IS A FAIL-SAFE OR REDUNDANCY FEATURE (WHICH DOES NOT INCLUDE USE OF SOFTWARE IN THE XILINX DEVICE TO
IMPLEMENT THE REDUNDANCY) AND A WARNING SIGNAL UPON FAILURE TO THE OPERATOR, OR (III) USES THAT COULD LEAD TO
DEATH OR PERSONAL INJURY. CUSTOMER ASSUMES THE SOLE RISK AND LIABILITY OF ANY USE OF XILINX PRODUCTS IN SUCH
APPLICATIONS.

© Copyright 2013-2014 Xilinx, Inc. Xilinx, the Xilinx logo, Artix, ISE, Kintex, Spartan, Virtex, Vivado, Zynq, and other designated brands included
herein are trademarks of Xilinx in the United States and other countries. All other trademarks are the property of their respective owners.
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2. ZC102 A —F ET7—h —F A A vF (J16) % JITAG E—FKIZL £7,

3. [SDK] — [Xilinx Tools] — [Program Flash] Z FFOMH L T,
ug1025/zc702 linux_trd/ready for download/zc702 linux trd ns.mcs #ZMLE4, £ 7%y
Mz Toxo ] &AL T, [Finish) 227 U v 27 LEF, QSPIAT 0 T ASNIZHRICEREZYY £7.,
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8 X”_INX F2E zc72 FHER—F DY LTy T

ALL PROGRAMMABLE.

4, FBFR=ZANT, QSPIE—RFTTRD 27 —h L FT, K2-71Z, TRD DT —hrZRLET,

D Tera Term Web 3.1 - COM4 VT . (=

File Edit Setup Web Control Window Help

=1570 1-005d: set new output freguency 148500000 Hz -
wylonfbh video mode: 1920x1080-16@60
mme0: new high speed 3DHC card at address b3685

mmeklkd: mmel:b366 7.45 Gib

muchlk0: pl

Console: switching to colour frame buffer device 240267
wylonfh O isterad

uylonfh 1 gistered
rto-pof8563 5-0051: low voltage detected, datestime is not reliable.
rto-poef 8563 5-0051: setting system clock to 2000-06-24 09:47:45 UTC (961840065)
IP-Config: Complete:
device=ethl, addr=192.168.1.10, mask=255.255.255.0, gw=255.255.255.255
host=2ZC702, domain=, nis-domain=(none]
bootserver=255.255.255.255, rootserver=255.255.255.255, rootpath=
RAMDISE: gzip image found at block 0
| VF5: Mounted root (extZ filesystem) on device 1:0.
devtmpfs: mounted
Freseing init memory: 152K
Starting resS. ..
++ Mounting filesystem
++ Setting up mdev
++ Starting telnet daemon
++ Starting http daemon
++ Starting ftp dasmon
++ Starting ssh dasmon
++ Running user script init.sh from 3D Card
Starting Zyvng Base TRD Application. ..
To re-run this application, tvpe the following commands:
cd omnts
Srun_sohel . sh -gt Fr
rcd Complete

UG1025_c4-01_082913

X 2-7 : 2c¢702_linux_trd 7 — b+

ZC702 7R — R I B4 B 36 I, [Zyng-7000 XC7Z020 All Programmable SoC [f]1} ZC702 iR —F =—H— &1
NI (UG850) [ZH 3] S ML T IEE W, X 2-1 12, LIFHARED ZCT02 R—R DY ¥ =B LA A v F O
ENREINTWVWET, ALy T LV —DFT 74V FRE—EITER 2-1 2L TEEN,

ZC702 FHH v N OHRFHIE IOV TIX. Zyng-7000 All Programmable SoC ZC702 it v h &R = 79 A b &
ZHRL TLEE W, ZCT02 A — R 2R L RN NN—F 7 =27 BI Y 7 b v =7 7 a—oFEiE, [Zyng-7000
All Programmable SoC : 2> &7 b, Y—)b T7=v 7 HAR]JUGS) [ 4] LR L TIZ&EW, ZOMONE
#iX. Zyng-7000 AP SoC DEEIY = 7 A b # B T Iy,
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i: X”_INX FEIE ASRAF—DERE LUV TRTSZVS

ALL PROGRAMMABLE

oK

5 3

AES/RSA X*—DEE LUV TAT SIS

=S

ZOETIE, F—DERBLIOT 7 7 I 7120 L ET, K3-118, 22T+ Ny 72 R0 ET,

Generate and Program _ Generate RSA Keys _ Create and Run . |Program RSA_Enable,
AES Key ™ and Hash (PPK) | Secure Key Driver o Hash (PPK)

UG1025_c3-01_082913
¥ —DERELUTOSTSIVY
Zynq®-7000 All Programmable SoC (AP SoC) T S H ¥ — 2 RITRL £7,
+ 256t v kD AES Hf &% —
+ 256t v b HMAC B 5% —
+  RSA 77 A~V IEAKHF— (PSK)
+ RSA 77 A~ VUAR%— (PPK)
+  RSA BH ¥ UIEARF— (SSK)
«  RSA &I &V AKF— (SPK)
HREINDEX27 7 —F 70 —%3479 5725, AES BLURSA F—% 4L T Zyng AP SoC NI 7’ a7/ T AL
TL7ZEW, ABS ¥ —i%, Bootgen Zfi/H L THML £7, AES ¥—I1, Ny 7 U v 77 v 7 RAM (BBRAM)

721X eFUSE I/ n 2/ 5 A T& %9, BBRAM iF, 70/ JAFETYRr 27U 77/ AE Y TF, eFUSE i 1 BDH
7'u /7 LA[HE (OTP) T,

Zynq AP SoC Tld, 77 A~V RSAF—ZHHAL CEA L Z Y F—%BFEL T, TL T FY F—%2@HAL
TN —=F 4 a¥ (BLF, BIT 7 7 ANV ) BBiEL £9, RSAT 7 A~V BIWEL & U F—DAKITIL,
OpenSSL Z il L &7, OpenSSL IZ A TR & E 9 BEHTHEAL T E T2, ZDtho 1A TH AIEE T, OpenSSL
THRE NS RSA F—I%, EARF— L AF—D 2 >TY, AT —IX, FARIF—OV T2y b R0 FET, &
X2 U7 4k, EART—ORENIEFICEE T, RSA DL, EAT—ZMHL TGS A h T —T 4
VaBLA L, TOEBLERIET HZDIZ, Zynq AP SoC T2 _XF v K FANAL AR —RN7ns 780 %
T 74— NFIZHDIZURT v R T840 ZFIEARD RSA F—0F ENTVRNWIZDEETT,

TDARA—KT w7 A K TIZIMPACT L TF /XA R AES F =07/ T 5ENFEFT,RSA X2V T 4
AV 7 ADEF 2T = RIARN—Z[HAL TTNAAM AT B T LENET, BFaT F— FT7413—
IZ. AES®¥—% 7/ I L TxE7,
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i: X”_INX FEIFEAESRAF—DERE LV TOTSIVS

ALL PROGRAMMABLE

AES F—DERP LUV TOT S LA

WD FNET Bootgen Z{HH L T AES ¥ —= Ak L £,

1.

WDa~<v 2 REHEHL T generate_aeskey.bif 7 7 A /L EARKL £7,

generate_aeskey:

{

[aeskeyfile] bbram.nky

[bootloader, encryption=aes] fsbl.elf

}
KD Bootgen 2~ R &L T AES ¥—% 4L £7,

bootgen -image generate aeskey.bif -o temp.mcs -encrypt bbram

8E L7 AES ¥ —23 720513, Bootgen 7% generate aeskey.bif WIZH H 4RI (Z DAL bbram. nky)
EHERHL T —%4ERL £,

AES ¥—%7'0 /T AT 5790, iIMPACT ZiEZ#iL £9°, Linux O34 X, impact & #3fTL £7, Windows
DAL, A¥—bh A==—»5 [ISE Design Suite 14.6] — [ISE Design Tools] — [64-Bit Tools] — [iIMPACT] % i
WLEFT, 7al=z=l b 77 ANVERETHHEAERNE RTINS EIEI[Nol 227y 7 LET, HLW
iMPACT 7 u Y=/ hDF AT BT Ry 7 ANRERENTZHEE [Cancel| 27 Y v 7 L ET,

[iMPACT Flows] 7 -t > K 7 C Boundary Scan % 7 /7 Vv 27 LE£9, A7 U > 2 L T Initialize Chain Z &R L
F9. JTAG F = — 1T xc72020 FPGA @ ARM® a7 8 1 DLERENRWESIE, 77—k T—F 2 v F
ZITAGIZEEL TF ==Y 2 FOUHHEL £9. a7 4 Falb —ar 7 7 A AOEY 4 THRARE A 2R
ENen [Yes| 227 Vw7 LET,

DAP 3FkEaZFRTR L TWDH & X (T [Bypass] #7 U v 7 L £, xc72020 %3 L T, [Assign New Configuration File]
HATaT Ry AZTFIA 1 TEM LT AES ¥—% AJJL £9, [Device Programming Properties] 2337/~ X 4172
BAiX [Cancel] 227 U v 7 LT,
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8 X”_INX FEIFEAESRAF—DERE LV TOTSIVS

ALL PROGRAMMABLE

3-2 12, iIMPACT @ JTAG F =—r &R L £,

[ SISt vPACT @ e

& File Edit View Operations Output Debug Window Help == x
DPEHADEXmmmX: &) mID|) AN
IMPACT Flows 08 X
E+2al Boundary Scan
{3} zynq7000_arm_dap.bsd
{¥ bbram.nky
[=] SystemACE
@ Create PROM File (PROM File Formatter) yng7000_arm_da xcTz020

[2) WebTalk Data 1pq_ZYna7000_srm  bbram nky

IMPACT Processes 08 X

Available Operations are:
=% Program
|| =* Program efUSE Registers..
=% Read eFUSE Registers
=% Set eFUSE Control Register.
=% Read eFUSE Control Register
=» Get Device ID
=% Get Device Signature/Usercode

P Y

»

m

- || Boundary Scan

Warnings 08 x
'_;SWF—ARXZNG:iME‘ACT:%S - Can not find cable, check cable setup ! -

| -
< | M | 3

© Errors 1\ Warnings
|

Configuration |Platform Cable USBII |6 MHz usb-hs .

UG1025_c3-02_082913

3-2:iIMPACT - Eff Sz F = — > DR

6. 3-3 IR T L HIZ, iMPACT #fH L T BBRAM ¥—%7 12/ J AL $£9, [ZCTZ020] #4527V v 7 LT,
[Program] & 7 V v 7 L £7, iMPACT Ti& eFUSE ¥ —% 7' 1n 2/ 7 A CT& £¥, eFUSE ¥ — & BBRAM F —[I[
J7 Lt Zynq AP SoC ~7' 17 7 L TX $£79, Bootgen T -encrypt 2~ K A7 =3 > D514K efuse | bbram % i
LT, AT 5% —%2EEL £9, Bootgen 781 A— D Boot Header fHI (¥ — ¥V — R & EX AL ET, HIR
& A2 BootROM = — K 78 Boot Header # #t MY . EAT 5% — YV — A& WL 7,

eFUSE O #ilf#l ¢, [iMPACT Processes] 7 -t > K 7 @ [Available Operations] i/l L T’ v/ J A CT& £7, eFUSE il
LURZIE, ¥ X EFIRLZD, JTAG A — b ZKAMICENNCT 570 & OMEEICHEHA S ET,
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& XILINX

ALL PROGRAMMABLE.

@ File Edit View Operations Output

E3E ABS/RSAF—DERBS LV TOYSIVY

Debug Window Help

DPEXDbxa ki 2f2osrn

iIMPACT Flows

+08& x

E}::l Boundary Scan
-~ £} zynq7000_arm_dap.bsd
{3} bbram.nky
- [2] SystemACE
E Create PROM File (PROM File Formatter)
- [2) WebTalk Data

iMPACT Processes

+08& x

Available Operations are:
=» Program
= Program eFUSE Registers...
I =» Read eFUSE Registers
=» Set eFUSE Control Register..
=% Read eFUSE Control Register
= Get Device ID
=% Get Device Signature/Usercode

P Y L YT

11

xc7z020
bbram.nky

Acﬂs eFUSE Registers 4

Get Device ID

Get Device Signature/Usercode
One Step SVF

One Step XSVF

Assign New Configuration File...

DI
yng7000_arm_da
a zyng7000_arm...
@ Boundary 5S¢

Set Programming Properties...

IW‘arnings

Set Erase Properties...

MWARNTNG:iMPACT:923 — can not find cable, check cable setup

+0&F X

Launch File Assignment Wizard

UG1025_c3-03_082913

3-3:iMPACT 2L TBBRAM X*—% 04 5 A

Configuration |Platform Cable USBTL [6 MHz | [usb-hs .

RSA F+—MD A R

DRI aryTiEH, TIAIBLIOEIUFY RSAXF—FAKLET, 2HODF—2HEHL T, 77A4<Y

NF =Dy v a PERSIVET,

1. ZOoa—%— FAF Tix, OpenSSL ZfEHAL T RSA F—%AK L £9, (RSA F—DAERTFEIZINCHLHY

FT, )T TAVBLOELF VIEAB RSA F—L, KD OpenSSL 22~ K &HHL TERINLET,
openssl genrsa -out psk.pkl 2048
openssl genrsa -out ssk.pkl 2048

RSA O, AMF —IZFEAHF—OTITE TN ET, KD OpenSSL =~ F a2l L T, FEaF—2 00
Pl —ZHhHL £,

openssl rsa -pubout -in psk.pkl -out ppk.pub
openssl rsa -pubout -in ssk.pkl -out spk.pub
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i: X”_INX FEIEAES/RAF—DERS LUV TRIT SIS

ALL PROGRAMMABLE

2. FIA~VAMF— (PPK) Dy v 2z AR L £7, openssl ZfEH L T RSA ¥ —% £ L 721, Bootgen Z{
HLTPPK Dy v aZALET, ROa~< REHHL Tgen hash ppk.bif Z4KL £7°,

gen_hash ppk:

{

[pskfile] psk.pkl

[sskfile] ssk.pkl

[bootloader, authentication=rsa] fsbl.elf

}
3. WEETLET,
bootgen -image gen hash ppk.bif -efuseppkbits hash ppk.txt

hash_ppk.txt 7 7 A MIZPPK Dy ¥ a RNEENET,

X127 XF— FSA/N—Z4EpL TROAMEEZ R
k|

RSA 9 512i%. PSeFUSE 7 L A |2 RSA Enable filfflt" v h & PPK Oy > 227 0/ T AT HLENRHY
FT, INETHOKIE, V7 U =THEXY N (SDK) ZFEHL CEX2T7 ¥— K74 — Y7 u=2T70O7 8
VUVl hEERLET, 207 Y7 i, ugl025/2¢702_secure driver 7 4 L 7 R VIZH D £, BX 2T F—
R Z AR —OREIL . xilskey efuse example.c B LN xilskey input. h7741v%#ﬁﬁbfﬁéwbi@ﬁ

RSA ZHNCLTPPK Oy vra%rual T A9 5HI21%, xilskey input.h 7 7 A /L& #mHEL T PS eFUSE PL
eFUSE, F/mi3ZNO0Mii%E7es 7 AL ET, eFUSE X OTP THH I, TCIIT BT T LAFEHLOFEITIL,
PPK /Ny ¥ =2 DOFEAIRY ORFFEL 72D K 5 1T xilskey efuse example.c 7 7 A LV ERETE T,

WD X 51T xilskey input.h 7 7 A /VEFREL 77,

1. XSK EFUSEPS DRIVER # &L £,

2. 2 AY b %&fEHL T XSK EFSUSEPL DRIVER % EELhZ L 9,

3. hash ppk.txt 75 XSK_EFUSEPS RSA KEY HASH VALUE [ZPPK Ny ¥ =z at’—L £7,
4. XSK_EFUSEPS ENABLE RSA KEY HASH % TRUE I[ZEEL £,

5. XSK_EFUSEPS ENABLE RSA AUTH % TRUE IZF&EL 7,
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8 X”_INX FEIFEAESRAF—DERE LV TOTSIVS

ALL PROGRAMMABLE.

SDK #fHL TEx =27 ¥— FIAR"—% a2 (L %7, Linux DA, xsdk & #3247 L T SDK # @ L £
9, Windows D4, Xilinx SDK 2013.2 2% 7V 7V w745, [AH— ] — [ISE Design Suite 14.6] — [EDK] —
[Xilinx Software Development Kit] #8¢R L C SDK Z#EIL 7, K34 DL H IV — 7 A= %& BN L £,

TE—

@Wﬂrkspace ALNC i

Select a workspace

Kilinx SDK stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

Workspace: Chdesigns\secure_boot\zc702_secure_key_driver\SDK - Browse...

] Use this as the default and do not ask again

QK ] l Cancel

UG1025_c3-04_082913

34:EZF2T F—FSAN—DT—JAR—X%ER
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8 X”_INX FEIFEAESRAF—DERE LV TOTSIVS

ALL PROGRAMMABLE.

6. 350X HLWT TV r—vary Frye /7 M EERL E9, [Project name] I secure_key driver] & A
HLFEd, TOMDAT L a 3T 74V MEOEFETHAL £, [Next] 27 U v 7 L £,

Application Project .,‘E
Create a managed make application project.

Project name: secure_key_driveﬂ

Use default location

Location: | Chdesigns\secure_boot\zc/02_secure_key_driver\SDK\secure_key_dri Browse...

Choose file system: |default - |

Target Hardware

Hardware Platform lzc?D2_secure_kﬂy_driver_hw _platform vl
Processor l ps/_cortexal 0 > l
Target Software

OS Platform lstandalone vl
Language @C @ C++

Board Support Package (@) Create New  secure_key_driver_bsp

Use existing -

@ < Back Mext = l [ Finish ] ’ Cancel

UG1025_c3-05_082913

K35: %27 F— KT A4/\—DER
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8 X”_INX E3IFE AS/RAF—DERBLVTOTSIVY

ALL PROGRAMMABLE.

7. 3-6 M X 512 [Empty Application] Z3BIRL T, ¥ AT 07 Ky 7 ANRKRINDT-5, secure_key driver 7 1
Y7 MEEELC[Finish) #27 Vv 7L %4,

|'- i New Project (on xsjlesters40) x

Templates .
Create one of the available ternplates to generate a fully- @

functioning application project.

Available Templates:

Dhrystone A blank C project.

Empty Application

Hello World

IwiP Echo Server
Mermory Tests
Peripheral Tests

Zyng FSBL

® <= Back “ |[ Cancel Finish

UG1025_c3-06_082913
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8 X”_INX E3IFE AS/RAF—DERBLVTOTSIVY

ALL PROGRAMMABLE.

8. 3-7 D & 5 |Z [secure_key driver bsp] #4727 Y v 7 L T, [Board Support Package Settings] %2 U » 7 L £,

File Edit Source Refactor Navigate Search Run Project Xilinx Tools Window Help
BrEEEl eSS ~B Era-d-@~ F-O~-QL~ w0 #E & RO/t
= 5 - i 5 - 5] w55 O w b w
= Ol systemaml ﬂ'm system.mss 52 = 0|(gz ou 2 Ma] =8
=S
I 5 secure_key_driver
a |@ secure_key, driver hen
» i BSPDo New
I = ps7_cor Go Into

= libgen.l Open in New Window - -
2l libgen.g mpiled to run on the following target.

L& Makefileg Copy Curl=C ns\secure_boot\zc702_secure_key_driver\SDI
Paste Ctrl+V

i tem. 9.0
W system. Delete Delete xas
a (& 70702 sec

[& ps7_init, Source 4
Il ps7_init,
@ ps7_init.
= ps7_init, Import...

An outline is not available.

secure_key driver_bsp Board Support Package

Move...
Rename...

El system_| Export.. simple, low-level software layer. It provides :
=l system.k Refresh xceptions as well as the basic features of a h _

L system.x Close Project &)

Close Unrelated Projects

Build Configurations =) Pmpertieﬂ Pl Terminaﬂ =8
Make Targets er_bsp] OB Bl 2By

Index - -

Show in Remote Systems view
Run As

Debug As

Profile As

Team

ook 38s.324ms)

-

Compare With
Restare from Local History...
Run C/C++ Code Analysis

Board Suppcltg Package Settings

Properties Alt+Enter

UG1025_c3-07_082913
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8 XILINX FEIFEAESRAF—DERE LV TOTSIVS

ALL PROGRAMMABLE.

9. 3-8 ™ & 91T [xilskey library] ZEIRL T, RN—F HHR—F v 47— (BSP) ZHHEEL 9, [OK] 27V v

7 I_/ iﬁ—o
Board Support Package Settings e s s SEScRT " " on » ﬂ
- -
Board Support Package Settings ﬂ
Control various settings of your Board Support Package.
4 Overview secure_key_driver_bsp
standalone
4 drivers 0S Type:  standalone Standalone is a simple, low-level software layer. It provides access to basic processor
} features such as caches, interrupts and exceptions as well as the basic features of a
cpu_cortexa? 05 Version: 3108 -

hosted environment, such as standard input and output, profiling, abort and exit.

Target Hardware

Hardware Specification: C\designs\secure_boot\zc702_secure_key_driver\SDK\zc702_secure_key_driver_hw_platform\s
Processor: ps7_cortexa? 0

Supported Libraries

Check the box next to the libraries you want included in your Board Support Package.You can configure the library in
the navigator on the left.

Name Version Description
|: lwip140 1.05.a IwIP TCP/IP Stack library: IwlP v1.4.0, Xilinx...
|: xilfatfs 1.00.a Provides read/write routines to access file...
|: xilflash 304a Xilinx Flash library for Intel/AMD CFI com...
|: xilisf 302a Xilinx In-system and Serial Flash Library I
|: xilmfs 1.00.a Xilinx Memory File System
E xilskey 1.00.a Xilinx Secure Key Library

Cancel

® o ]I

UG1025_c3-08_082913

K38:Xa7F— 54T DRER

Zynq AP SoCDEF 27 T—k REA—+rT7 v T HAK japan.xilinx.com

23
UG1025 (v1.0.1) 2014 £ 3 B 18 A l Send Feedback |


http://japan.xilinx.com
http://japan.xilinx.com/about/feedback.html?docType=User_Guides&docId=UG1025&Title=Zynq-7000%20All%20Programmable%20SoC%20%26%2312398%3B%26%2312475%3B%26%2312461%3B%26%2312517%3B%26%2312450%3B%20%26%2312502%3B%26%2312540%3B%26%2312488%3B%20%26%2312473%3B%26%2312479%3B%26%2312540%3B%26%2312488%3B%26%2312450%3B%26%2312483%3B%26%2312503%3B%20%26%2312460%3B%26%2312452%3B%26%2312489%3B&releaseVersion=1.0.1&docPage=23

8 X”_INX E3IFE AS/RAF—DERBLVTOTSIVY

ALL PROGRAMMABLE.

10. xilskey 7 4 7 7 Ui, secure_key driver bsp/ps7_cortexa9 0/lib ® FI{Z =12 73A )L X 41, [Project Explorer] 7 f > K
TICERRINET, K39 2L TIIEEN,

File Edit Source Refactor Navigate Search Run Project Xilinx Tools Window Help

H~EEE B~& & BreE~drE~ HF-0O0~>Q~ w 2HE @ E|mEgcs+
= 5 v 5| (1 W w Gl wtD GO ow o ow
[t Project Explorer &2 = Ol systemxml [ system.mss 52 = 0O](8= Qu =2 Ma] =0
ER=-SK A . = ||An outline is not available.

- — | secure_key_driver_bsp Board Support Package

4 1= secure_key driver 2l
¢ & Includes —— ‘ = L
= IModlfy this BSP's Settmgsl

4 i secure_key_driver_bsp

» 1 BSP Documentation Target Information

4 (= ps7_cortexad_0 This Board Support Package is compiled to run on the following target.
= code Hardware Specification: Ch\designs\secure_boot\zc702_secure_key_driver\SDI
I = include Target Processor: ps7_cortexa9_ 0
4 = lib
libxil.a Operating System
libxilskey.a Board Support Package OS.
b @ libsrc 3

Name: standalone

=l libgen.log Version: 3.10.a

= libgen.options Description: Standalone is a simple, low-level software layer. It provides :

L& Makefile Iinterrupts and exceptions as well as the basic features of a i _
[Hh, system.mss <] i — | = D

a 3 zc702_secure_key_driver_hw Overview‘ Soun:e|
[& ps7_initc = - - —
ps7_inith [2 Problems [ ¥ Tasks | B Console &~ & Propertles}@'Termlnaﬂ ]
@ ps7_inith‘[ml CDT Build Console [secure_key_driver] i 9 | ARG # B~
= ps7_inittcl &

FEEE

of configuration Debug for project secure key driver *¥%*

=| system_bd.bmm —
= system.bit

~ | Nothing to build for project secure_key driver

[ secure_key_driver_bsp

UG1025_c3-09_082913

3-9: av/NAILEnTzxilskey T AT SV

Zynq AP SoCDEF 27 T—k REA—+rT7 v T HAK japan.xilinx.com 24
UG1025 (v1.0.1) 2014 £ 3 B 18 A l Send Feedback l


http://japan.xilinx.com
http://japan.xilinx.com/about/feedback.html?docType=User_Guides&docId=UG1025&Title=Zynq-7000%20All%20Programmable%20SoC%20%26%2312398%3B%26%2312475%3B%26%2312461%3B%26%2312517%3B%26%2312450%3B%20%26%2312502%3B%26%2312540%3B%26%2312488%3B%20%26%2312473%3B%26%2312479%3B%26%2312540%3B%26%2312488%3B%26%2312450%3B%26%2312483%3B%26%2312503%3B%20%26%2312460%3B%26%2312452%3B%26%2312489%3B&releaseVersion=1.0.1&docPage=24

8 XILINX FEIFEAESRAF—DERE LV TOTSIVS

ALL PROGRAMMABLE.

11. secure key driver %#i®R L, [File] — [Import] — [General Files] Z3RL T, 77V r—var Fuvx=/ MZ
xilskey efuse example.c 3L W xilskey input.h %A R — b L ET, secure_key_driver 7’2 = 7 k
Z#INL T, [Project] — [Build Project] % 34TL £, 3-10 12, 22X A L STz secure_key driver 7 1Y
7 hERLET,

B e i 5D | ]

File Edit Source Refactor MNavigate Search Run Project Xilinx Tools Window Help

il | B~ &~ @ Eravdr@y HBrO-Ly W B B2E & = S
[ B B Vw5l v to o ow -
[ Project Explorer &2 = O[5z systemxml ﬂih system.mss 22 = Ol|[Eou % @ Ma} =B
DE|wT~ o » ||An outline is not available.
- - % secure_key driver_bsp Board Support Package
4 (= secure_key_driver s
- 4 Binaries — . . =
» &1 Includes [Modlfy this BSP's Se‘rtlngs]
" & Debug Target Informati
= srC arget Information
- lél xilskey_efuse_example.c This Board Support Package is compiled to run on the following target.
- [H xilskey_input.h Hardware Specification: C\designs\secure_boot\zc702_secure_key_driver\SDk
4 M secure_key_driver_bsp Target Processor: ps7_cortexa9_0

» 1 BSP Documentation

4 (= ps7_cortexad_0 Operating System

= code = Board Support Package OS.
> = include Mame: standalone
4 = lib Version: 3.10.a -
libxil.a <] 111 | '

libxilskey.a Overview‘ Source|

‘ > = libsrc = =
[zl Problems | 4= Tasks |El Console &2 . E Propeﬁieﬂ@Terminaﬂ B

=l libgen.log

B libgen.options CDT Build Console [seture;key_dliver] OB BER By
L& Makefile /cygdrive/c/designs/secure boot/zc702 secure_key driver/SDK/secure key driver/D *
[ system.mss ebug
4 [ 2¢702 secure_key driver hv— CYGWIN environment variable option "nodosfilewarning” turns off this warning.
7 init Consult the user's guide for more details about POSIX paths:
ps7_init.c p . - -
S inith h‘ttp://cygwm.com/cygwm—ug—ne‘t/usmg:html#usmg—pa‘thnames
ps/nt text data bss dec hex filename |
@ ps7_inithtml _ | 73816 2276 30876 106168 19eb8 secure_key_driver.elf El
. l% - Finished building: secure_key_driver.elf.size o
B

UG1025_c3-10_082913

E3-10: AV MILEh=tXa7 F— KS4N—Tadz ok

X227 F—FSA/\—%FETL TRA#BEEZH
ikl

X7 F— RTAN—F, WD T —F E—RTHLETTEET, &bV I ARFIEIITAG THY, kD
XMD a2~ REFHLET, a~vr N a7 M2 Ixmd) & AJI$ %2>, SDK T [Xilinx Tools] — [XMD Console]
7Yy 7L TXMD a2 Y —/LaflE £,

connect arm hw

dow fsbl.elf

con

stop

dow secure key driver.elf
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i: X”_INX FEIFEAESRAF—DERE LV TOTSIVS

ALL PROGRAMMABLE

con
stop
BEAIR D FIREIZERE L T secure_key driver & 2 /XA /LT 5 & BEWRKREZAVTPPK Oy ¥ 2 HEZHERTE £

jﬁo
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i: XILINX ¥ 4E Bootgen 1 A—2 TA—I v b T7AILDIERK

ALL PROGRAMMABLE

Vazay =
4

Bootgen f A— D 4—< v b 77 A ILDVERKL

=S

Bootgen Z L T, Zynq®-7000 All Programmable SoC (AP SoC) DEENEFA S NDE 7 7 AV 4 A=V &AL
£7, Bootgen ~ANEINDT 7 ANVE A A—TVRIZEHEEND/N—T 433 % Y X L7 Bootgen Image Format
BIF) 77 ANVTT, N=Tqar&id, A A—VEMETDIHIY 7 =T, 7—%, BIXOEY A MY —L4
77 ANTT, T2 xiE. TRD ®D/3—TF 4 3 %, fsbl.elf, system.bit, u-boot.elf, uImage.bin,
uramdisk.image.gz, devicetree.dtb, 3L sobel cmd.elf T,

BIF Tix, BMEEZEHL TX—T 1 v a3 > OlE 51k [encryption] °F8FE [authentication] ZH5E L £7°, T/, NN
AEY (NVM) DA 7> b 7KL R [offset] X 7 /LT —%L—h (DDR) AEVDu—K 7KL X [load] #5ET
LA BIEEHEHL £,

Bootgen X, 4 A—Y 77 A /W% MCS 74—~ b E7IE BIN 7 +—~ > b THJIL £9°, Zynq Flash Programmer
EHAL TR VU TANY T 2T 2 F—T = A A (QSPl) ~EEAALZFEITT 5551, Intel MCS 7 4 —
< M EMAL ET, U-Boot ZEH L TQSPI A7 nY 7 A4 5565 SD 77— £—F &7 554213, BIN
T4 —~y hEEHLET,

14.6 TiE. RSA B LU —F 43 a2 R— AT S/ERIEZ R E T A REREIT. :zv/b 7 A+ "C Bootgen Z {7 %
BDHANTT, 14.6 D Bootgen GUI Tidk, ¥ =2V 7 4O TR — MIHIBRRH O £5, F/z, 14.6 TiL,
Bootgen 2~ > K 7 A > Linux L COAFIHTE £,

TRD Z X & [ZHCE)

TRD LB 572 S5 BIF 2 IRIRL £7,
trd_image: {

[aeskeyfile] bbram.nky

[pskfile] psk.pkl

[sskfile] ssk.pkl

[bootloader, encryption=aes, authentication=rsa] fsbl.elf
[encrytion=aes, authentication=rsa] system.bit

[authentication=rsa] u-boot.elf

[authentication=rsa, load= 0x3000000, offset=0x100000] uImage.bin
[authentication=rsa, load=0x2A000000, offset=0x600000] devicetree.dtb
[authentication=rsa, 10ad=0x2000000, offset=0x620000] uramdisk.image.gz
[encryption=aes, authentication=rsal] sobel cmd.elf

ZOBIFTlX, FTAN Fx—VZ2RBHALTY 7 =7 ue—REINdE9I2, T_XTON—FT 12 a3 U DFRGE
SN ET, FSBLIIK kSN E T, system.bit X sobel cmd.elf f;&m%%mi@mw\—74/a/ Ih5 51k
INFETHAN, U-Boot L Linux 2 E DA —TF 0 V—A R—F 4> g TEE{bENEE A,
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i: XILINX EAE Bootgen 1 A—2 T+—T v bk T7AILDERK

ALL PROGRAMMABLE

EYy AN —AR=FT 4 arPREENTWAHD, ZOBIF AL TERSNZA A—VIFR&E$E T 20702
QSPL N (16MB) (2 E V FH A, BIF 725 44MB @ system.bit ZHIBT % LM FTREICR D £5,

[aeskeyfile], [pskfile]. 35 & O [sskfile] Bt THE L 2B —DARKICOWTIE, H3HABRL TIEE,

Z® BIF TiI., FSBL MEEESNZDDR 7 KL A~ —F 4 a2 u—RK T&5 X 912, [offset] B & [load] &
PEEHLET, ZEAEDY AT LTI, U-Boot ZfHEHL TN—FT 4 arzZr—RLET, 146 V) —ADFRFA
TlH, N—=T 4> a VORFEHEHEND RSA 747 7 VA U-Boot IZEENTWERA, ZD7=H, FSBL M
LTA—TFT 4 arvaBi/e—RFRLET, TXTONN—FT 4 a N FSBL THRitENb 7 e —%HKR—sT5720
(2. U-Boot zyng _common.h IFAEE I L TWET,

JEEC : U-Boot DFFGEMREIL, 147 VU —ATHER—FENETFETT,

RTZAR Fo—rZFEALTTFAALMARNT—FENDL L), T_RTONN—FT 423 /b‘utuuﬁéﬂéﬁ‘gb‘&oij_
DFY, FRN—T 4 a NI —REISGRIEESNE T, IFEALEDOHA. TXTOR—=TFT ¥ g Vg ELEn T
FHA, BEIIHMELEELZ 5 D70, BEEREEL =T 4 3 VI LT & TT, — XA, Llnux’@
U-Boot 72 E DA —T> V—A NRX—FT 4 v a it T LIEHEVERBRNEEZ LN THET, BE{kiX

7 — MM EBEINT A AR H Y TR, CRETIKTAMLENYM 27 4 X2 —a TR, %27
T—hEIEEFT T OT— MNERIZETH Y FHA,

AES iE}E‘ﬂJ@j’V VTXRARNKBICH L THEFITIESH Y FEADN, TSN OB E LT D ATREMNEN D H T2 W
TRWGE IS AT R&ETIEIH Y £¥ A, W LITBEEREZIRET D -OIEHL TSV,

QSPI & — K T TRD ZZA&IENT 521X, IROFIEEFEITL £,

. F2ETHHALZEBYIZ, ZCTR2 A —RN ZEL £9°,
2. H2ETWMHBALZLEEBIZ, TeraTerm ZiXEL £17,

3. UG1025/zc702_secure key driver/SDK 7 4 L 7 b U~BEIL 7, HIETHHALZ LBV IC
secure_key driver.elf 7u¥ =7 h Z{EEK L £7, PSRSA Enable 33X ("PPK eFUSE DNy v 2% 7 1
FTATHEDIZ, RO xmd 2~ FEEITLET,

connect arm hw

dow fsbl.elf

con

stop

dow secure_key driver.elf
con

exit

4. ugl025/zc702 linux trd T AL 27 N U~BEBLEYT, Zovav=r O BIF  HEAHERT LT
zc702_linux_trd.bif ZHWTEMZHERL T, KREFITLTTRD 4 A—T 2L E7,

bootgen -image zc702 linux trd.bif -o zc702 linux trd.mcs -encrypt bbram

SEER :SDK 14.6 U U —AD#A . Bootgen 2~ K 7 A & Linux FCEITTHMENDH Y £, Windows 1%,
SDK 14.7 THHAR—F &1 D FETT,

5. Linux O%A. xsdk & #EITL T SDK ZEEH L £9°, UV — 27 AX—X % ugl025/2c702_linux_trd/SDK (Z$5E
LFEJ,

6. SDK T [Xilinx Tools] — [Program Flash] % 7 V v 7 L £, &ER&ZEI0 £7°,
7. WOA A=V EREL T,
ugl025/zc702_linux trd/zc702_linux trd.mcs

BIZI 72D, ZOMCS A A—VIZIETRDE Yy AR —AREENTWERA, TRDZT7— T 5IZ
. ¥y P AR —ALZETBIN A A=V &AL T, SDE—RFRTT—hFLET,

8. J25% 1 ~BE), E/ITEHMEAR—F N SWI6 ZHHAL TWAEARIZIZA A v F 4% | ~BEIL T, ZC702 3R —
KFEDT—F =K% QSPIICEEL £,
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8 XILINX EAE Bootgen 1 A—2 T+—T v bk T7AILDERK

ALL PROGRAMMABLE.

9. BRZ—BY->THLHESIZL £9, Petalinux 7' 7 > 7 N E[H T Zyng AP SoC D7 — h #RRFEL £3, v/
AN, —H—% root, /XA —NR root ZEHL £9, K 4-112, TSNS TRD HAOZERLET,

[T Tera Term Web 3.1 - COM4 VT - i¥|-.ﬂ
_— h

File Edit Setup Web Control Window Help

=1570 1-005d: set new output frequency 148500000 Hz -
wvlonfh video mode: 1920x1080-16@60
mme0: new high spesd SDHC card at address b368

mmehllkd: mmel:b368 7.45 GiB

muchlk0: pl

Console: switching to colour frame bhuffer device 240267
xyvlonfh 0O istered

uylonfh 1 gistered
rto-poef 8563 5-0051: low voltage detected, datestime 1s not reliahble.
rto-pof8563 5-0051: setting system clock to 2000-06-24 09:47:45 UTC (961840065)
IP-Config: Complete:
device=ethl, addr=1%2Z.168.1.10, mask=255.255.255.0, gw=255.255.255.255
host=2C702, domain=, nis-domain=(none)
bootserver=255.255.255.255, rootserver=255.255.255.255, rootpath=
RAMDISE: gzip image found at block 0O
|VF3: Mounted root (exti filesystem) on device 1:0.
devtmpfs: mounted
Fresing init memory: 152K
Starting roes. ..
++ Mounting filesystem
++ Setting up mdev
++ Starting telnet daemon
++ Starting http daemon
++ Starting ftp dasmon
++ Starting ssh dasmon
++ Running user script init.sh from 5D Card
Starting Zyng Base TRD Application. ..
To re-run this application, type the following commands:
cd mnts
Srun_sohel . sh -gt F;
roS Complete
Zyhg I

UG1025_c4-01_082913

K 4-1:FHEEN 5 TRD HA

10. X7 eXa 707 — NEREZLET 5720, T v‘—]\ﬁﬁ7 QSPI ~
zc702_linux_trd ns.mcs #7027 AL TCFIET~FIEI 20 iKL £9, EREZHEAL THb, BEH
KIZ Tzyng>) LFRIND ETOMRMAEFHIIL 9,

7 — ML, NVM OFfEESCa L 7 4 Fal— gy, EFxFalTF g, BIOAA—VOY A X2k TRARY F
T, 7 — FEROMENSELRBEAT. AUV RADFAE(T7 4 —AK TF YV r—vary moP=7) ~BEWA
L EEW, 1 U7 X FAE 73 Boot Timer Estimator £/ L T, & Fhar 7 Xal—va iz
1TVET,

T —rDHEFaT 7 —b & RSAEnable N7 0/ T hE&NIHEF 2T 7—F Tk, FRN/EALD £9, RSA
Enable 37" 107 7 A XL TCW B A1, BIF WIZ [pskfile] JEME & [sskfile] BN ESNTWEOIMLERH Y, £
FSBL /X\—7 (¥ 3 /@muuﬁﬁk‘ \gfj_
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8 XILINX FEAE Bootgen 1 A*—¥ T+ —< v b T7AILDERK

ALL PROGRAMMABLE.

S po = |\ —_ ) — ~ ~
X7 AFL—VIZEEBEEDOSWMVNN—T 13 Y
O B —
789 3L95
BBEEORWERERET D00 E 5 1 DOFEL LT, Zyng-7000 AP SoC Dt ¥ =V 7 4 BERNICH L X 27T
AR =Y (FrFv7 AEY [OCM], AXIBRAM) IZ#MNT 2 HERH Y £7, Ziux, Vo — A2 U7 NEk
I% Bootgen [load] B4 CTHETX £7,

DDR T2 < OCM T/ =T 4 ¥ a v BT 212, Vo h— A7 V7 EX42DEHICEFLET,

File Edit Source Refactor MNavigate Search Run Project Xilink Tools Window Help

DrHaal®~-{ & EravEv@r FvOvQqvyinn #2H S ] oY
™ &~ @ H~Hetmawd
- |53 system.xml ﬁih system.mss FISJ *Iscript.dd 22 == -
5| Linker Script: Iscript.ld o=
| N [
Stack and Heap Sizes
Stack Size  0x2000
Heap Size 0x2000 |
Section to Memory Region Mapping
Section Name Memory Region
text ps7_ram_0_S_AXI BASEADDR
init ps/_ram_0_S_AX] BASEADDR =
fini ps7_ram_0_S_AXI_BASEADDR
rodata ps7_ram_0_S_AXI BASEADDR
rodatal ps/_ram_0_S_AX] BASEADDR
sdata2 ps7_ram_0_S_AXI_BASEADDR
.5bss2 ps/_ram_0_S_AX] BASEADDR |
.data ps/_ram_0_S_AX] BASEADDR
datal ps7_ram_0_S_AXI_BASEADDR
.got ps/_ram_0_5_AXI_BASEADDR
.ctors ps/_ram_0_S_AX] BASEADDR
dtors ps7_ram_0_S_AXI_BASEADDR
Sfixup ps/_ram_0_5_AXI_BASEADDR
.eh_frame ps7_ram_0_S_AX] BASEADDR
.eh framehdr ns/ ram (0 S AXI BASFADDR -
Summary | Source
p° Y

UG1025_c3-11_082913

42:7F2 YT 4 F— K5 4/5—% OCM [TH#

FSBL {Z OCM 76 EfT4 578, @i, N—F 43 3 VX FSBL ZFHL TOCM ~a2— R &5 Z Liddb v A
ITAG & — K DAL, T34 A% psT_init THIWIHLTE 572, XMD 2~ R &L TELF % OCM ~1r—R T
XFET, TOMDOT—F T—RE2HEHAT 58 41%. FSBL T U-Boot Z 17— R L, U-Boot Zf#i il L T OCM ~H55 4
DEI—F g rka—RLET,

OCM (X, RETREZERA N L =V THDHID, BEEORWY 7 h T 2707 —% X—F 47 g VEKENT 201
KRG CY, T—F RN—T 42 alFas X/ rEn TR 7y =7Td, LER-TY U — R7 Y
T MEHV EHA, OCM NDOT —F RX—F 4 v a Y ERET HI2IE, BIF 7 7 A /LT [load) BYEZFERAL 7,
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& XILINX BSE EEAE—EEATL 2

ALL PROGRAMMABLE

]
=

I 5

oK

Mitr

HEyX—EEBAJiay

=K

Zynqg AP
UG1025

=S

&Y A N C Bootgen 23# H X 41 FEF, Bootgen DENEE— KN |Z1% Debug & Release 235 ¥ £9°, Z DF T, Release
— K T Bootgen % FATT D HIEIZOW T L £9, Release T— KX, Debug T— K &I 72 5 515 TRSA ¥ —
AL 7, Debug T— K OEGEIFIEABF—Z2HHL £9, Release T— K OEEIL, &&KBY7Z BIF O HIZAR
F— b R—=T 4 a v DEADNEGEENET,

BHOREHEME L TET AT X ARERTH Y, IEAHF—DORHEIZIIR AKX TT, Bootgen ® Release E—
X, FEARF—ORBICELL ET, ZOEAHF—ORHEIL, BE A b TCERBENET, FHLZE—FR
(Debug/Release) IZBH 53, 7 4 — LR ~NHEINDE TV RXT v K TARALRZEFRCABRF—Lavr 7Y RNEEhn
ESc

N —ZRETDH 1 o0 HELL T, =Ty FREOKRKY V-2 X 2 ) 7 4 AF v 7 (Infosec
group) ZFIHT D Z ENRBITFONET, ZHUICE > T HEF—2WMO RS> HEHEZHIRTE £, Z< 0%, ~—
Ry=7 X2 YT 4 EVa— L HSM) BEX=7 =V THNTHEAI N E T, HSM (X, RSA @ 2 FiHO % — (FEA
Bl & ABR) B4 AR L £9, HSM ISKMH S N IEABISF — I3k L TR L 20w, X 2 U T o bk ah
T

Boorgen Release “E— R TiZ, Bootgen &% 5 —2DH AU 2 F X —)b (xil_rsa_sign) 7% HSM & [A] UFSREZ R7- L |
Ny LELEARL E9, ZOETI, Bootgen & xil rsa sign 2 L T, AR —DOREL S B IZHILT D
FEIZDOWTEAL 7,

xil_rsa_sign % 2> /XA L3 D ERITIE, ugl025/2c702 secure key/xil rsa_sign src 7 4 L 27 b U ~BITL £9, Linux ®
A 1X, makefile linux % makefile 22— L £7°, Windows DA X, makefile xp % makefile I —1L
F9, L CTmake ZFETL £,

Windows Cld, makefile N gec.exe PIEL < 72V 54 I make T 7 —23E L £9°, $XILINX EDK Y 7 b 7 = 7IZi%
gec.exe 7 7 ANNBEFH D £, Windows 2L TV 5 & &1d, $XILINX/gnu/MinGW/5.0.0/nt/bin/gce.exe ¥
72id cygwin gcc.exe ~DFERRNAEMFHL T makefile ZfEL T ZEWY,

CC=c:/cygwin/bin/gcc.exe
EJ e
CC=c:/Xilinx/14.6/ISE_DS/SE/gnu/MinGW/5.0.0/nt/bin/gcc.exe

Bootgen @ Release E— R &4 25 FIREZKITRZL £, & AT Ald, ugl025/2c702_secure_key 7 4 L 7 k ViZH 1
jz j‘o

1. &koa~<rFLBIF 2L TSPK Dy v 2 B L £,
bootgen -image spk.bif -generate hashes
spk.bif I, WD LBV TT,

spk:

{

[spkfile] spk.pkl
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& XILINX s E EEAE—EEATL 2

ALL PROGRAMMABLE

}
Bootgen 73 SPK /N = 7 7 A )V (spk.pkl.sha256) &#AKL 7,

2. xil_rsa_sign ZfEH L TEAZAML £7
xil rsa sign -gensig -sk psk.pkl -data spk.pkl.sha256 -out spk.pkl.sha256.sig

3. M Bootgen A< FEMHL T, N=TFT s ardDnyvazERLET,

bootgen -image bootimage partitions.bif -o temp.txt -encrypt efuse -generate hashes

BIF Ik D LBV T,

bootimage partitions:

{

[ppkfile] ppk.pkl

[spkfile] spk.pkl

[spksignature] spk.pkl.sha256.sig

[bootloader, encryption=aes, authentication=rsa] fsbl.elf
[encryption=aes, authentication=rsal] system.bit
[authentication=rsa] u-boot.elf

}

IN—=T 42 arDONy T aPEREIN Ny V2 77 AT fsbl.elf.0.sha256,system.bit.0.sha256,
BEL P u-boot.elf.0.sha256 L7V £79°,

4. fERRENTZ ANy v 2 DB/ EAERL £7,
xil rsa sign -gensig -sk ssk.pkl -data fsbl.elf.0.sha256 -out fsbl.elf.0.sha256.sig

x1l rsa sign -gensig -sk ssk.pkl -data system.bit.0.sha256 -out
system.bit.0.sha256.sig

xil rsa _sign -gensig -sk ssk.pkl -data u-boot.elf.0.sha256 -out
u-boot.elf.0.sha256.sig

5. R® Bootgen 2~ R &AL T, A A=V &AL L ET,

bootgen -image bootimage presign.bif -o zc702_uboot rm.mcs -encrypt efuse

BIF 3%k D &L B Y T,

bootimage presign:

{

[aeskeyfile] efuse.nky

[ppkfile] ppk.pkl

[sskfile] spk.pkl

[spksignature] spk.pkl.sha256.sig

[bootloader, encryption=aes, authentication=rsa, presign=fsbl.elf.0.sha256.sig]
fsbl.elf

[encryption=aes, authentication=rsa, presign=system.bit.0.sha256.sig] system.bit
[authentication=rsa, presign=u-boot.elf.0.sha256.sig] u-boot.elf

}

6. Bootgen @ Debug E— R & Bootgen @ Release E— R NFE U A A= 77 A VEERL TNDH T L 2fHERL £,
ZAEAT 9 121X, Bootgen Debug E— R TA A—T %R L, 2 DDA A—TZ L £9, kD Bootgen =~
K %f#H L T, Debug €— R T Bootgen % FE{TL £7°,

bootgen -image bootimage dm.bif -o zc702_uboot dm.mcs -encrypt efuse

bootimage dm.bif [IRD E LY TT,
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& XILINX s E EEAE—EEATL 2

ALL PROGRAMMABLE

bootimage dm:

{

[aeskeyfile] efuse.nky

[pskfile] psk.pkl

[sskfile] ssk.pkl

[bootloader, encryption=aes, authentication=rsa] fsbl.elf

[encryption=aes, authentication=rsa] system.bit
[authentication=rsa] u-boot.elf

}
REFATLET,

diff zc702_uboot dm.mcs zc702_uboot rm.mcs

INT, 22007 7 ANVNEILTHDHI LEWRTEET,

xr
RKEDE LD
*  RSA OZERMIF, A GEABRTIZRV) ¥ —2 T 7 4 — K TS RIZEDSNTEY | ZOF —([THE
WISCTEETEET,
+  Bootgen @ Release E— N (%, #iEY A F TWEHEN S IERHF —2FL7ODOF T 5 TT,
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i: X”—INX E6E : YILFIT—+

ALL PROGRAMMABLE

F6E

TILFT—Fh

=S

FUTPFI A A=V DT — MR L 72858, Zyng®-7000 All Programmable SoC (AP SoC) % BEX&N 0> IE i 72 IR~
FIZT =T BB T T — b PMERHESNET, ZOETIE, v AV F 7 — b 2ERT 2 HIEICOWNTHRAL £9,

VIVFT—FTIE, 329D A=V ZFEHLET, FSBLAN—F 4 a L OBhgted ) JF b 4 A—I1F 0x0 IR E
SNTWETAEYE/T v 7T — bk A A= 0x400000 ([ZHRESI N TWHWET, ZL TIT—/LT 2 A A—T1E 0xA00000
B E STV ET,

~VF T — IO ERERERIL, T FOKKESER T T —EERL TWET, ZOHITIL, system.bit
Wi T —NEENTWVET,

YATFT—ME ROFIATEITENLET,

1.

FSBL, 77T —h A A=Y, BIOIT =T f A=V &EAEKL FT,

bootgen -image bootimage fsbl.bif -o fsbl.bin -encrypt efuse
bootgen -image bootimage update.bif -o update.bin -encrypt efuse
bootgen -image bootimage golden.bif -o golden.bin -encrypt efuse

update.bin#at—L T, Tv 7T —h £ A=VDF Y VFNVREREFEL F7,
cp update.bin update.bin$

ToTT—hF A A=VRNICTT —% AT H70, HEX =F 4 X — (gvim 7213 hd 72 8) AL 9,

gvim update.bin

update.bin lIC= T —ZHAL ET, B> b A U —LADBRLAALEIL 0x194C0 TY, 19570 4THD 1 LFEEE
L $£9, update.bin ZHRFEL £7,

diff 2~ R Z#HL C, update.bin iZZ 7 —NEENTND I L E2MERL 7,
diff update.bin update.bin$

Tera Term % B X £9, [File] —» [Log]l 7 Vv 27 L ¥, ¥A47 1/ Ay 7 ZAZ Imultiboot.log] & AT]
LET,

ugl025/2¢702_multiboot/ready for download 7>& |, BOOT.bin, fsbl.bin, update.bin 83X W golden.bin %
SD /—R~at'—L £, ZC702 FliAR—K CT7—k E—F% SDICREL £, EFE —HY - THd HE
T L ET,

U-Boot D7’ 7 NEEH CROa~<> RE AL ET,

mmcinfo

fatload mmc 0 0x100000 fsbl.bin

sf probe 0 0 O

sf write 0x100000 O 0x20000

fatload mmc 0 0x100000 update.bin

sf write 0x100000 0x400000 ${filesize}
fatload mmc 0 0x100000 golden.bin

sf write 0x100000 0xA00000 ${filesize}
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i: X”—INX E6E : YILFIT—+

ALL PROGRAMMABLE
9. HEFEEZUIVLFET, 7—bF ET—FKZSDMH QSPI~EHL 9, EFEEZANET,
10. multiboot.log Z#@HtAIAA T, ~ VT 7 — NENMEEMAEL £7°,

multiboot.log N C.update.bin PE—K =7 —@OFK LR T7—NTFRELBY THY . golden.bin A A—
URa—REINTWDZ EEMRLET,
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& XILINX PIEIE gy

ALL PROGRAMMABLE

\I,
w
\l
S
jm|
I
1
A
\l
N

W
i

—

F—RN—TFT 43O —TFT 425

=S

Bootgen i, ELF X°BIT 7 7 A VDIENIZH T —F N—T 4 avwu— R TExET, REWRT—F =T 13
TV v a s liE, TV ZVEBALER (DSP) fRE. PREERCER. MESRLERA H V £, ELF, BIN, BL U BIT
REDONR—=FT 43y AT ERL L HIZ, Bootgen DEMETT — & N—TF 4 3V ERKELARRETE £7°,

T—=H N—=F 4 arEua—RT5BIFiX, RKOXHITHRY E9,

image: {

[bootloader, encryption=aes, authentication=rsa] fsbl.elf
[encryption=aes, authentication=rsa] hello.elf

[encryption=aes, authentication=rsa, load=0xFFFFC000] coefficients.bin

}
ZDOT—H% 77 AN (coefficients.bin) (/L. 0101010111001100 NEEN TN ET,
T—H T ANPOCMIZE —R SR TWDPEMRT DI, RO XMD 22w REFETLET,
mrd OxFFFFC000 8

— XA, T—HF =T 4 g VOKMSEETE L TiL OCM 2N T, FERo BIF ICREIZH W £ A, FSBL
2 OCM 225 FEITT 570, FSBL ZfFHL T/3—F 4> 3% OCM ~2— R RETIH Y FHA, T—F 23—
T4 a % OCM ~u—R$5(2i%, U-Boot #1945 HikaHEL T\ E9,
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& XILINX 88 B0 YT (K B

ALL PROGRAMMABLE

Voo =z
3

BIGIAD1—H—FE T« — LK EER

=S

RSA %9 %5414, [authentication] JEMEN B DK/ —T 1 ¥ 3 VIZREBREREN (AC) ARSI NVET, AC IZ1F, F—
REBLDIEIN, B =R ENBY T N 2T ONR—=T g U ERTEODIEATE 52— —EEKT 1 —/LF (UFD) 8
BENET, TOUDFIE, =T 4> ay BT I3 4 v —DfFHIRCH A L AL TIHEROFMRE | S FSEhpa—
P—EFHEAE I T £7,

UDF |%, HEX 7 7 AV CEHFRSINFE T, HEX 7 7 A /LD A X|THK 56 /31 ~ T3, UDF NOIEREHEHT B2
1. FSBL F7-1% U-Boot {21 — K &33BT AN H Y 4,

ACZ UDF ZfERT 2 FIRITRDO L0 T, BRT BT =27 MiE, ugl025/zc702_udf iZH Y £7°,

1. 16 5 A AT 5 uboot v10.hex ZAERL £7°, 7= & 21, 16 #HfE & L T [12345678abedef] Z AL F7,
2. udf data BHEAEHL T, RO K SITBIF 24K L £7,

the image

{

[pskfile] psk.pkl

[sskfile] ssk.pkl

[aeskeyfile] efuse.nky

[bootloader, authentication=rsa, encryption=aes] fsbl.elf
[authentication=rsa, udf data=uboot v10.hex] u-boot.elf

}
3. R® Boorgen 2~ RN &#FITL F,

bootgen -image bootimage.bif -o zc702 udf.mcs -encrypt bbram
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Warranty

THIS LIMITED WARRANTY applies solely to standard hardware development boards and standard
hardware programming cables manufactured by or on behalf of Xilinx (“Development Systems”).
Subject to the limitations herein, Xilinx warrants that Development Systems, when delivered by Xilinx or
its authorized distributor, for ninety (90) days following the delivery date, will be free from defects in
material and workmanship and will substantially conform to Xilinx publicly available specifications for
such products in effect at the time of delivery. This limited warranty excludes: (i) engineering samples or
beta versions of Development Systems (which are provided “AS IS” without warranty); (ii) design
defects or errors known as “errata”; (iii) Development Systems procured through unauthorized third
parties; and (iv) Development Systems that have been subject to misuse, mishandling, accident,
alteration, neglect, unauthorized repair or installation. Furthermore, this limited warranty shall not apply
to the use of covered products in an application or environment that is not within Xilinx specifications or
in the event of any act, error, neglect or default of Customer. For any breach by Xilinx of this limited
warranty, the exclusive remedy of Customer and the sole liability of Xilinx shall be, at the option of
Xilinx, to replace or repair the affected products, or to refund to Customer the price of the affected
products. The availability of replacement products is subject to product discontinuation policies at
Xilinx. Customer may not return product without first obtaining a customer return material authorization
(RMA) number from Xilinx.

THE WARRANTIES SET FORTH HEREIN ARE EXCLUSIVE. XILINX DISCLAIMS ALL OTHER WARRANTIES,
WHETHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT, AND ANY WARRANTY
THAT MAY ARISE FROM COURSE OF DEALING, COURSE OF PERFORMANCE, OR USAGE OF TRADE. (2008.10)

Do not throw Xilinx products marked with the “crossed out wheeled bin” in the trash. Directive
2002/96/EC on waste electrical and electronic equipment (WEEE) requires the separate collection of
WEEE. Your cooperation is essential in ensuring the proper management of WEEE and the protection of
the environment and human health from potential effects arising from the presence of hazardous
substances in WEEE. Return the marked products to Xilinx for proper disposal. Further information and
instructions for free-of-charge return available at: http:\\www.xilinx.com\ehs\weee.htm.
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