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Audience

This document is intended for a technical audience such as Linux® application architects, production deployment,
performance engineering teams, and customers wanting to run high-throughput applications on EPYC CPUs in the data
center with a server configuration background who have:

« Admin access to the server's management interface (BMC).
» Familiarity with the server's management interface.
« Admin QS access.

 Familiarity with the 0S-specific configuration, monitoring, and troubleshooting tools.
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CHAPTER 1: INTRODUCTION

This tuning guide describes parameters that can optimize performance of servers powered by AMD EPYC™ 8005 Series
Processors running Red Hat Enterprise Linux (RHEL) Operating Systems.

Chapter 4 describes some of the available Linux tuning tools. Please also see Red Hat Enterprise Linux 10 - Monitoring
and Managing System Performance * (PDF) for more information on these toolkits and RHEL 10-specific monitoring,
system performance, and tuning settings. Please further visit Monitoring and managing system status and
performance*(customer portal).

In this tuning guide, particular attention is paid to improved networking speeds, or for higher number of CPU threads, etc.

This Tuning Guide uses examples based on RHEL 10, Red Hat Enterprise Linux 10(Coughlan) running Linux 6.12.0- 55.9.1.
el10_0.x86_64.

1.1- NETWORKING SUPPORT

AMD tested several adapters at multiple speeds from 1Gbps to 200Gbps, using the recommendations from the Linux
Network Tuning Guide for AMD EPYC 8005 Series Processors, available from AMD EPYC Tuning Guides.
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CHAPTER 2: RESOURCES

2.1- ESSENTIAL READING

From the AMD Technical Information Portal (#tt0s://docs.amd.com)):

BIOS & Workload Tuning Guide for AMD EPYC™ 8005 Series Processors

AMD EPYC™ 8005 Processor Architecture Overview

2.2 - OTHER RESOURCES

AMD EPYC™ Processors Minimum Operating System Requirements

Memory Population Guidelines for AMD EPYC 8005 Series Processors

Socket SP5/5SP6 Platform NUMA Topology for AMD Family TAh Models 00h-0Fh and Models 10h-1Fh - Login
required; please review the latest version if multiple versions are present.

Add support for Large Increment per Cycle Events*

Product Documentation for Red Hat Enterprise Linux 10

Red Hat Enterprise Linux 10 - Configuring and Managing Virtualization*

Red Hat Enterprise Linux 10.1 Release Notes*

Red Hat Enterprise Linux 7: Optimizing Memory System Performance*

Enabling AMD Secure Encrypted Virtualization in RHEL 10%*

AMD Socket SP6 Power and Performance Optimization Guide for Family 19h Models AGh-AFh (NDA) - Login required.

Available from AMD EPYC Tuning Guides:

- High Performance Computing (HPC) Tuning Guide for AMD EPYC™ 8005 Series Processors
- Overviewof AMD EPY(C™ 8005 Series Processors Architecture

- BIOS & Workload Tuning Guide for AMD EPYC™ 8005 Series Processors

Note:

This document is based on Red Hat Enterprise Linux (RHEL 70.0 with Linux kernel 6.12.0-55.9.7.e/10_0.x86_64) to guide
tuning practices that support new features such as Smart Data Cache Injection (SOC).

The following chapters and their Linux command outputs have been shortened to fit within this document.
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CHAPTER 3: COMMON LINUX KERNEL TOOLS AND EXAMPLES

The Red Hat Enterprise Linux kernel has had NUMA-aware default memory and CPU scheduling policy since RHEL 6, and
this support is being enhanced across all current Version 10 releases. See Red Hat Enterprise Linux 7: Optimizing Memory
System Performance* for detailed information about Red Hat Enterprise Linux NUMA architecture, manual NUMA binding
using numactl, automatic NUMA binding using numad, kernel automatic NUMA balancing, and more. Please visit
Monitoring and managing system status and performance* (customer portal) for additional information.

NUMA (Non-Uniform Memory Access) systems consist of CPU clusters or CPU groups. Each CPU group is called a NUMA
node, and each NUMA node has its own CPUs, memory, and I/0 devices. NUMA nodes connect to memory and |/0 devices
on remote CPUs via one or more buses (or interconnects). The term NUMA comes from the fact that it is faster for a process
on a CPU to access local memory associated with other NUMA nodes.

NUMA architecture introduces memory access latencies depending on the distance between the CPU and the memory
location. System BIOS populates the System Locality Information Table (SLIT) and supplies it to the Linux kernel via the
Advanced Configuration and Power Interface (ACPI) and provides the normalized distances between the different NUMA
nodes. See Socket SP5/SP6 Platformm NUMA Topology for AMD Family 19h Models 10h-1Fh and Models AGh-AFh (login
required) for additional information.

The NUMA tools in Red Hat Enterprise Linux improve application performance on modern hardware systems. Additional
tuning can improve performance even more. For example, Red Hat created the optional user-level numaddaemon that
provides process management and placement advice for efficient CPU and memory usage on systems with NUMA
topology.

Automatic NUMA balancing provides satisfactory performance in most cases. and the default performance is near optimal.
This chapter lists some commonly available Linux management tools and provides some examples. See:

Iscpu”

“Portable Hardware L ocality (hwloc) and hwloc-gui”

“cpupower”
“top”

3.1- LSCPU

Iscpugives a quick view of CPU topology with the following information:
* Number of sockets, nodes, cores, and threads are present in the system.
+ (Caches and their sizes.

» NUMA nodes and CPU associations
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3.1.1- Example: 84-core AMD EPYC 8534P

# lscpu
Architecture:
CPU op-mode (s) :
Address sizes:
Byte Order:
CPU (s) :
On-line CPU(s)
Vendor ID:
BIOS Vendor ID:
Model name:
BIOS Model name:
BIOS CPU family:
CPU family:
Model:
Thread(s) per core:
Core(s) per socket:
Socket (s) :
Stepping:

list:

Frequency boost:
CPU(s) scaling MHz:
CPU max MHz:
CPU min MHz:
BogoMIPS:
Flags:

fxsr sse sse2 ht sysca

xtopology nonstop tsc cpuid

x2apic movbe popcnt ae

x86 64

32-bit, 64-bit
46 bits physical,
Little Endian

168

0-167
AuthenticAMD
Advanced Micro Devices, Inc.

AMD Eng Sample: 100-000002157-01
AMD Eng Sample: 100-000002157-01
107

26

2

2

84

1

1

enabled

35%

4533.3340

1226.6670

3195.12

fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush mmx

57 bits virtual

Unknown CPU @ 1.6GHz

11 nx mmxext fxsr opt pdpelgb rdtscp lm constant tsc rep good amd lbr v2 nopl
extd apicid aperfmperf rapl pni pclmulgdg monitor ssse3 fma cx16 pcid ssed4 1 ssed 2

s xsave avx flé6c rdrand lahf Im cmp legacy svm extapic cr8 legacy abm sseda

misalignsse 3dnowprefetch osvw

cat 13 cdp 13 hw pstate s

erms invpcid cgm rdt a

ibs skinit wdt tce topoext perfctr core perfctr nb bpext perfctr llc mwaitx cpb
sbd mba perfmon v2 ibrs ibpb stibp vmmcall fsgsbase tsc_adjust bmil avx2 smep bmiZ2

avx512f avx512dg rdseed adx smap avx512ifma clflushopt clwb avx512cd sha ni

avx512bw avx512v]l xsaveopt xsa

avx vnni avx512 bfl6 clzer
tsc scale vmcb clean flu

v _spec ctrl vnmi avx512vbm

vec xgetbvl xsaves cgm llc cgm occup llc cgm mbm total cgm mbm local user shstk
o irperf xsaveerptr rdpru wbnoinvd amd ppin cppc arat npt lbrv svm lock nrip save
shbyasid decodeassists pausefilter pfthreshold avic v_vmsave vmload vgif x2avic

i umip pku ospke avx512 vbmi2 gfni vaes vpclmulgdg avx512 vnni avx512 bitalg

avx512 vpopcntdg la57 rdpid b

us lock detect movdiri movdiré64b overflow recov succor smca fsrm

avx512 vp2intersect flush 11d sev sev es

Virtualization features:
Virtualization:
Caches (sum of all):
Lld:
Lli:
L2:
L3:
NUMA :
NUMA node (s) :
NUMA nodeO CPU(s) :

AMD EPYC™ 8005 RED HAT ENTERPRISE LINUX® TUNING GUIDE

sev_snp debug swap amd lbr pmc freeze

AMD-V

3.9 MiB (84 instances)
2.6 MiB (84 instances)
84 MiB (84 instances)
384 MiB (12 instances)
1

0-167
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Vulnerabilities:
Gather data sampling: Not affected
Indirect target selection: Not affected
Itlb multihit: Not affected
Lltf: Not affected
Mds: Not affected
Meltdown: Not affected
Mmio stale data: Not affected
0ld microcode: Not affected
Reg file data sampling: Not affected
Retbleed: Not affected
Spec rstack overflow: Mitigation; Reduced Speculation
Spec store bypass: Mitigation; Speculative Store Bypass disabled via prctl
Spectre vl: Mitigation; usercopy/swapgs barriers and  user pointer sanitization
Spectre v2: Mitigation; Retpolines; IBPB conditional; IBRS FW; STIBP always-on; RSB filling;

PBRSB-eIBRS Not affected;

BHI Not affected
Not affected

Not affected

Not affected
Mitigation;

Srbds:
Tsa:

Tsx async abort:

Vmscape: IBPB before exit to userspace

3.2 - NUMACTL

numactican control the NUMA policy for processes or shared memory. numactland numadhelp tune NUMA scheduling
parameters and monitor both NUMA topology and resource utilization by automatically making affinity adjustments to
locally optimized processes. You can use numactlto find:

* Number of NUMA nodes in the system.

+ Distance between nodes.

» (CPU and memory association with the node.

« Linux policy (default, bind, preferred, interleave) of the current process.

The second part of the numactl --hardwareoutput gives the node distances in a matrix based on the System Locality
Information Table in the Advanced Configuration and Power Interface (ACPI SLIT). These distances indicate the cost of
accessing remote memory as the relative latency to access memory from a particular node, normalized to a base value of
10. Higher values indicate more overhead.

3.2.1- Example: 64-Core AMD EPYC 8534P

# numactl --hardware
available: 1 nodes (0)

node 0 cpus:

36 37 38 39
73 74 75 76
108 109 110
136 137 138
164 165 166
node
node
node
node 0

0: 10

012345678910

0 size:
0 free:
distances:

40 41 42 43
77 78 79 80
111 112 113
139 140 141
167
63312 MB
60760 MB

44 45 46 47
81 82 83 84
114 115 116
142 143 144

005 RED HAT ENTERPRISE LINUX® TUNING GUIDE

11 12 13 14
48 49 50 51
85 86 87 88
117 118 119
145 146 147

15 16 17 18
52 53 54 55
89 90 91 92
120 121 122
148 149 150

19 20 21 22
56 57 58 59
93 94 95 96
123 124 125
151 152 153
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3.3 - LSTOPO

The graphical output consists of nested boxes representing the inclusion of objects in the resource hierarchies. A Machine
box usually contains one or several Package boxes that contain multiple Core boxes that each have one or more PUs.

Caches appearin a slightly different manner because they do not actually include computing resources, such as cores. For
instance, a L2 Cache shared by a pair of cores appears as a Cache box on top of two Core boxes (instead of having Core
boxes inside the Cache box).

By default, NUMA nodes boxes appear on top of their local computing resources. For instance, a processor Package
containing one NUMA node and four Cores appears as a Package box containing the NUMA node box above four Core boxes.
If a NUMA node is local to the L3 Cache, then the NUMA node appears above that Cache box.

The PCl hierarchy does not appear as a set of included boxes; instead, it appears as a tree of bridges (that may be switches)
with links between them. The tree starts with a small square on the left for the host bridge or root complex. It ends with
PCl device boxes on the right. Intermediate PCl bridges/switches may appear as additional small squares in the middle.

Please see https://eithub.com/open-mpi/hwloc/tree/master/utils/Istopo® for additional information.

3.3.1- Example: 84-Core AMD EPYC 8534P

Istopo x

Machine (62GA total)
g—-C Or—i
Package L#0 63 63 | Zx{PCI 46:00.0-1 } 39 3.9 | PCI 85:00.0
| NUMANode L#0 P30 (62GB) I Block nvme0n]
465 GB

Die L#0 Die L#1 D00 | pieL#s N
6x total g
a3 s
| 13 (32MB) I ‘ 13 (32MB) I | 13 (32M8) | 0z 02 Pl 87:00.0
e
lLEi‘DszB) “ u;mzaxmj ooo [u«wmsa J [ L2 {1024KB) J [ L2 {1024KB) ]D og [ L2 (1024KB) ] Iunomm J I L2 (1024KB) J coo [ L2 (1024KB) ] 0.6 0.6 | PCIB8:00.0
14x total 14x total 14x total
et eny
[ L1d (48KB) ] l L1d (48KB) ] l Lid (48KkB) l [ L1d (48KB) I [ L1d (48KB) ] l L1d (48KB) l I L1d (48KB) l | L1d (48KB) l I Lid (4BKB) ] i
r
I L1/ (32KB) ]I L1 (32KB) ] l L1i (32KB) ] I L1i (32KB) ] [ L1i {32KkB) ] [ L1i (32k8B) l I L1i (32KB) l | L1i (32KB) l I L11(32KB) | 0.6 | PCI88:00.1
Core L0 Core L#1 Core L#13 Core L&14 Core L#15 Core L#27 Core L#70 Core L4717 Core L2383
PULEO PU L2 PUL#26 PU L#28 PU L£30 PU L#S4 PU L#140 PU L#142 PUL#166 O e [ ixtraczoooy
PE0 P#1 pa13 P14 P15 pe27 P#70 p&71 (]
PU L1 PUL#3 PU L#27 PU L8239 PULE31 PULESS PULH14T PU L#143 PULE167
P84 P85 PEg7 P98 P#99 PAI11 P#I54 P#155 P#167

Host: localhost.localdomain
Nata: Wed 10 Now 7125 01:39:71 DM ST

Figure 3-1: Istopo; 84-core CPU
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3.4 - PORTABLE HARDWARE LOCALITY (HWLOC) AND HWLOC-GUI

Hwloc and hwloc-gui help you visualize the system NUMA topology. hwlocincludes other packages that help with viewing
different aspects of NUMA management.

# dnf install hwloc
# dnf install hwloc-gui

3.4.1- hwloc-Is

hwloc-Isobtains CPU IDs when you need to know which cores to pin to your job to:

# hwloc-1s
Machine (62GB total)
Package L#0
NUMANode L#0 (P#0 62GB)
Die L#0 + L3 L#0 (32MB)
L2 L#0 (1024KB) + L1d L#0 (48KB) + L1i L#0 (32KB) + Core L#0
PU L#0 (P#0)
PU L#1 (P#84)
L2 L#1 (1024KB) + L1d L#1 (48KB) + L1i L#1 (32KB) + Core L#l
PU L#2 (P#1)
PU L#3 (P#85)
L2 L#2 (1024KB) + L1d L#2 (48KB) + L1i L#2 (32KB) + Core L#2
PU L#4 (P#2)
PU L#5 (P#86)
L2 L#3 (1024KB) + L1d L#3 (48KB) + L1i L#3 (32KB) + Core L#3
PU L#6 (P#3)
PU L#7 (P#87)
L2 L#4 (1024KB) + L1d L#4 (48KB) + L1i L#4 (32KB) + Core L#4
PU L#8 (P#4)
PU L#9 (P#88)
L2 L#5 (1024KB) + L1d L#5 (48KB) + L1i L#5 (32KB) + Core L#5
PU L#10 (P#5)
PU L#11 (P#89)
PU L#97 (P#132)
L2 L#58 (1024KB) + L1d L#58 (48KB) + L1i L#58 (32KB) + Core L#58
PU L#116 (P#58)
PU L#117 (P#142)
L2 L#59 (1024KB) + L1d L#59 (48KB) + Ll1i L#59 (32KB) + Core L#59
HostBridge
PCIBridge
2 x { PCI 46:00.0-1 (SATA) }
HostBridge
PCIBridge
PCI 85:00.0 (NVMExp)
Block (Disk) "nvmeOnl"
PCIBridge
PCIBridge
PCI 87:00.0 (VGA)
PCIBridge
PCI 88:00.0 (Ethernet)
Net "enpl36s0f0"
PCI 88:00.1 (Ethernet)
Net "enpl36s0fl"
HostBridge

AMD EPYC™ 8005 RED HAT ENTERPRISE LINUX® TUNING GUIDE READY TO CONNECT?: Visit https://docs.amd.com/



https://docs.amd.com/

AMD\
=PYC

3.4.1.1 hwloc-info

hwloc-infogets the system cache hierarchy.

# hwloc-info

depth 0: 1 Machine (type #0)
depth 1: 1 Package (type #1)
depth 2: 6 Die (type #19)
depth 3: 6 L3Cache (type #6)
depth 4: 84 L2Cache (type #5)
depth 5: 84 LldCache (type #4)
depth 6: 84 LliCache (type #9)
depth 7: 84 Core (type #2)
depth 8: 168 PU (type #3)
Special depth -3: 1 NUMANode (type #13)
Special depth -4: 9 Bridge (type #14)
Special depth -5: 8 PCIDev (type #15)
Special depth -6: 3 OSDev (type #16)
Special depth -7: 12 Misc (type #17)

3.5 - CPUPOWER

cpupoweris a collection of tools that examine and tune processor power-saving features, such as checking the CPU
governor. The cpupower monitorsamples the current CPU frequency in real time. From a Linux perspective, the CPU
frequency scaling subsystem can modulate the CPU frequency based on workload feedback. Setting the governor to
performancereduces OS frequency toggling. See CPU Performance Scaling* for additional information.

3.5.1- cpupower frequency-info
Check CPU frequencies and P states.

# cpupower frequency-info
analyzing CPU 137:
driver: amd-pstate-epp
CPUs which run at the same hardware frequency: 137
CPUs which need to have their frequency coordinated by software: 137
energy performance preference: balance performance
hardware limits: 1.23 GHz - 4.53 GHz
available cpufreq governors: performance powersave
current policy: frequency should be within 1.55 GHz and 4.53 GHz.
The governor "powersave" may decide which speed to use
within this range.
current CPU frequency: 1.81 GHz (asserted by call to kernel)
boost state support:
Supported: yes
Active: yes
amd-pstate limits:

Highest Performance: 255. Maximum Frequency: 4.53 GHz.
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Nominal Performance: 90. Nominal Frequency: 1.60 GHz.
Lowest Non-linear Performance: 87. Lowest Non-linear Frequency: 1.55 GHz.

Lowest Performance: 69. Lowest Frequency: 1.20 GHz.
Preferred Core Support: 0. Preferred Core Ranking: 255

Execute cat /sys/devices/system/cpu/cpufreg/boost to check whether boost is ON (1) or OFF (0).

#cat /sys/devices/system/cpu/cpufreq/boost 1

3.5.2 - cpupower monitor
Check core frequencies and idle states.

# cpupower monitor

intel-rapl/intel-rapl:0

0
intel-rapl/intel-rapl:0/intel-rapl:0:0
0
| Mperf | | RAPL || Idle Stats
CPU| CO | Cx | Freqg || pack | core || POLL | C1 | C2
0 0.15] 99.85| 1987129832899 1633|| 0.00] 0.00] 99.87
841 0.01] 99.99| 1807]1129832899| 1633|| 0.00] 0.00] 100.0
1| 0.01] 99.99| 1807129832899 1633|| 0.00] 0.01] 100.8
851 0.01] 99.99| 1808]129832899| 1633|| 0.00] 0.01] 100.0
21 0.01] 99.99| 18071129832899| 1633|| 0.00|] 0.01|] 100.8
861 0.01] 99.99| 1807]129832899| 1633|| 0.00] 0.01] 100.0
31 0.01] 99.99| 1808]]29832899| 1633|| 0.00| 0.01| 100.8
871 0.01] 99.99| 1808]129832899| 1633|| 0.00] 0.00] 100.0
4] 0.01] 99.99| 1808]129832899| 1633|| 0.00| 0.00| 100.8
881 0.01] 99.99| 1807]129832899| 1633|| 0.00] 0.01] 100.0
5| 0.01] 99.99| 18071129832899| 1633|| 0.00| 0.01|] 100.7
891 0.01] 99.99| 1808]129832899| 1633|| 0.00] 0.01] 100.0
6/ 0.01] 99.99| 1806]129832899| 1633|| 0.00] 0.00] 100.8
90| 0.01] 99.99| 1808]129832899| 1633|| 0.00| 0.01| 100.0
71 0.01] 99.99| 1808]]29832899| 1633|| 0.00| 0.00| 100.7
911 0.01] 99.99| 18081129832899| 1633|| 0.00| 0.01| 100.0
8] 0.01] 99.99| 1807129832899 1633|| 0.00] 0.01] 100.1
92| 0.01] 99.99| 1808](29832899| 1633|| 0.00| 0.01| 100.0
91 0.04] 99.96| 1807]129832899| 1633|| 0.00] 0.00] 100.7
93| 0.01] 99.99| 18081129832899| 1633|| 0.00] 0.00| 100.0
101 0.18] 99.82| 1823]129832899| 1633|| 0.00] 0.01] 100.6
94| 0.01] 99.99| 18081(29832899| 1633|| 0.00| 0.00| 100.0
111 0.05] 99.95| 1808]129832899| 1633|| 0.00] 0.00] 100.
95| 0.01] 99.99| 18071129832899| 1633|| 0.00| 0.01| 100.0
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3.6 - CPU GOVERNORS

AMD EPYC supports several CPU governors. Different governors can be applied to different cores. For example, the
performance governor is often used in a High-Performance Computing environment.

performance: Sets the core frequency to the highest available frequency within PO.
Boost=0FF: The CPU will operate at the base frequency, e.g., 2.25GHz on an AMD EPYC 7742 CPU.

Boost=0N: The CPU will attempt to boost the frequency up to the Max Boost frequency of 3.4Ghz. While operating at
the boosted frequencies, this still represents the PO P-state.

ondemand: Sets the core frequency depending on the trailing load. This favors a rapid ramp to the highest operating
frequency with a subsequent slow step down to P2 when idle. This could penalize short-lived threads.

conservative: Similar to ondemand but favors a more graceful ramp to highest frequency and a rapid return to P2 at
idle.

powersave: Sets the lowest-supported core frequency, locking it to P2.

Administrators can execute the cpupowercommand to set the CPU governor. For example, to set the CPU governor to
Performance:

cpupower frequency-set -g performance

Please see Linux CPUFreg Governaors* for a more extensive discussion and explanation of Linux CPU governors. Here are
some examples of using cpupowerto query and set a range of conditions on the CPU:

cpupower -c 0-15 monitor

Displays the frequencies on cores 0 to 15. Useful if a user needs to observe the changes while turning Boost ON and OFF.

cpupower frequency-info

Lists the boost state, CPU governor, and other useful information about the CPU configuration.

cpupower frequency-set -g performance

Changes the CPU governor to performance.

cpupower -c 0-15 idle-set -d 2

Disables the C2 idle state on CPUs 0 to 15.
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3.7- TOP

top provides a dynamic view of the resources being consumed by various processes. Please see “Default top Options”.
While running top, you can

* Press [1] to view a per-CPU breakdown of utilization statistics.

* Press [2] to view per-NUMA-node utilization statistics.

* Press [3] to select and highlight a NUMA node and view summary information.

3.7.1- Default top Options

# top
top - 14:25:38 up 2:06, 3 users, load average: 0.05, 0.01, 0.00
Tasks: 1855 total, 1 running, 1854 sleeping, 0 stopped, 0 zombie

%Cpu(s): 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
MiB Mem : 63559.3 total, 57058.6 free, 3272.5 used, 3984.6 buff/cache
MiB Swap: 31972.0 total, 31972.0 free, 0.0 used. 60286.8 avail Mem
PID USER PR NI VIRT RES SHR S 3%CPU S$SMEM TIME+ COMMAND
78692 root 20 0 233152 7092 3360 R 0.7 0.0 0:01.16 top
77733 admin 20 0 16032 8264 5900 s 0.3 0.0 0:00.12 sshd-session
1 root 20 0 33900 21388 10780 S 0.0 0.0 0:04.55 systemd
2 root 20 0 0 0 0 s 0.0 0.0 0:00.04 kthreadd
3 root 20 0 0 0 0 s 0.0 0.0 0:00.00 pool workqueue release
4 root 0 -20 0 0 0 I 0.0 0.0 0:00.00 kworker/R-rcu gp
5 root 0 -20 0 0 0TI 0.0 0.0 0:00.00 kworker/R-sync wqg
6 root 0 -20 0 0 01 0.0 0.0 0:00.00 kworker/R-slub_flushwqg
7 root 0 -20 0 0 0rI 0.0 0.0 0:00.00 kworker/R-netns
10 root 0 -20 0 0 01 0.0 0.0 0:00.00 kworker/0:0H-events highpri
11 root 20 0 0 0 01 0.0 0.0 0:00.00 kworker/u672:0-events_unbound
12 root 20 0 0 0 01I 0.0 0.0 0:00.02 kworker/u672:1-ipv6_addrconf
13 root 0 -20 0 0 0 I 0.0 0.0 0:00.00 kworker/R-mm percpu wq
14 root 20 0 0 0 01I 0.0 0.0 0:00.00 rcu tasks kthread
15 root 20 0 0 0 01 0.0 0.0 0:00.00 rcu_tasks rude kthread
16 root 20 0 0 0 01I 0.0 0.0 0:00.00 rcu tasks_ trace kthread
17 root 20 0 0 0 0 s 0.0 0.0 0:00.00 ksoftirgd/O
18 root 20 0 0 0 0I 0.0 0.0 0:02.72 rcu preempt
19 root 20 0 0 0 0 s 0.0 0.0 0:00.00 rcu exp par gp kthread worker/1l
20 root 20 0 0 0 0 s 0.0 0.0 0:00.01 rcu exp gp kthread worker
21 root rt 0 0 0 0 s 0.0 0.0 0:00.00 migration/0
22 root =51 0 0 0 0 s 0.0 0.0 0:00.00 idle_inject/0
23 root 20 0 0 0 0 s 0.0 0.0 0:00.00 cpuhp/0
24 root 20 0 0 0 0 S 0.0 0.0 0:00.00 cpuhp/1
25 root -51 0 0 0 0 s 0.0 0.0 0:00.00 idle_inject/1
26 root rt 0 0 0 0 s 0.0 0.0 0:00.20 migration/1
27 root 20 0 0 0 0 s 0.0 0.0 0:00.00 ksoftirqgd/1l
28 root 20 0 0 0 01I 0.0 0.0 0:00.01 kworker/1:0-
events freezable pwr efficient
29 root 0 -20 0 0 01 0.0 0.0 0:00.00 kworker/l:0H-events highpri
30 root 20 0 0 0 0 s 0.0 0.0 0:00.00 cpuhp/2
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3.7.2 - Per-CPU Utilization Statistics

# top

top - 14:30:56 up 2:12, 3 users, load average: 0.04, 0.05, 0.01

Tasks: 1856 total, 1 running, 1855 sleeping, 0 stopped, 0 zombie

%Cpu0 : 0.3 us, 0.3 sy, 0.0 ni, 99.3 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu2 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu3 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu4 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpud 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
$Cpub 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu’7 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu8 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu9 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul0 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpull 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul2 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul3 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpuld 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpulb 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul6 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul? 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul8 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul9 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu20 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu2l 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu22 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu23 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu24 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu25 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu26 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
SCpu27 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu28 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu29 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu30 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu3l : 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu32 : 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
PID USER PR NI VIRT RES SHR S %CPU $SMEM TIME+ COMMAND
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3.7.3 - Per-NUMA-Node Utilization Statistics

# top
top - 14:34:48 up 2:16, 3 users, load average: 0.07, 0.05, 0.01
Tasks: 1855 total, 1 running, 1854 sleeping, 0 stopped, 0 zombie

%Cpu(s): 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%$NodeO : 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
MiB Mem : 63559.3 total, ©57061.5 free, 3254.3 used, 3999.9 buff/cache
MiB Swap: 31972.0 total, 31972.0 free, 0.0 used. 60305.0 avail Mem

PID USER PR NI VIRT RES SHR S %CPU $MEM TIME+ COMMAND
78692 root 20 0 233152 7092 3360 R 0.7 0.0 0:05.09 top
18 root 20 0 0 0 0TI 0.3 0.0 0:02.95 rcu preempt
1 root 20 0 33900 21388 10780 S 0.0 0.0 0:04.57 systemd
2 root 20 0 0 0 0 s 0.0 0.0 0:00.04 kthreadd
3 root 20 0 0 0 0 s 0.0 0.0 0:00.00 pool workqueue release
4 root 0 -20 0 0 0 I 0.0 0.0 0:00.00 kworker/R-rcu gp
5 root 0 -20 0 0 01 0.0 0.0 0:00.00 kworker/R-sync wq
6 root 0 -20 0 0 01 0.0 0.0 0:00.00 kworker/R-slub_flushwqg
7 root 0 -20 0 0 0rI 0.0 0.0 0:00.00 kworker/R-netns
10 root 0 -20 0 0 0TI 0.0 0.0 0:00.00 kworker/0:0H-events highpri
11 root 20 0 0 0 01 0.0 0.0 0:00.00 kworker/u672:0-events_unbound
12 root 20 0 0 0 01I 0.0 0.0 0:00.02 kworker/u672:1-ipv6_addrconf
13 root 0 -20 0 0 0 I 0.0 0.0 0:00.00 kworker/R-mm percpu_ wq
14 root 20 0 0 0 01I 0.0 0.0 0:00.00 rcu tasks kthread
15 root 20 0 0 0 01 0.0 0.0 0:00.00 rcu_tasks _rude kthread
16 root 20 0 0 0 01 0.0 0.0 0:00.00 rcu tasks trace kthread
17 root 20 0 0 0 0 s 0.0 0.0 0:00.00 ksoftirqgd/0
19 root 20 0 0 0 0 s 0.0 0.0 0:00.00 rcu exp par gp kthread worker/1
20 root 20 0 0 0 0 s 0.0 0.0 0:00.01 rcu exp gp kthread worker
21 root rt 0 0 0 0 s 0.0 0.0 0:00.00 migration/0
22 root =51 0 0 0 0 s 0.0 0.0 0:00.00 idle inject/0
23 root 20 0 0 0 0 s 0.0 0.0 0:00.00 cpuhp/0
24 root 20 0 0 0 0 s 0.0 0.0 0:00.00 cpuhp/1
25 root =51 0 0 0 0 s 0.0 0.0 0:00.00 idle inject/1
26 root rt 0 0 0 0 S 0.0 0.0 0:00.20 migration/1
27 root 20 0 0 0 0 s 0.0 0.0 0:00.00 ksoftirqgd/1l
28 root 20 0 0 0 0TI 0.0 0.0 0:00.01 kworker/l:0-events
29 root 0 -20 0 0 01 0.0 0.0 0:00.00 kworker/l:0H-events highpri
30 root 20 0 0 0 0 s 0.0 0.0 0:00.00 cpuhp/2
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3.7.4 - Utilization Statistics Summary

# top
top - 14:38:27 up 2:19, 3 users, load average: 0.08, 0.09, 0.02
Tasks: 1854 total, 1 running, 1853 sleeping, 0 stopped, 0 zombie
%NodeO : 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu0 0.3 us, 0.7 sy, 0.0 ni, 99.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu2 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu3 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu4 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpub 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpub 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
$Cpu’ 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu8 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu9 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul0 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpull 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul2 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul3 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpuld 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpulb 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpulb 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul? 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul8 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul9 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu20 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu2l 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu22 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu23 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
$Cpu24 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu25 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
$Cpu26 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu27 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu28 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu29 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu30 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu3l 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
PID USER PR NI VIRT RES SHR S S%CPU %MEM TIME+ COMMAND

3.8 - TUNED

tuned is a daemon that uses udev to monitor connected devices and statically and dynamically tunes system settings
according to a selected profile. Tuned is distributed with a number of predefined profiles for common use cases such as
high throughput, low latency, or powersave. You can modify the defined rules for each profile and customize how to tune
a particular device. See Performance Tuning Guidelines for Low Latency Response on AMD EPYC 7002™ Series Processor
Based Servers for information on tuning Linux for low latency.
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3.9- TUNA

tuna simplifies adjusting tunable scheduler parameters such as thread priority and IRQ handlers and can also isolate CPU
cores and sockets. After installation, execute the tuna command without any arguments to start the Tuna graphical user
interface (GUI). You can also execute the tuna -h command to view available Command Line Interface (CLI) options. See
Red Hat Enterprise Linux 10 - Monitoring and Managing System Status and Performance* for complete tuned and tune
instructions.

3.10 - DMIDECODE -T 17 (RAM INFO: DDR5 SUPPORT)

dmidecode -t 17

# dmidecode 3.6

Getting SMBIOS data from sysfs.
SMBIOS 3.7.0 present.

Handle 0x003B, DMI type 17, 92 bytes
Memory Device
Array Handle: 0x0037
Error Information Handle: 0x003A
Total Width: Unknown
Data Width: Unknown
Size: No Module Installed
Form Factor: Unknown
Set: None
Locator: DIMM 0
Bank Locator: PO CHANNEL A
Type: Unknown
Type Detail: Unknown

Handle 0x003D, DMI type 17, 92 bytes
Memory Device
Array Handle: 0x0037
Error Information Handle: 0x003C
Total Width: Unknown
Data Width: Unknown
Size: No Module Installed
Form Factor: Unknown
Set: None
Locator: DIMM 1
Bank Locator: PO CHANNEL A
Type: Unknown
Type Detail: Unknown

Handle 0x003F, DMI type 17, 92 bytes
Memory Device

Array Handle: 0x0037

Error Information Handle: 0xO003E

Total Width: Unknown

Bank Locator: PO CHANNEL F

Type: Unknown

Type Detail: Unknown

Handle 0x004F, DMI type 17, 92 bytes
Memory Device
Array Handle: 0x0037
Error Information Handle: 0x004E
Total Width: Unknown
Data Width: Unknown
Size: No Module Installed
Form Factor: Unknown
Set: None
Locator: DIMM O
Bank Locator: PO CHANNEL H
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Type: Unknown
Type Detail: Unknown

Handle 0x0051, DMI type 17, 92 bytes
Memory Device
Array Handle: 0x0037
Error Information Handle: 0x0050
Total Width: 80 bits
Data Width: 64 bits
Size: 64 GB
Form Factor: DIMM
Set: None
Locator: DIMM 1
Bank Locator: PO CHANNEL H
Type: DDRS
Type Detail: Synchronous Registered (Buffered)
Speed: 6400 MT/s
Manufacturer: SK Hynix
Serial Number: 80AD01240297C7E3AC
Asset Tag: Not Specified
Part Number: HMCG94AHBRA277N
Rank: 2
Configured Memory Speed: 5200 MT/s
Minimum Voltage: 1.1 V
Maximum Voltage: 1.1 V
Configured Voltage: 1.1 V
Memory Technology: DRAM
Memory Operating Mode Capability: Volatile memory
Firmware Version: Unknown
Module Manufacturer ID: Bank 1, Hex O0xAD
Module Product ID: Unknown
Memory Subsystem Controller Manufacturer ID: Unknown
Memory Subsystem Controller Product ID: Unknown
Non-Volatile Size: None
Volatile Size: 64 GB
Cache Size: None
Logical Size: None
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CHAPTER 4: GENERAL TUNING RECOMMENDATIONS

4.1- LLC AS NUMA DOMAIN

Certain datacenter applications that use a remote job scheduler to manage workloads can benefit from pinning execution
to a single NUMA node and (preferably) to share a single Last-Level Cache (LLC or L3 cache) within that node. This can be
done if the system BIOS includes the L3AsNumaNode setting, which creates a NUMA node for each system CCX (L3 cache)
when enabled.

Enabling this setting can improve performance for highly NUMA-optimized workloads if either workloads or components of
workloads can:

« Be pinned to cores in a CCX.
 Benefit from sharing an L3 cache.

Please see Socket SP5/SP6 Platform NUMA Topology for AMD Family 19h Madels 10h-1Fh and Models AGh-AFh - Login
required; please review the latest version if multiple versions are present. This manual contains additional information
about NUMA architecture and settings for AMD EPYC 8005 Series Processors.

when LLCasNUMA is
‘ Enabled Disabled (Enabled or Disabled)

1P System AMD EPYC 8005

Series Processor with 6 CCDs

NPS1 # of CCDs 1 Across all the channels in a socket

All the channels are divided in two groups.
Across the channels in a group provided
these channels have DIMM populated in

them

NPS2 # of CCDs 2

Table 4-1: # of NUMA nodes and memory interleaving for a single AMD EPYC 8005 Series Processor

Please see Memory Population Guidelines for AMD EPYC 8005 Series Processors for additional information.

4.2 - AMD HSMP-INTERFACE

AMD EPYC Family 13h/1Ah and later processors support Host System Management Port (HSMP) system management
functionality. The HSMP is an interface that provides 0S-level software with access to system management functions via
a set of mailbox registers.

The amd hsmp driverinthedrivers/platforms/x86/ creates miscdevice /dev/hsmp folderallows user-space
programs to run hsmp mailbox commands.

$ 1s -al /dev/hsmp

crw-r—--r-— 1 root root 10, 123 Jan 21 21:41 /dev/hsmp
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On the development node:
» Use Write mode to run set/configure commands.
+ Use Read mode to run get/status monitor commands
Access restrictions:
 Only the root user is allowed to open the file in write mode.
* Allusers can open the file in read mode.
In-kernel integration:
 Other kernel subsystems can use the exported transport function hsmp_send message () .
» The driver handles locking across callers.
Forexample, to access the hsmp device from a C program:
1. Besure toinclude the headers, which define the supported messages and message IDs:
#include <linux/amd hsmp.h>

2. Openthe device file, as follows:

int file;
file = open("/dev/hsmp", O RDWR) ;
if (file < 0) {
/* ERROR HANDLING; you can check errno to see what went wrong */
exit (1) ;
}
3. The following IOCTL is defined:

"“ioctl(file, HSMP_IOCTL CMD, struct hsmp message *msg)
The argument is a pointer to a:

struct hsmp_message {
u32 msg_id;/* Message ID */
ule  num_args; /* Number of input argument words in message */
ule  response_sz; /* Number of expected output/response words */
u32  args[HSMP_MAX_MSG_LEN]; /* argument/response buffer */
ul6  sock_ind; /* socket number */

The IOCTL call returns 0 on success and a nonzero value on failure; you can check errno to determine the cause.

Please see Chapter 7 Host Systerm Management Port (HSMP) of the Processor Programming Reference (PPR) for AMD
Family 19h Models AGh-AFh, Revision AO Processors (NDA) (login required) for additional information.
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4.3 - AMD UPROF

AMD uProf is a performance analysis tool for applications running on Windows and Linux. Developers can use this tool to
better understand application runtime performance and identify ways to optimize performance. AMD uProf offers:

» Performance Analysis: The CPU profiling utility identifies application runtime performance bottlenecks.

» System Analysis: The Performance Counter Monitor utility monitors system performance metrics.

» Power Profiling: System-wide power profiling monitors system thermal and power characteristics.

» Energy Analysis: The Power Application Analysis utility identifies energy hotspots in Windows applications.

Please see https://developer.amd.com/amd-uprof/ and High Performance Toolchain: Compilers, Libraries & Profilers for
AMD EPYC 8005 Series Processors (available from AMD EPYC Tuning Guides) for more information about AMD uProf.

4.4 - PERF

perf is @ powerful tool that helps monitor various 0OS subsystems at the server, process, or process subset level to detect
and identify performance bottlenecks and possibly tune the 0S. Here are two examples of perffunctionality and usage:

» perf recordsamples the function calls executed by a process or processes and writes output to perf.data.

* perf report readsthe perf.data file and prints a human-readable report of top function calls grouped by
function calls and ordered by count.

For example:

* perf record -a -e cycles sleep 30 captures 30 seconds of data for the entire system.

perf record: Woken up 1 times to write data ]

# perf record -a -e cycles sleep 30
[
[ perf record: Captured and wrote 1.788 MB perf.data (11985 samples) ]

* perf record -e cycles <command> gathers profile information for a given workload.

# perf record -e cycles ls -R >/dev/null
[ perf record: Woken up 2 times to write data ]
[ perf record: Captured and wrote 0.026 MB perf.data (9 samples) ]

You can also use trace points or create probe points using either perf or trace-cmdto gather specific information on the
0S. Describing these analyses is beyond the scope of this tuning guide.

Here are a few invocation examples of perfcommands.
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4.4.1- perf list cpu

The perf list cpu command displays the symbolic events that you can select in the various perf commands using the -e
option.

# perf list cpu

List of pre-defined events (to be used in -e or -M):

cpu-cycles OR cycles [Hardware event]

cpu-clock [Software event]

cpu-migrations OR migrations [Software event]
cache:

Ll-dcache-loads OR cpu/Ll-dcache-loads/
Ll-dcache-load-misses OR cpu/Ll-dcache-load-misses/
Ll-dcache-prefetches OR cpu/Ll-dcache-prefetches/
Ll-icache-loads OR cpu/Ll-icache-loads/
Ll-icache-load-misses OR cpu/Ll-icache-load-misses/
dTLB-loads OR cpu/dTLB-loads/

dTLB-load-misses OR cpu/dTLB-load-misses/
iTLB-loads OR cpu/iTLB-loads/

iTLB-load-misses OR cpu/iTLB-load-misses/
branch-loads OR cpu/branch-loads/
branch-load-misses OR cpu/branch-load-misses/

branch-instructions OR cpu/branch-instructions/ [Kernel PMU event]
branch-misses OR cpu/branch-misses/ [Kernel PMU event]
cache-misses OR cpu/cache-misses/ [Kernel PMU event]
cache-references OR cpu/cache-references/ [Kernel PMU event]
cpu-cycles OR cpu/cpu-cycles/ [Kernel PMU event]
instructions OR cpu/instructions/ [Kernel PMU event]
ref-cycles OR cpu/ref-cycles/ [Kernel PMU event]

stalled-cycles-frontend OR cpu/stalled-cycles-frontend/[Kernel PMU event]

load store:
1s_inef sw _pref.all OR cpu/ls_inef sw _pref.all/
ls_ret cpuid
[Retired CPUID instructions. Unit: cpul]

tool:
num_cpus
[Number of logical Linux CPUs. There may be multiple such CPUs on a core. Unit: tool]
num_cpus_online
[Number of online logical Linux CPUs. There may be multiple such CPUs on a core. Unit: tool]

amd cpu:amd pstate epp perf [Tracepoint event]
amd cpu:amd pstate perf [Tracepoint event]
cgroup:cgroup rstat cpu lock contended [Tracepoint event]
cgroup:cgroup rstat cpu lock contended fastpath [Tracepoint event]
cgroup:cgroup rstat cpu locked [Tracepoint event]
cgroup:cgroup rstat cpu locked fastpath [Tracepoint event]
cgroup:cgroup rstat cpu unlock [Tracepoint event]
cgroup:cgroup rstat cpu unlock fastpath [Tracepoint event]
cpuhp:cpuhp enter [Tracepoint event]
cpuhp:cpuhp_exit [Tracepoint event]
cpuhp:cpuhp multi enter [Tracepoint event]
csd:csd_queue_ cpu [Tracepoint event]

dma:dma_sync_sg for cpu Tracepoint event

dma:dma sync single for cpu Tracepoint event

ipi:ipi send cpumask

[ ]
[ ]
ipi:ipi_send cpu [Tracepoint event]
[Tracepoint event]
[ ]

kmem:mm page pcpu_drain Tracepoint event
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kvm:kvm avic kick vcpu slowpath Tracepoint event

[ ]
kvm:kvm cpuid [Tracepoint event]
kvm:kvm_vcpu_ wakeup [Tracepoint event]
kvm:vcpu match_mmio [Tracepoint event]
percpu:percpu_alloc_percpu [Tracepoint event]
percpu:percpu_alloc percpu fail [Tracepoint event]
percpu:percpu create chunk [Tracepoint event]
percpu:percpu_destroy chunk [Tracepoint event]
percpu:percpu_ free percpu [Tracepoint event]
power:cpu_frequency [Tracepoint event]
power:cpu frequency limits [Tracepoint event]
power:cpu_idle [Tracepoint event]
power:cpu_idle miss [Tracepoint event]
syscalls:sys enter getcpu [Tracepoint event]
syscalls:sys exit getcpu [Tracepoint event]
timer migration:tmigr_connect cpu_parent [Tracepoint event]
timer migration:tmigr cpu active [Tracepoint event]
timer migration:tmigr_cpu_idle [Tracepoint event]
timer migration:tmigr cpu new_timer [Tracepoint event]
timer migration:tmigr cpu new timer idle [Tracepoint event]
timer migration:tmigr cpu offline [Tracepoint event]
timer migration:tmigr cpu online [Tracepoint event]
timer migration:tmigr group set cpu active [Tracepoint event]
timer migration:tmigr group set cpu inactive [Tracepoint event]
timer migration:tmigr_handle_ remote_ cpu [Tracepoint event]
xdp:xdp cpumap enqueue [Tracepoint event]
xdp:xdp_cpumap_ kthread [Tracepoint event]
xen:xen cpu_load_idt [Tracepoint event]
xen:xen cpu_set 1dt [Tracepoint event]
xen:xen_cpu_write gdt_entry [Tracepoint event]
xen:xen cpu write idt entry [Tracepoint event]
xen:xen cpu write 1ldt entry [Tracepoint event]

Metric Groups:

Pipelinel2:
backend bound by cpu
[Percentage of dispatch slots that remained unused because of stalls not related to the memory subsystem]

backend bound group:
backend bound by cpu
[Percentage of dispatch slots that remained unused because of stalls not related to the memory subsystem]
(END)
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4.4.2 - perf list cache

The perf list cache command displays the pre-defined events that you can select in the various perf commands using the
-e option.

# perf list cache

List of pre-defined events (to be used in -e or -M):

cache:
Ll-dcache-loads OR cpu/Ll-dcache-loads/
Ll-dcache-load-misses OR cpu/Ll-dcache-load-misses/
Ll-dcache-prefetches OR cpu/Ll-dcache-prefetches/
Ll-icache-loads OR cpu/Ll-icache-loads/
Ll-icache-load-misses OR cpu/Ll-icache-load-misses/
dTLB-loads OR cpu/dTLB-loads/
dTLB-load-misses OR cpu/dTLB-load-misses/
iTLB-loads OR cpu/iTLB-loads/
iTLB-load-misses OR cpu/iTLB-load-misses/
branch-loads OR cpu/branch-loads/
branch-load-misses OR cpu/branch-load-misses/

4.4.3 - perf stat

perf-stat executes a command and gathers performance counter statistics using the following syntax:

perf stat [-e <EVENT> | --event=EVENT] [-a] <command>
perf stat [-e <EVENT> | --event=EVENT] [-a] -- <command> [<options>]
perf stat [-e <EVENT> | --event=EVENT] [-a] record [-o file] -- <command> [<options>]

perf stat report [-i file]

Here some perf-statexamples:

# perf stat -e Ll-dcache-loads,Ll-dcache-load-misses,Ll-dcache-prefetches ls -R > /dev/null

Performance counter stats for 'ls -R':

871,362 Ll-dcache-loads
16,882 Ll-dcache-load-misses # 1.94% of all Ll-dcache accesses
5,687 Ll-dcache-prefetches

0.000897336 seconds time elapsed
0.000970000 seconds user
0.000000000 seconds sys

# perf stat -e dTLB-loads,dTLB-load-misses ls -R > /dev/null
Performance counter stats for 'ls -R':
3,120 dTLB-1loads
580 dTLB-load-misses # 18.59% of all dTLB cache accesses
0.000926370 seconds time elapsed
0.001007000 seconds user
0.000000000 seconds sys

# perf stat -e Ll-dcache-loads,Ll-dcache-load-misses,Ll-dcache-prefetches 1ls -R > /dev/null

Performance counter stats for 'ls -R':
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872,955 Ll-dcache-loads
17,022 Ll-dcache-load-misses # 1.95% of all Ll-dcache accesses
5,645 Ll-dcache-prefetches

0.000971540 seconds time elapsed
0.000000000 seconds user

0.001051000 seconds sys
# perf stat -e dTLB-loads,dTLB-load-misses ls -R > /dev/null

Performance counter stats for 'ls -R':
3,406 dTLB-loads
624 dTLB-load-misses # 18.32% of all dTLB cache accesses
0.001023969 seconds time elapsed
0.000000000 seconds user

0.001090000 seconds sys

# perf stat -e branch-loads,branch-load-misses ls -R > /dev/null
Performance counter stats for 'ls -R':
316,782 branch-loads
13,041 branch-load-misses
0.000930957 seconds time elapsed

0.001006000 seconds user
0.000000000 seconds sys

The core AMD PMU has a 4-bit-wide per-cycle increment for each performance monitor counter. This works for most
counters, but AMD EPYC Family 17h and above processors can have more than 15 events occur in a cycle. These events are
called “Large Increment per Cycle” events. One example is the number of SSE/AVX FLOPs retired (event code 0x003). To
count these events, two adjacent hardware PMCs have their count signals merged to form a total of 8 bits per cycle. The
PERF_CTR count registers also merge so as to count up to 64 bits.

Normally, events such as instructions retired get programmed on a single counter. For example:

PERF_CTLO (MSR 0xc0010200) 0x000000000053ff0c # event 0xOc, umask Oxff PERF CTRO (MSR 0xc0010201)
0x0000800000000001 # r/w 48-bit count

The next counter at MSRs 0xc0010202-3 either remains unused or can be used independently to count something else.
When counting Large Increment per Cycle events, such as FLOPs, we have to reserve the next counter and program the

PERF_CTL (config) register with the Merge event (OxFFF). For example:

PERF_CTLO (msr 0xc0010200) 0x000000000053ff03 # FLOPs event, umask Oxff
PERF_CTRO (msr 0xc0010201) 0x0000800000000001 # read 64-bit count, wr low 48b
PERF_CTLl1 (msr 0xc0010202) 0x0000000£004000ff # Merge event, enable bit
PERF_CTR1 (msr 0xc0010203) 0x0000000000000000 # write higher 16-bits of count
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The count widens from the normal 48 bits to 64 bits by having the second counter carry the higher 16 bits of the count in
the lower 16 bits of its counter register. This version does not support mixed 48-bit and 64-bit counts. Here is an example
for an AMD EPYC 8005 processor:

# perf stat -e cpu/instructions/,cpu/event=0x03,umask=0xff/ 1ls -R > /dev/null

Performance counter stats for 'ls -R':

1,608,160 cpu/instructions/
0 cpu/event=0x03, umask=0xff/
0.000955254 seconds time elapsed

0.001039000 seconds user
0.000000000 seconds sys

4.5 - ADDITIONAL PERF EXAMPLES (168-CORE CPU)

These examples use RHEL 10:

# perf record --raw-samples -c 1000001 -e ibs op//pp -a sleep 1
[ perf record: Woken up 1 times to write data ]

[ perf record: Captured and wrote 1.153 MB perf.data (53 samples) ]

# perf report --dump-raw-trace
# To display the perf.data header info, please use --header/--header-only options.
#

Oxcl8@perf.data [0x38]: event: 79

raw event: size 56 bytes
0000: 4f 00 00 00 00 00 38 00 1f 00 00O 00 00 00 00 00 O..... Boocooooooo
0010: 1d al 18 40 00 00 00 00 fd 68 06 32 ea ff ff ff ...Q..... 86200600
0020: 00 00 00 OO 00 OO0 00O 00 00 00 00 00 00 00 00 00 ....ivvuiunnunnn.
0030: 01 00 00 0O OO OO OO OO oL,
0 0 0xcl8 [0x38]: PERF_RECORD TIME CONV
Time Shift 31
Time Multiplier 1075355933
Time Zero 18446743980059551997
Time Cycles 0
Time Mask 0
Cap Time Zero 1
Cap Time Short 0
unhandled!

# perf record -vv --raw-samples -c 100001 -e ibs op/cnt ctl=1/pp -a -C 0 taskset -c 0 true
Using CPUID AuthenticAMD-26-11-0
Attempt to add: ibs_op/cnt_ctl=0x1/

..after resolving event: ibs_op/cnt ctl=0x1/

005 RED HAT ENTERPRISE LINUX® TUNING GUIDE READY TO CONNECT?: Visit https://docs.amd.com/



https://docs.amd.com/

AMD\
=PYC

DEBUGINFOD_ URLS=
nr_cblocks: 0
affinity: SYS
mmap flush: 1
comp level: O

perf event attr:

type 11 (ibs_op)
size 136
config 0x80000

{ sample period, sample freq } 100001

sample_ type IP|TID|TIME|CPU|RAW|IDENTIFIER
read format ID|LOST

disabled 1

precise ip 2

sample id all 1

sys perf event open: pid -1 cpu O group fd -1 flags 0x8 = 6
sys perf event open: pid -1 cpu 1 group fd -1 flags 0x8 = 7
sys perf event open: pid -1 cpu 41 group fd -1 flags 0x8 = 48
sys _perf event open: pid -1 cpu 42 group fd -1 flags 0x8 = 49
mmap size 528384B

perf event attr:

type 1 (PERF _TYPE SOFTWARE)
size 136

config 0x9 (PERF_COUNT_SW_DUMMY)
watermark 1

sample_id all 1

bpf event 1

{ wakeup events, wakeup watermark } 1
[ perf record: Woken up 1 times to write data ]
symbol:unmap start file: (null) line:0 offset:0 return:0 lazy: (null)
symbol:unmap complete file: (null) line:0 offset:0 return:0 lazy: (null)
symbol:map start file: (null) line:0 offset:0 return:0 lazy: (null)
failed to write feature HYBRID TOPOLOGY

[ perf record: Captured and wrote 1.146 MB perf.data (20 samples) ]
# perf record -a -e ibs_ fetch//
~"C[ perf record: Woken up 1 times to write data ]

[ perf record: Captured and wrote 2.005 MB perf.data (15898 samples) ]

# perf report -D --stdio --header
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captured on : Thu Nov 20 07:59:29 2025
header version : 1

data offset : 3096

data size : 2098944

feat offset : 2102040

hostname : localhost.localdomain

os release : 6.12.0-124.8.1.e110_1.x86_64
perf version : 6.12.0-124.11.1.e110 1.x86 64
arch : x86 64

HH FH FH H H H FH FH H H

nrcpus online : 168
the 'perf list' man page for further detai>

# missing features: TRACING DATA BRANCH STACK GROUP_DESC AUXTRACE STAT CLOCKID DIR FORMAT COMPRESSED CLOCK_DATA
HYBRID >

Oxcl8@perf.data [0x38]: event: 79

raw event: size 56 bytes
0000: 4f 00 00 00 00 OO0 38 00 1f 00 00O 00 00 00 00 00 O..... Boocoocoocooo
0010: 1d al 18 40 00 00 00 00 fd 68 06 32 ea ff ff ff ...Q..... h.2....
0020: 00 00 00 OO0 00 OO 00 00 00 00 00 00 00 00 00 00 ...ievurvuniunwnennnn
0030: 01 00 00 0O 0O 0O 0O OO  Liil...
0 0 0xcl8 [0x38]: PERF_RECORD TIME CONV
Time Shift 31
Time Multiplier 1075355933
Time Zero 18446743980059551997
Time Cycles 0
Time Mask 0
Cap Time Zero 1
Cap Time Short O
unhandled!

0xc50@perf.data [0x2al0]: event: 69
raw event: size 10768 bytes
0000: 45 00 00 00 00 00 10 2a 50 01 00 00 00 00 00 00 E...... *PL .
0010: 11 Oe 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +..iuiurvunvenwnennnn
0020: 00 00 00 00 00 00 00 00 ff ff ff ff ff £f ff ££f ....... .. .. .....
0030: 12 Oe 00 00 00 00 00 00 01 00 00 00 00 00 00 00 ...vievuvunennnnn
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4.6 - 1BS EXTENSIONS SUPPORT

IBS support has been enhanced with two new features:

» DataSrc extension: The DataSrc extension provides additional data source details for tagged load/store operations.
Add support for these new bits in perf report/script raw-dump.

L3 Miss filtering capability: IBS L3 miss filtering works by tagging an instruction on IBS counter overflow and
generating an NMI if the tagged instruction causes an L3 miss. Samples without an L3 miss are discarded and the
counter is reset with random value (between 1-15 for fetch pmu and 1-127 for op pmu). This helps reduce sampling
overhead when the user is only interested in such samples.

Both are indicated by CPUID_Fn8000001B_EAX bit 11.

One filtered sample use case is feeding data to the page-migration daemon in tiered memory systems. The new pmu
attribute I3missonlyadds support for L3 miss filtering. For example:

# perf record -a -e ibs op/l3missonly=1/ --raw-samples sleep 5
# perf record -e ibs op/cnt ctl=1l/ -c 100000 -a --raw-samples -- sleep 10

4.6.1- Total Load Ops samples

# perf report -D | grep -P "LdOp 1.*StOp 0" | wc -1
602

4.6.2 - Load Ops with DcMiss

# perf report -D | grep -P "LdOp 1.*StOp 0.*DcMiss 1" | wc -1 49

4.6.3 - Load Ops with L2Miss

# perf report -D | grep -P "LdOp 1.*StOp 0.*DcMiss 1.*L2Miss 1"

ibs op data3: 000001560d160081 LdOp 1 StOp O DcL1T1lbMiss O DcL2T1bMiss O DcL1TlbHit2M 0
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp O
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 3 DcMissLat 342 TlbRefilllat 0

ibs op data3: 005400310516009d LdOp 1 StOp O DcL1TlbMiss 1 DcL2T1bMiss 1 DcL1TlbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp O
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 1 DcMissLat 49 TlbRefillLat 84

ibs op data3: 014e00380116008d LdOp 1 StOp 0 DcL1TlbMiss 1 DcL2T1bMiss 1 DcL1TlbHit2M O
DcL1T1bHitlG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs O DcMissLat 56 TlbRefilllat 334

ibs op data3: 0000014e08560091 LdOp 1 StOp 0 DcL1TlbMiss 0O DcL2T1bMiss O DcL1T1lbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 1
bytes OpDcMissOpenMemReqgs 2 DcMissLat 334 TlbRefilllat 0

ibs op data3: 0057003221170085 LdOp 1 StOp O DcLl1lTlbMiss 1 DcL2T1bMiss O DcLI1Tl1bHit2M O
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 1 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf O OpMemWidth 8
bytes OpDcMissOpenMemReqgs 8 DcMissLat 50 TlbRefilllat 87

ibs op data3: 0000002a1d160081 LdOp 1 StOp O DcLl1lTlbMiss 0 DcL2T1bMiss O DcLI1Tl1bHit2M O
DcL1T1lbHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 7 DcMissLat 42 TlbRefilllat 0

ibs op data3: 000000£809160091 LdOp 1 StOp O DcLlTlbMiss O DcL2T1bMiss O DcLl1TlbHit2M 1
DcL1T1lbHit1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8

AMD EPYC™ 8005 RED HAT ENTERPRISE LINUX® TUNING GUIDE READY TO CONNECT?: Visit https://docs.amd.com/


https://docs.amd.com/

AMD\
=PYC

bytes OpDcMissOpenMemReqgs 2 DcMissLat 248 TlbRefilllat 0

ibs op data3: 0032002a0456009d LdOp 1 StOp 0 DcL1TlbMiss 1 DcL2T1bMiss 1 DcL1TlbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 1
bytes OpDcMissOpenMemReqgs 1 DcMissLat 42 TlbRefilllat 50

ibs op data3: 0000003715160091 LdOp 1 StOp O DcLl1lTlbMiss 0 DcL2T1bMiss O DcLI1TlbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 5 DcMissLat 55 TlbRefilllat 0

ibs op data3: 000000290d160091 LdOp 1 StOp O DcLl1lTlbMiss 0 DcL2T1bMiss O DcLI1TlbHit2M 1
DcL1T1lbHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc O DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf O OpMemWidth 8
bytes OpDcMissOpenMemReqgs 3 DcMissLat 41 TlbRefilllat 0

ibs op data3: 0000002015160091 LdOp 1 StOp O DcLlTlbMiss O DcL2T1bMiss O DcLl1TlbHit2M 1
DcL1T1lbHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 5 DcMissLat 32 TlbRefilllat 0

ibs op data3: 000001a80d160091 LdOp 1 StOp O DcLlTlbMiss O DcL2T1bMiss O DcL1TlbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 3 DcMissLat 424 TlbRefilllat 0

ibs op data3: 0000003000d60091 LdOp 1 StOp O DcL1TlbMiss O DcL2T1bMiss O DcL1TlbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 4
bytes OpDcMissOpenMemReqgs 0 DcMissLat 48 TlbRefillLat 0

ibs op data3: 005900300d16008d LdOp 1 StOp 0 DcL1TlbMiss 1 DcL2T1bMiss 1 DcL1T1lbHit2M 0
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp O
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 3 DcMissLat 48 TlbRefilllat 89

ibs op data3: 0000016£f01170091 LdOp 1 StOp 0 DcL1TlbMiss 0O DcL2T1bMiss O DcL1TlbHit2M 1
DcL1T1bHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 1 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs O DcMissLat 367 TlbRefilllat 0

ibs op data3: 0000005504d60091 LdOp 1 StOp O DcLl1lTlbMiss 0 DcL2T1bMiss O DcLI1TlbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 4
bytes OpDcMissOpenMemReqgs 1 DcMissLat 85 TlbRefillLat 0

ibs op data3: 002300290117009d LdOp 1 StOp O DcLl1lTlbMiss 1 DcL2Tl1bMiss 1 DcL1TlbHit2M 1
DcL1T1lbHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 1 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf O OpMemWidth 8
bytes OpDcMissOpenMemReqgs 0 DcMissLat 41 TlbRefilllat 35

ibs op data3: 0000003409560091 LdOp 1 StOp O DcLlTlbMiss O DcL2T1bMiss O DcL1TlbHit2M 1
DcL1T1lbHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 16
bytes OpDcMissOpenMemReqgs 2 DcMissLat 52 TlbRefilllat 0

ibs op data3: 009100310d16008d LdOp 1 StOp O DcLlTlbMiss 1 DcL2T1bMiss 1 DcL1TlbHit2M O
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp O
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 3 DcMissLat 49 TlbRefillLat 145

ibs op data3: 0000003518d60091 LdOp 1 StOp O DcLl1TlbMiss O DcL2T1bMiss O DcL1TlbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 4
bytes OpDcMissOpenMemReqgs 6 DcMissLat 53 TlbRefilllLat 0

ibs op data3: 008d004008d6008d LdOp 1 StOp O DcLl1TlbMiss 1 DcL2T1bMiss 1 DcL1T1bHit2M O
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 4
bytes OpDcMissOpenMemReqgs 2 DcMissLat 64 TlbRefilllat 141

ibs op data3: 005d019204d6008d LdOp 1 StOp 0 DcL1TlbMiss 1 DcL2T1bMiss 1 DcL1T1lbHit2M 0
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 4
bytes OpDcMissOpenMemReqgs 1 DcMissLat 402 TlbRefilllat 93

ibs op data3: 0000002b04d60091 LdOp 1 StOp O DcLl1lTlbMiss 0 DcL2T1bMiss O DcLI1TlbHit2M 1
DcL1T1bHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 4
bytes OpDcMissOpenMemReqgs 1 DcMissLat 43 TlbRefilllat 0

ibs op data3: 0000002709170091 LdOp 1 StOp O DcLl1lTlbMiss 0 DcL2T1bMiss O DcL1TlbHit2M 1
DcL1T1lbHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 1 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf O OpMemWidth 8
bytes OpDcMissOpenMemReqgs 2 DcMissLat 39 TlbRefilllat 0

ibs op data3: 0071002£0056008d LdOp 1 StOp O DcLlTlbMiss 1 DcL2T1bMiss 1 DcL1TlbHit2M O
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DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp O
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 1
bytes OpDcMissOpenMemReqgs O DcMissLat 47 TlbRefilllat 113

ibs op data3: 0000025901160091 LdOp 1 StOp O DcL1TlbMiss O DcL2T1bMiss O DcL1TlbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs O DcMissLat 601 TlbRefilllat 0

ibs op data3: 0000004b21160081 LdOp 1 StOp 0 DcL1TlbMiss 0 DcL2T1bMiss O DcL1T1lbHit2M 0
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 8 DcMissLat 75 TlbRefilllat 0

ibs op data3: 0000002a0d160091 LdOp 1 StOp 0 DcL1TlbMiss 0O DcL2T1bMiss O DcL1TlbHit2M 1
DcL1T1bHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 3 DcMissLat 42 TlbRefilllat 0

ibs op data3: 00a8002a05160085 LdOp 1 StOp O DcLlTlbMiss 1 DcL2T1bMiss O DcL1TlbHit2M O
DcL1T1bHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 1 DcMissLat 42 TlbRefilllat 168

ibs op data3: 0000002909170081 LdOp 1 StOp O DcLl1lTlbMiss 0 DcL2T1bMiss O DcLI1Tl1bHit2M O
DcL1T1lbHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 1 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 2 DcMissLat 41 TlbRefilllat 0

ibs op data3: 0000006700d70081 LdOp 1 StOp O DcLlTlbMiss O DcL2T1bMiss O DcL1TlbHit2M 0
DcL1T1lbHitl1G O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 1 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 4
bytes OpDcMissOpenMemReqgs 0 DcMissLat 103 TlbRefilllat 0

ibs op data3: 0007003601160095 LdOp 1 StOp O DcLlTlbMiss 1 DcL2T1bMiss O DcL1TlbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 0 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs O DcMissLat 54 TlbRefilllat 7

ibs op data3: 0066002e04d7008d LdOp 1 StOp O DcL1TlbMiss 1 DcL2T1bMiss 1 DcL1Tl1bHit2M O
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 1 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 4
bytes OpDcMissOpenMemReqgs 1 DcMissLat 46 TlbRefillLat 102

ibs op data3: 0085002a0517008d LdOp 1 StOp O DcL1TlbMiss 1 DcL2T1bMiss 1 DcL1TlbHit2M O
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp 0
DcMissNoMabAlloc 1 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 1 DcMissLat 42 TlbRefilllat 133

ibs op data3: 002e002a0517009d LdOp 1 StOp 0 DcL1TlbMiss 1 DcL2T1bMiss 1 DcL1TlbHit2M 1
DcL1T1bHit1lG O DcL2T1bHit2M 0 DcMiss 1 DcMisAcc 0 DcWcMemAcc 0 DcUcMemAcc 0 DcLockedOp O
DcMissNoMabAlloc 1 DcLinAddrValid 1 DcPhyAddrValid 1 DcL2T1bHitlG 0 L2Miss 1 SwPf 0 OpMemWidth 8
bytes OpDcMissOpenMemReqgs 1 DcMissLat 42 TlbRefilllat 46

4.6.4 - Load Ops with L3Miss

# perf report -D | grep -Bl -P "LdOp 1.*StOp 0.*DcMiss 1.*L2Miss 1"
| grep -P "DataSrc ([02-9]|1[0-2])="

ibs op dataz: 0000000000000002 CacheHitSt 0=M-state RmtNode 0 DataSrc 2=Another CCX cache in the
same NUMA node
ibs op dataz: 0000000000000002 CacheHitSt 0=M-state RmtNode 0 DataSrc 2=Another CCX cache in the
same NUMA node
ibs op data2: 0000000000000022 CacheHitSt 1=0-State RmtNode 0 DataSrc 2=Another CCX cache in the
same NUMA node
ibs op dataZz: 0000000000000022 CacheHitSt 1=0-State RmtNode 0 DataSrc 2=Another CCX cache in the
same NUMA node
ibs op data2: 0000000000000002 CacheHitst 0=M-state RmtNode 0 DataSrc 2=Another CCX cache in the
same NUMA node
ibs op dataZz: 0000000000000002 CacheHitSt 0=M-state RmtNode 0 DataSrc 2=Another CCX cache in the
same NUMA node
ibs op data2: 0000000000000022 CacheHitst 1=0O-State RmtNode 0 DataSrc 2=Another CCX cache in the

same NUMA node
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CHAPTER 5: VIRTUALIZATION

RHEL 10 includes virtualization functionality that allows a machine running RHEL to host multiple virtual machines (VMs),
also referred to as guests. VMs use the host's physical hardware and computing resources to run a separate, virtualized
operating system (guest 0S) as a user-space process on the host OS.

5.1- AMD EPYC VIRTUALIZATION SUPPORT

By default, the virtualization packages are not installed, as shown below. Be sure to install the virtualization packages.

# dnf install libvirt

Installed:
gnutls-dane-3.8.10-2.e110.x86 64
gssproxy-0.9.2-10.e110.x86_64
libnbd-1.24.0-1.e110.x86_64
librados2-2:18.2.1-4.e110.x86_64
librdmacm-57.0-2.e110.x86_ 64
libverto-libev-0.3.2-10.e110.x86 64
libvirt-client-11.10.0-2.e110.x86_ 64
libvirt-daemon-11.10.0-2.e110.x86 64

2.e110.x86_64

libvirt-daemon-config-network-11.d10.0-2.e110.x86 64

2.e110.x86_64

libvirt-daemon-driver-interface-11.10.0-2.e110.x86 64

2.e110.x86_64

libvirt-daemon-driver-nodedev-11.10.0-2.e110.x86 64

2.e110.x86_64

libvirt-daemon-driver-gemu-11.10.0-2.e110.x86 64

2.e110.x86_64

libvirt-daemon-driver-storage-11.10.0-2.e110.x86 64

11.10.0-2.e110.x86_64

libvirt-daemon-driver-storage-disk-11.10.0-2.e110.x86 64

11.10.0-2.e110.x86_ 64

libvirt-daemon-driver-storage-logical-11.10.0-2.e110.x86 64

11.10.0-2.e110.x86_64

libvirt-daemon-driver-storage-rbd-11.10.0-2.e110.x86 64

11.10.0-2.e110.x86_64
libvirt-daemon-lock-11.10.0-2.e110.x86 64

libvirt-daemon-plugin-lockd-11.10.0-2.e110.x86_ 64

libvirt-1ibs-11.10.0-2.e110.x86 64
mdevctl-1.3.0-6.110.x86 64
nbdkit-basic-filters-1.46.1-1.e110.x86 64
nbdkit-curl-plugin-1.46.1-1.e110.x86 64
nbdkit-server-1.46.1-1.e110.x86_ 64
nfs-utils-1:2.8.3-3.e110.x86 64
python3-cffi-1.16.0-7.e110.x86 64
python3-1libvirt-11.10.0-1.e110.x86 64
python3-pycparser-2.20-16.el110.noarch
rpcbind-1.2.7-3.€110.x86 64
sssd-nfs-idmap-2.11.1-3.e110.x86 64
swtpm-1ibs-0.9.0-5.e110.x86_ 64
swtpm-tools-0.9.0-5.e110.x86_64
unbound-anchor-1.20.0-15.e110_1.x86_64
zstd-1.5.5-9.e110.x86 64

Complete!
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gnutls-utils-3.8.10-2.e110.x86_64
libev-4.33-15.e110.x86_64
libnfsidmap-1:2.8.3-3.e110.x86 64
librbdl-2:18.2.1-4.110.x86 64
libtpms-0.9.6-11.e110.x86_64
libvirt-11.10.0-2.e110.x86_ 64
libvirt-client-gemu-11.10.0-2.e110.x86_ 64
libvirt-daemon-common-11.10.0-

libvirt-daemon-config-nwfilter-11.10.0-
libvirt-daemon-driver-network-11.10.0-
libvirt-daemon-driver-nwfilter-11.10.0-
libvirt-daemon-driver-secret-11.10.0-
libvirt-daemon-driver-storage-core-
libvirt-daemon-driver-storage-iscsi-
libvirt-daemon-driver-storage-mpath-
libvirt-daemon-driver-storage-scsi-

libvirt-daemon-10g-11.10.0-2.e110.x86 64
libvirt-daemon-proxy-11.10.0-2.e110.x86 64
lzop-1.04-16.e110.x86 64
nbdkit-1.46.1-1.e110.x86 64
nbdkit-basic-plugins-1.46.1-1.e110.x86 64
nbdkit-selinux-1.46.1-1.ell10.noarch
nbdkit-ssh-plugin-1.46.1-1.e110.x86 64
numad-0.5-50.20251104git.el110.x86 64
python3-cryptography-43.0.0-4.e110.x86 64
python3-ply-3.11-25.e110.noarch
gemu-img-18:10.1.0-9.e110.x86_64
scrub-2.6.1-11.e110.x86_64
swtpm-0.9.0-5.110.x86_64
swtpm-selinux-0.9.0-5.el110.noarch
systemd-container-257-21.e110.x86_ 64
unbound-1ibs-1.20.0-15.e110_1.x86_64
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Validate that the virtualization host and packages are installed by executing the command virt-host-validate, and then
verifying that all of the validations show PASS. If not, then adjust the required parameters as recommended in the virt-
host-validateoutput.

# virt-host-validate

QEMU: Checking for hardware virtualization : PASS (SVM)
QEMU: Checking if device '/dev/kvm' exists : PASS

QEMU: Checking if device '/dev/kvm' is accessible : PASS

QEMU: Checking if device '/dev/vhost-net' exists : PASS

QEMU: Checking if device '/dev/net/tun' exists : PASS

QEMU: Checking for cgroup 'cpu' controller support : PASS

QEMU: Checking for cgroup 'cpuacct' controller support : PASS

QEMU: Checking for cgroup 'cpuset' controller support : PASS

QEMU: Checking for cgroup 'memory' controller support : PASS

QEMU: Checking for cgroup 'devices' controller support : PASS

QEMU: Checking for cgroup 'blkio' controller support : PASS

QEMU: Checking for device assignment IOMMU support : PASS (IVRS)
QEMU: Checking if IOMMU is enabled by kernel : PASS

QEMU: Checking for secure guest support : PASS (SEV-SNP)

The gemu-kvmcommand allows you to view and validate AMD EPYC processor support.

# /usr/libexec/gemu-kvm -cpu help |grep -i amd

EPYC-Genoa-vl AMD EPYC-Genoa Processor

EPYC-Genoa-v2 AMD EPYC-Genoa-v2 Processor
EPYC-Milan-vl AMD EPYC-Milan Processor

EPYC-Milan-v2 AMD EPYC-Milan-v2 Processor
EPYC-Milan-v3 AMD EPYC-Milan-v3 Processor
EPYC-Rome-v1l AMD EPYC-Rome Processor

EPYC-Rome-v2 AMD EPYC-Rome Processor

EPYC-Rome-v3 AMD EPYC-Rome-v3 Processor
EPYC-Rome-v4 AMD EPYC-Rome-v4 Processor (no XSAVES)
EPYC-Rome-v5 AMD EPYC-Rome-v5 Processor
EPYC-Turin-vl AMD EPYC-Turin Processor

EPYC-v1 AMD EPYC Processor

EPYC-v2 AMD EPYC Processor (with IBPB)

EPYC-v3 AMD EPYC Processor

EPYC-v4 AMD EPYC-v4 Processor

EPYC-v5 AMD EPYC-v5 Processor

Opteron_ G4-vl AMD Opteron 62xx class CPU (deprecated)
Opteron G5-vl AMD Opteron 63xx class CPU (deprecated)

3dnow 3dnowext 3dnowprefetch abm ace2 ace2-en acpi adx aes amd-no-ssb
amd-psfd amd-ssbd amd-stibp amx-bfl6 amx-complex amx-fpl6 amx-int8

Note: This command does not yet support AMD EPYC 8005 Series Processors as of the time this Tuning Guide was
published.

The following command validates AMD EPYC support:

# /usr/libexec/gemu-kvm -cpu help | grep -i epyc

x86 EPYC (alias configured by machine type)
x86 EPYC-IBPB (alias of EPYC-v2)

x86 EPYC-Milan (alias configured by machine type)
x86 EPYC-Milan-v1l AMD EPYC-Milan Processor

x86 EPYC-Rome (alias configured by machine type)
x86 EPYC-Rome-v1 AMD EPYC-Rome Processor

x86 EPYC-Rome-v2 AMD EPYC-Rome Processor

x86 EPYC-vl AMD EPYC Processor

x86 EPYC-v2 AMD EPYC Processor (with IBPB)

x86 EPYC-v3 AMD EPYC Processor

Note: This command does not yet support AMD EPYC 8005 Series Processors as of the time this Tuning Guide was
published.
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5.2 - RESOURCE ALLOCATION AND HOST/VM TUNING

Please see the Red Hat Enterprise Linux documentation at Red Hat Enterprise Linux 10 - Configuring and Managing
Virtualization* (PDF) for instructions on setting up a virtualization host, creating and administering VMs, and
understanding the virtualization features in Red Hat Enterprise Linux.

5.3 - TUNING THE VIRTUALIZATION HOST

Please see the following resources for suggested |/0 schedulers to improve disk performance when using Red Hat
Enterprise Linux with virtualization:

» Whatis the suggested |/0 scheduler to improve disk performance when using Red Hat Enterprise Linux with

virtualization?*

e Red Hat Enterprise Linux 10 - Configuring and managing virtualization®

» Red Hat Enterprise Linux 10 - Managing storage devices®

5.4 - EVALUATING WORKLOADS AND VM WORKLOADS

NUMA-aware or highly parallelizable workloads can take maximum advantage of AMD EPYC 8005 Series Processor
architecture for performance tuning and gains. Memory-bound, NUMA friendly workloads can be parallelized to have each
thread run independently. I/0-bound workloads can support multiple devices such that each device can remain connected
to the original task owner. For example:

* The original STREAM benchmark can be parallelized with OpenMP and extended to measure NUMA- aware workload
performance.

« The OpenMP and MPI Versions of the NASA Parallel Benchmarks (NPB) can be another good example test workload.
Both examples make test VM workloads very effective.

Please see the B/0S & Workload Tuning Guide for AMD EPYC™ 8005 Series Processors (available from AMD EPYC Tuning
Guides) for additional information.

5.5 - SECURE ENCRYPTED VIRTUALIZATION (SEV)

AMD Secure Encrypted Virtualization (SEV) protects the data in DRAM while in use by a running VM instance. SEV encrypts
the memory of each instance with a unigue key. There are several BIOS/UEF| options that need to be set up in a particular
way for SEV-SNP to work. Executing the following command tells you whether the deployment is SEV-capable:
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# lscpu |grep -i sev

Flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36
clflush mmx fxsr sse sse2 ht syscall nx mmxext fxsr opt pdpelgb rdtscp lm constant tsc rep good amd lbr v2 nopl
xtopology nonstop tsc cpuid extd apicid aperfmperf rapl pni pclmulgdg monitor ssse3 fma cx16 pcid sse4 1 ssed 2
x2apic movbe popcnt aes xsave avx fl6c rdrand lahf Im cmp legacy svm extapic cr8 legacy abm ssed4a misalignsse
3dnowprefetch osvw ibs skinit wdt tce topoext perfctr core perfctr nb bpext perfctr llc mwaitx cpb cat 13 cdp 13
hw_pstate ssbd mba perfmon v2 ibrs ibpb stibp vmmcall fsgsbase tsc_adjust bmil avx2 smep bmi2 erms invpcid cgm
rdt a avx512f avx512dg rdseed adx smap avx512ifma clflushopt clwb avx512cd sha ni avx512bw avx512vl xsaveopt
xsavec xgetbvl xsaves cgm llc cgm occup llc cgm mbm total cgm mbm local user shstk avx vnni avx512 bflé clzero
irperf xsaveerptr rdpru wbnoinvd amd ppin cppc arat npt lbrv svm lock nrip save tsc scale vmcb clean flushbyasid
decodeassists pausefilter pfthreshold avic v _vmsave vmload vgif x2avic v _spec ctrl vnmi avx512vbmi umip pku ospke
avx512 vbmi2 gfni vaes vpclmulgdg avx512 vnni avx512 bitalg avx512 vpopcntdq 1a57 rdpid bus_lock detect movdiri
movdir64b overflow recov succor smca fsrm avx512 vp2intersect flush 11d sev sev es sev snp debug swap
amd_lbr pmc freeze

# dmesg |grep -i sev

[ 0.000000] SEV-SNP: RMP table physical range [0x0000000082800000 - 0x0000000092dfffff]
[ 1.905424] ccp 0000:89:00.5: sev enabled

[ 9.840281] ccp 0000:89:00.5: SEV-SNP API:1.58 build:4

[ 9.974148] ccp 0000:89:00.5: SEV API:1.58 build:4

[ 9.979237] kvm_amd: SEV enabled (ASIDs 100 - 1006)

[ 9.979241] kvm_amd: SEV-ES enabled (ASIDs 1 - 99)

[ 9.979242] kvm amd: SEV-SNP enabled (ASIDs 1 - 99)

If enabled on a virtual machine (VM), then SEV encrypts VM memory, so even when a host reads it, it reads encrypted
content rather than plain-text context. The key is only known to the CPU, and only within the guest context are pages in
memory decrypted, which prevents the host from interpreting data on the VM. This increases VM security if the host is
successfully breached. The host hardware version determines how many VMs can use this feature simultaneously on a
single host.

Enabling SEV requires all DMA operations inside the guest to use shared memory. SEV makes this transparent to the
guest by using the SWIOTLB Linux kernel pool, which has a default size of 64MB. A guest panic will occur if the Linux
kernel exhausts the SWIOTLB pool. The number of devices used by the guests and the utilization of these devices directly
impacts the amount of SWIOTLB required. AMD recommends increasing the SWIOTLB pool that the Linux kernel allocates
for SEV guests, with 512MB as the recommended starting size. Normal PCl devices have to use SWIOTLB and then there
are these new secure devices which do not require SWIOTLB, but the support is in the works, and no such device is available
for purchase. Here is an official document describing all SEV features for Sorano.

5.5.1- SEV Prerequisites
To ensure SEV support,

* The deployment must include a compute node that runs on SEV-capable AMD hardware, such as an AMD EPYC CPU.
» The deployment must include libvirt 4.5 or later, which includes SEV support.
» The operating system running in an encrypted instance must support SEV.

For example:

# dmesg |grep -i sev

[ 0.000000] SEV-SNP: RMP table physical range [0x0000000082800000 - 0x0000000092dfffff]
[

[

[

]
1.920281] ccp 0000:89:00.5: sev enabled
9.775533] ccp 0000:89:00.5: SEV-SNP API:1.58 build:4
9.906815] ccp 0000:89:00.5: SEV API:1.58 build:4

Please see the AMD Secure Encrypted Virtualization (SEV) documentation for more information.
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5.6 - GUEST SUPPORT FOR SEV-SNP

This feature extends AMD Secure Encrypted Virtualization (SEV) with SEV-SNP (Secure Nested Paging). Secure Nested
Paging (SEV-SNP) is the latest generation of AMD Secure Encrypted Virtualization (SEV) technology designed for
Confidential Computing. SEV-SNP builds existing AMD SEV and AMD SEV-ES (Encrypted State) features to provide
stronger security, additional use models, and more to protected VMs in public clouds and other scenarios where one cannot
trust the hypervisor/hosting environment. RHEL now includes guest and host support for SEV-SNP.

e SEV and SEV-ES are supported in 1st and 2nd Generation AMD EPYC Processors (2017)
e SEV-SNP support started in 3rd Generation AMD EPYC Processors (2021).

Please see AMD SEV-SNP: Strengthening VM Isolation with Inteerity Protection and More for additional information.

AMD EPYC™ 8005 RED HAT ENTERPRISE LINUX® TUNING GUIDE READY TO CONNECT?: Visit https://docs.amd.com/



https://docs.amd.com/
https://www.amd.com/system/files/TechDocs/SEV-SNP-strengthening-vm-isolation-with-integrity-protection-and-more.pdf

AMD\
=PYC

CHAPTER 6: TROUBLESHOOTING AND DEBUGGING NOTES

This section describes the following troubleshooting and debugging tools and procedures:

« "“Error Detection and Correction (EDAC)”
» “Error Injection”

6.1- ERROR DETECTION AND CORRECTION (EDAC)

Red Hat Enterprise Linux for AMD EPYC CPUs includes two AMD-compatible Error Detection and Correction (EDAC) modules
for diagnosing memory errors:

Linux has two EDAC modules:

* amd64 edac mod provides information and DRAM ECC-specific decoding. It loads automatically on supported
systems if not blacklisted/disabled.

* edac mce amd provides more detailed MCA error decoding and is loaded by amd64_edac_mod.

# lsmod | grep -i edac
amd64 edac 81920 O
edac_mce amd 45056 1 amd64 edac

System administrators monitoring ECC should monitor system health by continually recording both the number and rate of
change of correctable and uncorrectable errors. The EDAC driver provides details about the number of memory controllers,
memory controller characteristics, and physical DIMM characteristics (number of chip-select rows [esrows], and the channel
tables).

The /sys filesystem for each csrow contains a number of entries with detailed information about the specific DIMM.

# 1ls -al /sys/devices/system/edac/mc/mc0/
total O

drwxr-xr-x. 7 root root 0 Nov 20 08:41 .

drwxr-xr-x. 4 root root 0 Nov 20 08:16 ..

-r--r--r-—. 1 root root 4096 Nov 20 08:41 ce count
-r--r--r--. 1 root root 4096 Nov 20 08:41 ce noinfo count
drwxr-xr-x. 3 root root 0 Nov 20 08:41 csrow?2
drwxr-xr-x. 3 root root 0 Nov 20 08:41 csrow3
-r--r--r-—. 1 root root 4096 Nov 20 08:41 max location
-r--r--r--. 1 root root 4096 Nov 20 08:41 mc_name
drwxr-xr-x. 2 root root 0 Nov 20 08:41 power
drwxr-xr-x. 3 root root 0 Nov 20 08:41 rank31l
drwxr-xr-x. 3 root root 0 Nov 20 08:41 rank43
SIS . 1 root root 4096 Nov 20 08:41 reset counters
-r--r--r-—-. 1 root root 4096 Nov 20 08:41 seconds_since reset
-r--r--r--. 1 root root 4096 Nov 20 08:41 size mb
-r--r--r-—. 1 root root 4096 Nov 20 08:41 ue count
-r--r--r--. 1 root root 4096 Nov 20 08:41 ue noinfo count
-rw-r--r--. 1 root root 4096 Nov 20 08:41 uevent

AMD EPYC™ 8005 RED HAT ENTERPRISE LINUX® TUNING GUIDE READY TO CONNECT?: Visit https://docs.amd.com/



https://docs.amd.com/

AMD\
=PYC

6.1.1- Get the Memory Controller MCx Device Information
EDAC driver messages help identify the DIMMs.

# dmesg | grep -i edac

0.383527] EDAC MC: Ver: 3.0.0

.619241] EDAC MCO: Giving out device to module amd64 edac controller F1lAh: DEV 0000:00:18.3 (INTERRUPT)
.619247] EDAC amd64: F1Ah detected (node 0).

.619248] EDAC MC: UMCO chip selects:

.619249] EDAC amd64: MC: O: OMB 1: OMB
.619250] EDAC amd64: MC: 2: OMB 3: OMB
.619250] EDAC MC: UMC1l chip selects:
.619251] EDAC amd64: MC: O: OMB 1: OMB
.619251] EDAC amd64d: MC: 2: OMB 3: OMB
.619252] EDAC MC: UMC2 chip selects:
.619252] EDAC amd64: MC: O: OMB 1: OMB
.619253] EDAC amd64d: MC: 2: OMB 3: OMB
.619253] EDAC MC: UMC3 chip selects:
.619253] EDAC amd64: MC: O: OMB 1: OMB
.619254] EDAC amd64: MC: 2: OMB 3: OMB
.619254] EDAC MC: UMC4 chip selects:
.619254] EDAC amd64: MC: O: OMB 1: OMB

.619255
.619255
.619256
.619256
.619256
.619257
.619257
.619257

] EDAC amd64: MC: 2: OMB 3: 0MB
] EDAC MC: UMC5 chip selects:
] EDAC amd64: MC: O: OMB 1: 0MB
] EDAC amd64: MC: 2: OMB 3: 0MB
] EDAC MC: UMC6 chip selects:
] EDAC amd64: MC: O0: OMB 1: 0MB
] EDAC amd64: MC: 2: OMB 3: 0MB
] EDAC MC: UMC7 chip selects:
.619258] EDAC amd64: MC: O: OMB 1: OMB
.619258] EDAC amd64: MC: 2: 32768MB 3: 32768MB
.619259] EDAC MC: UMC8 chip selects:
.619259] EDAC amd64: MC: O: OMB 1: OMB
.619260] EDAC amd64: MC: 2: OMB 3: OMB
.619260] EDAC MC: UMCY9 chip selects:
.619260]
.619261]
.619261]
.619261]
.619262]
.619262]
]

.619263] EDAC amd64: MC: O: OMB 1: 0MB
.619263] EDAC amd64: MC: 2: OMB 3: OMB

EDAC amd64: MC: O: OMB 1: OMB
EDAC amd64: MC: 2: OMB 3: OMB
EDAC MC: UMC10 chip selects:

EDAC amdé64: MC: O: OMB 1: OMB
EDAC amd64: MC: 2: OMB 3: OMB

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ EDAC MC: UMC1l1l chip selects:
[

[
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6.2 - ERROR INJECTION

The mce-injecttool provides valuable ECC diagnostics and debugging by simulating machine check errors. See How to
install the mce-inject tool* for additional information. To use mce-inject:

1. Load the kernel module.

#modprobe mce-inject
[ 1764.746514] mce: Machine check injector initialized

2. Create sample files that simulate the desired errors. mce-inject uses these sample files to simulate the errors.
# cat correct2

CPU 1 BANK 1
STATUS corrected

RIP 0Oxa3450

3. Runthe tool.

# mce-inject ./correctl

[ 8580.529644] mce: Starting machine check poll CPU 1

[ 8580.529663] mce: Machine check poll done on CPU 1

[ 8580.529708] mce: [Hardware Error]: Machine check events logged

[ 8580.529710] [Hardware Error]: Corrected error, no action required.

[ 8580.529714] [Hardware Error]: CPU:1 (la:11:0) MC2 STATUS[-|CE|-|-|-|-I-|-|-]-]1: 0x9000000000000000
[ 8580.529724] [Hardware Error]: PPIN: 0x0229c7acl152c040

[ 8580.529725] [Hardware Error]: IPID: 0x0000000000000000

[ 8580.529728] [Hardware Error]: L2 Cache Ext. Error Code: O

[ 8580.529729] [Hardware Error]: cache level: RESV, tx: INSN

Messages can also contain information about DRAM ECC errors.

# cat correct2
CPU 1 BANK 1
STATUS corrected

RIP 0xa3450

# mce-inject ./correct2
#

8874.615674] mce: Starting machine check poll CPU 1

8874.615690] mce: Machine check poll done on CPU 1

8874.615729] mce: [Hardware Error]: Machine check events logged

8874.615730] [Hardware Error]: Corrected error, no action required.

8874.615733] [Hardware Error]: CPU:1 (la:11:0) MCl STATUS[-|CE|-|-|-|-|-|-]-]-]1: 0x9000000000000000
8874.615741] [Hardware Error] PPIN: 0x0229c7acl1152c040

8874.615743] [Hardware Error]: IPID: 0x0000000000000000

8874.615745] [Hardware Error] Instruction Fetch Unit Ext. Error Code: O

8874.615746] [Hardware Error] cache level: RESV, tx: INSN
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6.3 - ERROR DETECTION AND CORRECTION (EDAC; 168-CORE CPU)

# modprobe amd64_edac
# modprobe edac mce amd
# dmesg | grep -i edac

[ 0.383527] EDAC MC: Ver: 3.0.0

[ 8.619241] EDAC MCO: Giving out device to module amdé64 edac controller F1Ah: DEV 0000:00:18.3 (INTERRUPT)
[ 8.619247] EDAC amdé64: F1Ah detected (node 0).

[ 8.619248] EDAC MC: UMCO chip selects:

[ 8.619249] EDAC amd64: MC: O: OMB 1: 0MB
[ 8.619250] EDAC amd64: MC: 2: OMB 3: OMB
[ 8.619250] EDAC MC: UMC1l chip selects:

[ 8.619251] EDAC amdé64: MC: O: OMB 1: OMB
[ 8.619251] EDAC amdé64: MC: 2: OMB 3: OMB
[ 8.619252] EDAC MC: UMC2 chip selects:

[ 8.619252] EDAC amd64: MC: O: OMB 1: OMB
[ 8.619253] EDAC amdé64: MC: 2: OMB 3: OMB
[ 8.619253] EDAC MC: UMC3 chip selects:

[ 8.619253] EDAC amd64: MC: O: OMB 1: 0MB
[ 8.619254] EDAC amd64: MC: 2: OMB 3: OMB
[ 8.619254] EDAC MC: UMC4 chip selects:

[ 8.619254] EDAC amdé64: MC: O: OMB 1: OMB
[ 8.619255] EDAC amd64: MC: 2: OMB 3: 0MB
[ 8.619255] EDAC MC: UMC5 chip selects:

[ 8.619256] EDAC amdé64: MC: O: OMB 1: OMB
[ 8.619256] EDAC amd64: MC: 2: OMB 3: OMB
[ 8.619256] EDAC MC: UMC6 chip selects:

[ 8.619257] EDAC amd64: MC: O: OMB 1: OMB
[ 8.619257] EDAC amdé64: MC: 2: OMB 3: OMB
[ 8.619257] EDAC MC: UMC7 chip selects:

[ 8.619258] EDAC amd64: MC: O: OMB 1: 0MB
[ 8.619258] EDAC amd64: MC: 2: 32768MB 3: 32768MB
[ 8.619259] EDAC MC: UMC8 chip selects:

[ 8.619259] EDAC amdé64: MC: O: OMB 1: OMB
[ 8.619260] EDAC amd64: MC: 2: OMB 3: 0MB
[ 8.619260] EDAC MC: UMCY9 chip selects:

[ 8.619260] EDAC amd64: MC: O: OMB 1: OMB
[ 8.619261] EDAC amdé64: MC: 2: OMB 3: OMB
[ 8.619261] EDAC MC: UMC10 chip selects:

[ 8.619261] EDAC amd64: MC: O: OMB 1: 0MB
[ 8.619262] EDAC amd64: MC: 2: OMB 3: OMB
[ 8.619262] EDAC MC: UMC1ll chip selects:

[ 8.619263] EDAC amd64: MC: O: OMB 1: 0MB
[ 8.619263] EDAC amd64: MC: 2: OMB 3: 0MB

# 1ls -al /sys/devices/system/edac/mc/mc0/
total 0O

drwxr-xr-x. 7 root root 0 Nov 20 08:41

drwxr-xr-x. 4 root root 0 Nov 20 08:41 ..

-r--r--r--. 1 root root 4096 Nov 20 08:41 ce count
-r--r--r--. 1 root root 4096 Nov 20 08:41 ce noinfo count
drwxr-xr-x. 3 root root 0 Nov 20 08:41 csrow2
drwxr-xr-x. 3 root root 0 Nov 20 08:41 csrow3
-r--r--r--. 1 root root 4096 Nov 20 08:41 max location
-r--r--r--. 1 root root 4096 Nov 20 08:41 mc_name
drwxr-xr-x. 2 root root 0 Nov 20 08:41 power
drwxr-xr-x. 3 root root 0 Nov 20 08:41 rank31l
drwxr-xr-x. 3 root root 0 Nov 20 08:41 rank43
SESEEEESS . 1 root root 4096 Nov 20 08:41 reset counters
-r--r--r--. 1 root root 4096 Nov 20 08:41 seconds_since reset
-r--r--r--. 1 root root 4096 Nov 20 08:41 size mb
-r--r--r--. 1 root root 4096 Nov 20 08:41 ue_count
-r--r--r--. 1 root root 4096 Nov 20 08:41 ue noinfo_ count
-rw-r--r-—. 1 root root 4096 Nov 20 08:41 uevent

# modprobe mce-inject

[ 1857.143702] mce: Machine check injector initialized
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# git clone https://github.com/andikleen/mce-inject # cd mce-inject/
# make clean; make; make install

# cat correctl
CPU 1 BANK 2
STATUS corrected
RIP 0xa3450

# mce-inject ./correctl

7325.344019] mce: Starting machine check poll CPU 1

7325.344034] mce: Machine check poll done on CPU 1

7325.344084] mce: [Hardware Error]: Machine check events logged

7325.344086] [Hardware Error]: Corrected error, no action required.

7325.344089] [Hardware Error]: CPU:1 (la:11:0) MC2 STATUS[-|CE|-|-|-|-|-|-|-]-]1: 0x9000000000000000
7325.344097] [Hardware Error] PPIN: 0x0229c7acl1152c040

7325.344098] [Hardware Error]: IPID: 0x0000000000000000

7325.344100] [Hardware Error]: L2 Cache Ext. Error Code: 0

7325.344101] [Hardware Error] cache level: RESV, tx: INSN

# cat correct2
CPU 1 BANK 1
STATUS corrected
RIP 0xa3450

# mce-inject ./correct2

7659.784464] mce: Starting machine check poll CPU 1

7659.784484] mce: Machine check poll done on CPU 1

7659.784544] mce: [Hardware Error]: Machine check events logged

7659.784547] [Hardware Error]: Corrected error, no action required.

7659.784552] [Hardware Error]: CPU:1 (la:11:0) MC1_STATUS[-|CE|-|-|-|-I-|-]-]1-1: 0x9000000000000000
7659.784561] [Hardware Error]: PPIN: 0x0229c7acl152c040

7659.784563] [Hardware Error]: IPID: 0x0000000000000000

7659.784566] [Hardware Error] Instruction Fetch Unit Ext. Error Code: 0

7659.784568] [Hardware Error] cache level: RESV, tx: INSN
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CHAPTER 7: SPECPOWER AND STREAM

Please see the Jptimizations and Tuning appendix in AMD Socket SP6 Power and Performance Optimization Guide for
Family 13h Models AOh-AFh (NDA) - Login required.

7.1- STREAM USING SPACK

STREAM tests the maximum memory bandwidth of a core or entire CPU. Please see the High Performance Computing
(HPC) Tuning Guide for AMD EPYC™ 8005 Series Processors (available from AMD EPYC Tuning Guides) for instructions on
how to build the STREAM benchmark using Spack.
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CHAPTER 8: AMD-SPECIFIC KERNEL FEATURES & FIXES

8.1- PREDICTIVE STORE FORWARDING DISABLE (PSFD)

STLF (Store-To-Load Forwarding) occurs after the address of both the load and store are calculated and determined to
match.

PSF (Predictive Store Forwarding) expands on this by speculating on the relationship between loads and stores without
waiting for the address calculation to be completed. With PSF, the CPU learns over time the relationship between loads
and stores. If STLF typically occurs between a particular store and load, then the CPU will remember this. In typical code,
PSF provides a performance benefit by speculating on the load result and allowing later instructions to begin execution
sooner than they otherwise would be able to. See Security Analysis of AMD Predictive Store Forwarding for additional
information.

PSF uses two hardware control bits:

« MSR 48h bit 2: Speculative Store Bypass (55BD); disables both PSF and SSBD.

« MSR 48h bit 7: Predictive Store Forwarding Disable (PSFD); disables PSF only. PSFD may be desirable for software that
leverages the speculative behavior of PSF but desires a smaller performance impact than setting SSBD. Support for
PSFD is indicated in CPUID Fn8000 0008 EBX[28]. All processors that support PSF will also support PSFD.

Setting either bit disables PSF. These bits are controllable on a per-thread basis in an SMT system. By default, both SSBD
and PSFD are 0, meaning that the speculation features are enabled.

The current Linux kernel does not have the interface to enable/disable PSFD. The plan is to expose the PSFD technology to
KVM so that the guest kernel can make use of it if desired.

8.2 - PCIE GEN5 SUPPORT

Note: This example shows a speed of 32GT/5.

#lspci -vvv
00:07.1 PCI bridge: Advanced Micro Devices, Inc. [AMD] Turin Internal PCIe GPP Bridge to Bus [D:C] (prog-if 00
[Normal d
ecode])
Subsystem: Advanced Micro Devices, Inc. [AMD] Turin Internal PCIe GPP Bridge to Bus [D:C]
Control: I/O+ Mem+ BusMaster+ SpecCycle- MemWINV- VGASnoop- ParErr- Stepping- SERR- FastB2B- DisINTx+
Status: Cap+ 66MHz- UDF- FastB2B- ParErr- DEVSEL=fast >TAbort- <TAbort- <MAbort- >SERR- <PERR- INTx-
Latency: 0, Cache Line Size: 64 bytes
Interrupt: pin A routed to IRQ 59
NUMA node: O
IOMMU group: 40
Bus: primary=00, secondary=05, subordinate=05, sec-latency=0
I/0 behind bridge: 0000f000-00000fff [disabled] [32-bit]
Memory behind bridge: f£fff00000-000fffff [disabled] [32-bit]
Prefetchable memory behind bridge: 00000000£££f00000-00000000000fffff [disabled] [64-bit]
Secondary status: 66MHz- FastB2B- ParErr- DEVSEL=fast >TAbort- <TAbort- <MAbort- <SERR- <PERR-
BridgeCtl: Parity- SERR+ NoISA- VGA- VGAl6+ MAbort- >Reset- FastB2B-
PriDiscTmr- SecDiscTmr- DiscTmrStat- DiscTmrSERREn-
Capabilities: [50] Power Management version 3
Flags: PMEClk- DSI- Dl1- D2- AuxCurrent=0mA PME (DO+,D1-,D2-,D3hot+,D3cold+)
Status: DO NoSoftRst- PME-Enable- DSel=0 DScale=0 PME-
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Capabilities: [58] Express (v2) Root Port (Slot-), IntMsgNum O
DevCap: MaxPayload 512 bytes, PhantFunc 0
ExtTag+ RBE+ TEE-IO-
DevCtl: CorrErr- NonFatalErr- FatalErr- UnsupReg-
R1xdOrd+ ExtTag+ PhantFunc- AuxPwr- NoSnoop+
MaxPayload 128 bytes, MaxReadReqg 512 bytes
DevSta: CorrErr- NonFatalErr- FatalErr- UnsupReq- AuxPwr- TransPend-
LnkCap: Port #113, Speed 32GT/s, Width x16, ASPM LOs L1, Exit Latency LOs <64ns, L1 <lus
ClockPM- Surprise- LLActRep+ BwNot+ ASPMOptComp+
LnkCtl: ASPM Disabled; RCB 64 bytes, LnkDisable- CommClk+
ExtSynch- ClockPM- AutWidDis- BWInt+ AutBWInt+
LnkSta: Speed 32GT/s, Width x16
TrErr- Train- SlotClk+ DLActive+ BWMgmt- ABWMgmt-—
RootCap: CRSVisible+
RootCtl: ErrCorrectable- ErrNon-Fatal- ErrFatal- PMEIntEna+ CRSVisible+
RootSta: PME RegID 0000, PMEStatus- PMEPending-
DevCap2: Completion Timeout: Not Supported, TimeoutDis- NROPrPrP- LTR-
10BitTagComp+ 10BitTagReg- OBFF Not Supported, ExtFmt+ EETLPPrefix+, MaxEETLPPrefixes 4
EmergencyPowerReduction Not Supported, EmergencyPowerReductionInit-

8.3 - PCIE MULTIPLE SEGMENTS SUPPORT (RHEL 10)

AMD 8xxx Systems can support multiple PClI segments, where each segment contains one or more IOMMU instances.
However, an IOMMU instance can only support a single PCl segment. Legacy code assumes a system contains only one PCl
segment (segment 0) and creates global data structures, such as device table, lookup table, etc. This introduces per- PCl-
segment data structure, which contains device table, alias table, etc.

For each PCl segment, all IBMMUs share the same data structure. Global data structures like device table, alias table, etc.
are removed. However, in systems with a single PCl segment (e.g., PCl segment ID is zero), the IOMMU driver allocates one
PCl segment data structure, which will be shared by all IOMMUs. For example:

up - AMI
fAdvanced

» SOCT alNo Relp string
» Prabe Filter 1

OF Watchdog Timen [Auto]
Interval

Disable DF to [Auta]
external IP

8yncF loodPropagat ion

Sync Flood [Auto]

Propagation to DF
Components +¢: Select Screen
Freeze DF module [Autol T4: select Item
gueues on errop % Enter: Select
Cce memory region [Auto] | +/-: Change Opt.
encrypt ion i |F1: General Help
COD B/H Balance [Autol i|F2: previous values
Throttle Level . |Fa: optimized Defaults
N g : Save & Exit

ESC: Exit

Figure 8-1: PCle multiple segrments support
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Domains:

dmesg |grep -i domain

.458051] PCI: ECAM [mem O0x3ffb00000000-0x3ffbOfffffff] (base 0x3ffb00000000) for domain 0000 [bus 00-ff]
.488828] ACPI: PCI Root Bridge [S0D0O] (domain 0000 [bus cO-£ff]

.493382] ACPI: PCI Root Bridge [S0D1] (domain 0000 [bus 80-bf]
.501921] ACPI: PCI Root Bridge [PCIO] (domain 0000 [bus 00-1f]
.595593] ACPI: PCI Root Bridge [S0D3] (domain 0000 [bus 40-5f]
.598732] ACPI: PCI Root Bridge [S0D6] (domain 0000 [bus 60-7f]
.600265] ACPI: PCI Root Bridge [S0D7] (domain 0000 [bus 20-3f]

.603646] acpi/hmat: Memory Flags:0001 Processor Domain:0 Memory Domain:0
.603648] acpi/hmat: Memory Flags:0000 Processor Domain:1l Memory Domain:1l
.603936] iommu: Default domain type: Translated

.603936] iommu: DMA domain TLB invalidation policy: lazy mode

.606151] NetLabel: domain hash size = 128

.869137] PM: genpd: Disabling unused power domains

.140841] RAPL PMU: hw unit of domain package 27-16 Joules

.140842] RAPL PMU: hw unit of domain core 27-16 Joules

.284132] intel rapl_common: Found RAPL domain package

.284137] intel rapl common: Found RAPL domain core

o

)
)
)
)

#
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[
[
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[
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# 1s -1 /sys/bus/pci/devices/

total 0O

lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:00.0 -> ../../../devices/pci0000:00/0000:00:00.0
lrwxrwxrwx. 1 root root 0O Feb 17 15:40 0000:00:00.2 -> ../../../devices/pci0000:00/0000:00:00.2
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:00.3 -> ../../../devices/pci0000:00/0000:00:00.3
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:01.0 -> ../../../devices/pci0000:00/0000:00:01.0
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:01.1 -> ../../../devices/pci0000:00/0000:00:01.1
lrwxrwxrwx. 1 root root O Feb 17 15:40 0000:00:02.0 -> ../../../devices/pci0000:00/0000:00:02.0
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:03.0 -> ../../../devices/pci0000:00/0000:00:03.0
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:04.0 -> ../../../devices/pci0000:00/0000:00:04.0
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:05.0 -> ../../../devices/pci0000:00/0000:00:05.0
lrwxrwxrwx. 1 root root 0O Feb 17 15:40 0000:00:07.0 -> ../../../devices/pci0000:00/0000:00:07.0
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:07.1 -> ../../../devices/pci0000:00/0000:00:07.1
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:14.0 -> ../../../devices/pci0000:00/0000:00:14.0
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:14.3 -> ../../../devices/pci0000:00/0000:00:14.3
lrwxrwxrwx. 1 root root O Feb 17 15:40 0000:00:18.0 -> ../../../devices/pci0000:00/0000:00:18.0
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:18.1 -> ../../../devices/pci0000:00/0000:00:18.1
lrwxrwxrwx. 1 root root 0 Feb 17 15:40 0000:00:18.2 -> ../../../devices/pci0000:00/0000:00:18.2
lrwxrwxrwx. 1 root root O Feb 17 15:40 0000:00:18.3 ->

8.4 - (XL MEMORY

Check the ACPI STRAT tables for the memory range.
+ The CXL memory node must show up as a separate node. (Node 1appears in the example below.)
+ The CXL memory node does not have CPUs connected to it.

The address range found must be reasonable and must match the size of the memory provided by the CXL memory device.

# lspci |grep -i cxl
01:00.0 CXL: Montage Technology Co., Ltd. Device c002 (rev 03)

# dmesg |grep -i srat

[ 0.004819] ACPI: SRAT 0x000000009D1E5000 001090 (v03 AMD AMD SRAT 00000001 AMD 00000001)
[ 0.004834] ACPI: Reserving SRAT table memory at [mem 0x9d1e5000-0x9d1e608f]
[ .004909] ACPI: SRAT: Node 0 PXM 0 [mem 0x00000000-0x0009ffff]
[ .004910] ACPI: SRAT: Node 0 PXM O
[ .004911] ACPI: SRAT: Node 0 PXM O
[ .004911] ACPI: SRAT: Node 1 1

[mem 0x000c0000-Oxafffffff]
[mem 0x100000000-0x504fffffff]
[mem 0x5050000000-0x704fffffff] hotplug

o O O o

PXM

AMD EPYC™ 8005 RED HAT ENTERPRISE LINUX® TUNING GUIDE READY TO CONNECT?: Visit https://docs.amd.com/



https://docs.amd.com/

AMD\
=PYC

8.5 - ACPISRAT/SLIT (NUMACTL)

Check the ACPI SLIT entries (node distances) and the node's CPU list using numactl:
 The CXL memory node does not have CPUs connected to it (CPU list is empty).

« The CPU-CXL node distance is greater than CPU-to-CPU distances (typically 50).

# dmesg |grep -i numa
[ 0.004914] NUMA: Initialized distance table, cnt=2
[ 0.004917] NUMA: Node 0 [mem 0x00001000-0x0009ffff] + [mem 0x000c0000-Oxafffffff] -> [mem 0x00001000-
Oxafffffff]
[ 0.004918] NUMA: Node 0 [mem 0x00001000-Oxafffffff] + [mem 0x100000000-0x504fffffff] -> [mem 0x00001000-
Ox504fffffff]
[ 0.061731] mempolicy: Enabling automatic NUMA balancing. Configure with numa balancing= or the
kernel.numa balancing sysctl
[ 0.456105] futex hash table entries: 32768 (2097152 bytes on 2 NUMA nodes, total 4096 KiB, linear).
[ 0.493215] pci bus 0000:cO0: on NUMA node 0
[ 0.501921] pci bus 0000:80: on NUMA node 0
[ 0.595342] pci bus 0000:00: on NUMA node 0
[ 0.598686] pci bus 0000:40: on NUMA node 0
[ 0.600228] pci bus 0000:60: on NUMA node 0
[ 0.602442] pci bus 0000:20: on NUMA node 0
# numactl -H
available: 2 nodes (0-1)
node 0 cpus: 01 2 3456 7 8 910 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35
36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69 70 71 72
73 74 75 76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 100 101 102 103 104 105 106 107
108 109 110 111 112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127 128 129 130 131 132 133 134 135
136 137 138 139 140 141 142 143 144 145 146 147 148 149 150 151 152 153 154 155 156 157 158 159 160 161 162 163
164 165 166 167
node 0 size: 321475 MB
node 0 free: 317255 MB
node 1 cpus:
node 1 size: 129008 MB
node 1 free: 128827 MB
node distances:
node 0 1
OF 10 18
1: 255 10
# dmesg | grep -iw e820.*usable
[ 0.000000] BIOS-e820: [mem 0x0000000000000000-0x000000000009ffff] usable
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[ 0.000000] BIOS-e820: [mem 0x0000000000100000-0x0000000075b6ffff] usable
[ 0.000000] BIOS-e820: [mem 0x0000000075bc0000-0x0000000075c6ffff] usable
[ 0.000000] BIOS-e820: [mem 0x0000000076000000-0x0000000091e45f£ff] usable
[ 0.000000] BIOS-e820: [mem 0x0000000092e4b000-0x0000000098ae2fff] usable
[ 0.000000] BIOS-e820: [mem 0x000000009e5££000-0x000000009f£f£f9fff] usable
[ 0.000000] BIOS-e820: [mem 0x000000009ffff000-0x000000009fffffff] usable
[ 0.000000] BIOS-e820: [mem 0x0000000100010000-0x000000504bffffff] usable
[ 0.000000] BIOS-e820: [mem 0x000000504c800000-0x000000504d1bffff] usable
[ 0.000000] BIOS-e820: [mem 0x0000005050000000-0x000000704f£f£ff£ff] usable
[ 0.000000] e820: update [mem 0x91d4f018-0x91d5£057] usable ==> usable

[ 0.000000] e820: update [mem 0x91d31018-0x91d4e857] usable ==> usable

[ 0.001156] e820: update [mem 0x00000000-0x00000fff] usable ==> reserved
[ 0.001157] e820: remove [mem 0x000a0000-0x000fffff] usable

[ 0.001383] e820: update [mem O0xb0000000-0Oxffffffff] usable ==> reserved
[ 0.004236] e820: update [mem 0x96317000-0x96317fff] usable ==> reserved
[ 0.007006] e820: update [mem 0x9492c000-0x9497efff] usable ==> reserved

8.6 - ACPI SRAT/SLIT (/PROC/IOMAP)

To check the ACPI SLIT entries (node distances) and the node’s CPU list using /proc filesystem:
# cat /proc/iomem |grep RAM

00001000-0009ffff : System RAM
00100000-75b6ffff : System RAM
75bc0000-75c6ffff : System RAM
76000000-91d31017 : System RAM
91d31018-91d4e857 : System RAM
91d4e858-91d4£017 : System RAM
91d4£018-91d5£f057 : System RAM
91d5£f058-91ed45fff : System RAM
92e4b000-9492bfff : System RAM
9497£000-96316fff : System RAM
96318000-98ae2fff : System RAM
9e5ff000-9fff9fff : System RAM
9ffff000-9fffffff : System RAM
100010000-504bffffff : System RAM
504c800000-504d1bffff : System RAM
5050000000-704f£ff£ffff : System RAM

Determine the address range of the CXL memory (see "ACPI SRAT/SLIT (numactl)” on page 72). It must show up in the
BI0S-e820 entries listed in dmesgor as System RAMin /proc/iomem.

ACPI SRAT only provides limited knowledge to determine the CXL memory range of a device. You must also use side
channels or system knowledge. Future BIOS releases my show the address range as soft reservedinstead of usable. Adjust
test patterns accordingly.

Only the early boot messages show the memory map provided by the BIOS. The kernel may decide to change the
mappings, such as when using the mems= kernelboot parameter whee the memory type of certain address ranges change
to reserved. That is, /proc entries or later boot messages may not match the BIOS mappings.
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# lspci
01:00.0

# lspci

01:00.0

|lgrep -i cxl1

CXL: Montage Technology Co., Ltd. Device c002 (rev 03)
-vvv -s 01:00.0

CXL: Montage Technology Co., Ltd. Device c002 (rev 03) (prog-if 10 [CXL Memory Device (CXL 2.x)])
Subsystem: Samsung Electronics Co Ltd Device 0112
Control: I/O- Mem+ BusMaster+ SpecCycle- MemWINV- VGASnoop- ParErr- Stepping- SERR- FastB2B- DisINTx+
Status: Cap+ 66MHz- UDF- FastB2B- ParErr- DEVSEL=fast >TAbort- <TAbort- <MAbort- >SERR- <PERR- INTx-
Latency: 0, Cache Line Size: 64 bytes
NUMA node: O
IOMMU group: 36
Region 0: Memory at 4007£000000 (64-bit, prefetchable) [size=16M]
Capabilities: [40] Power Management version 3
Flags: PMEClk- DSI- Dl1- D2- AuxCurrent=0mA PME (DO-,Dl-,D2-,D3hot-,D3cold-)
Status: DO NoSoftRst+ PME-Enable- DSel=0 DScale=0 PME-
Capabilities: [50] MSI: Enable- Count=1/16 Maskable+ 64bit+
Address: 0000000000000000 Data: 0000
Masking: 00000000 Pending: 00000000
Capabilities: [70] Express (v2) Endpoint, IntMsgNum 0
DevCap: MaxPayload 128 bytes, PhantFunc 0, Latency LOs unlimited, L1
UEMsk: DLP- SDES- TLP- FCP- CmpltTO- CmpltAbrt- UnxCmplt- RxOF- MalfTLP-
ECRC- UnsupReg+ ACSViol- UncorrIntErr- BlockedTLP- AtomicOpBlocked- TLPBlockedErr-
PoisonTLPBlocked- DMWrRegBlocked- IDECheck- MisIDETLP- PCRC_CHECK- TLPXlatBlocked-
UESvrt: DLP+ SDES+ TLP- FCP+ CmpltTO+ CmpltAbrt- UnxCmplt+ RxOF+ MalfTLP+
ECRC+ UnsupReg- ACSViol- UncorrIntErr+ BlockedTLP- AtomicOpBlocked- TLPBlockedErr-
PoisonTLPBlocked- DMWrRegBlocked- IDECheck- MisIDETLP- PCRC CHECK- TLPXlatBlocked-
CESta: RxErr- BadTLP- BadDLLP- Rollover- Timeout- AdvNonFatalErr+ CorrIntErr- HeaderOF-
CEMsk: RxErr- BadTLP- BadDLLP- Rollover- Timeout- AdvNonFatalErr- CorrIntErr- HeaderOF-
AERCap: First Error Pointer: 00, ECRCGenCap+ ECRCGenEn+ ECRCChkCap+ ECRCChkEn+
MultHdrRecCap- MultHdrRecEn- TLPPfxPres- HdrLogCap-
HeaderLog: 00000000 00000000 00000000 00000000
Capabilities: [148 v1] Device Serial Number 80-ce-00-01-01-54-28-00
Capabilities: [158 v1] Power Budgeting <?>
Capabilities: [168 v1] Secondary PCI Express
LnkCt1l3: LnkEquIntrruptEn- PerformEqu-
LaneErrStat: 0
Capabilities: [188 vl1] Physical Layer 16.0 GT/s <?>
Capabilities: [1b0 v1l] Lane Margining at the Receiver
PortCap: Uses Driver-
PortSta: MargReady+ MargSoftReady-
Capabilities: [1d8 vl1] Physical Layer 32.0 GT/s <?>
Capabilities: [338 v1l] Data Link Feature <?>
Capabilities: [344 v1] Native PCIe Enclosure Management <?>
Capabilities: [354 v1] Extended Capability ID 0x2f
Capabilities: [364 v1] Designated Vendor-Specific: Vendor=1e98 ID=0007 Rev=1 Len=20: CXL
PCIe DVSEC for Flex Bus Port
FBCap: Cache- IO+ Mem+ 68BFlit+ MltLogDev-
FBCtl: Cache- IO+ Mem+ SynHdrByp- DrftBuf+ 68BFlit+ MltLogDev- RCD- Retimerl- Retimer2-
FBSta: Cache- IO+ Mem+ SynHdrByp- DrftBuf+ 68BFlit+ MltLogDev-
FBModTS: Received FB Data: 00041f
Capabilities: [3d4 v1] Designated Vendor-Specific: Vendor=1e98 ID=0000 Rev=2 Len=60: CXL
PCIe DVSEC for CXL Devices
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8.7 - NDCTL/DAXCTL

The ndctl utility is used to manage persistent memory devices within the system. The daxctl utility manages device- dax
instances.

# dnf install ndctl

Updating Subscription Management repositories.

Last metadata expiration check: 0:53:50 ago on Tue 17 Feb 2026 07:39:09 PM CST.

Dependencies resolved.

Package Architecture Version Repository

Size

Installing:

ndctl x86 64 82-2.el10 local-BaseOS 192 k

Installing dependencies:

cxl-libs x86_64 82-2.ell10 local-BaseOS 61 k
daxctl-libs x86 64 82-2.el110 local-BaseOS 42 k
iniparser x86_64 4.1-21.e110 local-BaseOS 20 k
ndctl-libs x86_64 82-2.el10 local-BaseOS 89 k

Transaction Summary

Install 5 Packages

Total size: 405 k

Installed size: 814 k

Is this ok [y/N]: y
Downloading Packages:
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction

Preparing
1/1

Installing : daxctl-1libs-82-2.e110.x86 64
1/5

Installing : cx1-1ibs-82-2.e110.x86_ 64
2/5

Installing : ndctl-1ibs-82-2.e110.x86 64
3/5

Installing : iniparser-4.1-21.e110.x86 64
4/5

Running scriptlet: ndctl-82-2.e110.x86 64
5/5
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Installing : ndctl-82-2.e110.x86 64
5/%

Running scriptlet: ndctl-82-2.e110.x86 64
5/5

Installed products updated.

Installed:

cxl-1ibs-82-2.e110.x86 64 daxctl-1ibs-82-2.e110.x86 64 iniparser-4.1-21.e110.x86 64 ndctl-82-
2.e110.x86 64

ndctl-1ibs-82-2.e110.x86 64
Complete!

# dnf install daxctl
Updating Subscription Management repositories.
Last metadata expiration check: 0:54:37 ago on Tue 17 Feb 2026 07:39:09 PM CST.

Dependencies resolved.

Package Architecture Version Repository

Size

Installing:

daxctl x86 64 82-2.el10 local-AppStream 73 k

Transaction Summary

Install 1 Package

Total size: 73 k

Installed size: 131 k

Is this ok [y/N]: y
Downloading Packages:
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.

Running transaction

Preparing : 1/1
Installing : daxctl-82-2.e110.x86 64
1/1

Running scriptlet: daxctl-82-2.e110.x86 64
1/1

Installed products updated.
Installed:

daxctl-82-2.e110.x86 64

Complete!
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8.8 - “FRU TEXT IN MCA” FEATURE (RHEL 10)

A new “FRU Text in MCA” feature is defined where the Field Replaceable Unit (FRU) Text for a device is represented by a
string in the new MCA_SYND1and MCA_SYND2registers. This feature is supported per MCA bank, and it is advertised by the
McaFruTextinMcabit (MCA_CONFIG [9]).

The FRU Text is populated dynamically for each individual error state (MCA_STATUS, MCA_ADDR, et al.). This handles the
case where an MCA bank covers multiple devices, for example, a Unified Memory Controller (UMC) bank that manages two
DIMMs.

Print the FRU Text string, if available, when decoding an MCA erraor.

8.9 - AVIC AND X2AVIC ENABLEMENT (RHEL 10)

The AMD Virtual Interrupt Controller or AVIC hardware virtualizes the local APIC registers of each vCPU via the virtual APIC
(VAPIC) backing page. X2AVIC is an extension to the existing AVIC feature. X2AVIC virtualizes X2APIC accesses, which
increases the addressability for logical and physical destination modes to support an increased number of CPUs. X2AVIC
mode accesses these via the MSR interface, unlike memory access to APIC registers in AVIC mode.

A new feature bit was introduced for virtualized x2APIC (x2AVIC) in CPUID_Fn8000000A_EDX [SVM Revision and Feature
|dentification].

Add CPUID check for the x2APIC virtualization (x2AVIC) feature. If available, the SVM driver can support both AVIC and
x2AVIC modes, when loading the kvm_amd driver with avic=1. The operating mode will be determined at runtime
depending on the guest APIC mode.

The param avic module enables both xAPIC and x2APIC modes.
Hypervisor can support both xAVIC and x2AVIC in the same guest, and the mode can be switched at runtime.

On the host:

# modprobe -r kvm amd
# modprobe kvm_amd avic=1 nested=0

# dmesg | grep -i avic
kvm_amd: AVIC enabled kvm_amd: x2AVIC enabled
# dmesg | grep -i vapic

AMD-Vi: Extended features (0x25bf732fa2295afe, 0x1ld): PPR X2APIC NX GT [5] IA GA PC GA VvAPIC
AMD-Vi: Extended features (0x25bf732fa2295afe, 0xld): PPR X2APIC NX GT [5] IA GA PC GA VAPIC
AMD-Vi: Extended features (0x25bf732fa2295afe, 0xld): PPR X2APIC NX GT [5] IA GA PC GA VAPIC
gemu-kvm ... -machine g35,kernel irgchip=split....-global kvm-pit.lost tick policy=discard

On the guest VM, verify that the guest Local APIC is enabled in xAPIC mode by reading MSROx1b[11:10]

# modprobe msr
# rdmsr Oxlb --bitfield 11:10 # Should read "2"
MSROx1b[11:10]=2 # Indicates LAPIC is enabled in xAPIC mode

Note: Guests with AVIC support up to 255 vcpus (8-bit APIC ID)
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# modprobe msr

# rdmsr Oxlb --bitfield 11:10 # should read "3" or 0Obll MSROx1b[11]=1 # indicates LAPIC is enabled in xAPIC

mode

MSROx1b[10]=1 # indicates LAPIC is enabled in x2APIC mode

To verify x2AVIC:

1. Boot to QS, and then verify AVIC that support is present.

<host># rdmsr -p 0 0xc00110dd MSROxC00110DD.SVMRevFeatID[18].x2AVIC=1 indicates x2AVIC support

2. Edit and reload the kvm_amd module with AVIC enabled for the current session.

<host># modprobe -r kvm amd

<host># modprobe kvm amd avic=1 nested=0

3. Verify that kernel x2AVIC is enabled. The following command should return “1” & “0,” respectively:
<host># cat /sys/module/kvm amd/parameters/avic -> 1 (or Y)

<host># cat /sys/module/kvm amd/parameters/nested -> 0

4. Toenable the VM to use the x2AVIC feature, edit its domain XML file as follows:

<host># virsh edit <domName>
<clock offset='utc'>

<timer name='pit' tickpolicy='discard'/>
</clock>
In practice, you want QEMU command line to have the following configuration:

-M g35, kernel irqgchip=split

-global kvm-pit.lost tick policy=discard

5. Launch the guest VM, then verify that the guest Local APIC is enabled in x2APIC mode by reading MSROx1b[11:10].

<guest># rdmsr Oxlb --bitfield 11:10 (should read “3” or 0Obll) MSROx1b[l1l]=1 indicates LAPIC is enabled
in XAPIC mode MSROx1b[10]=1 indicates LAPIC is enabled in x2APIC mode

6. Inthe guest VM, run some high interrupt workload:

<guest># stress-ng --timer 32 --timer-freqg 1000000

7. Next, run the following Linux performance utility to verify the VMEXIT counter:

<host># kvm stat

If x2AVIC is active on the guest VM, then you should see avic_incomplete_ipi and avic_unaccelerated_ entries in the
VM-EXIT column.
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CHAPTER 9: PROCESSOR IDENTIFICATION

Figure 9-1shows the processor naming convention for AMD EPYC 8005 Series Processors and how to use this convention
to identify particular processors models.

EPYC" 8534PN CPU

PRODUCT FAMILY l—o FEATURE MODIFIER
P =1P only
- N = NEBS (riomﬂy
PRODUCT SERIES - S = single thread

- 8000 = Socket SP6 —e GENERATION
4=4" Gen 8004
5=5th Gen 8005

—o PERFORMANCE

10s digit indicates performance within the series
| = .

- relative performance w/in core count

PRODUCT MODEL e

Indicates core count within the series

100s Digit

Higher number = higher performance

Cores ‘ ‘ ‘

Figure 9-1: AMD EPYC 50C narming convention

9.1- CPUID INSTRUCTION

Software uses the CPUID instruction (FNO0O00_0001_EAX) to identify the processor and will return the following values:

» Family: 1Ah identifies the “Zen 5" architecture.

* Model: Varies with product. For example, EPYC Model 00h corresponds to an “A” part “Zen 5" CPU.
- 8xx5: Models 10h-1Fh

+ Stepping: May be used to further identify minor design changes.

For example, CPUID values for Family, Model, and Stepping (decimal) of 25, 17, 1 correspond to a “B1” part “Zen 5" CPU.
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9.2 - NEW SOFTWARE-VISIBLE FEATURES

AMD EPYC 8005 Series Processors have several features that enhance performance, ISA updates, provide additional
security features, and improve system reliability and availability. Some of the new features include:

* 5-level Paging
* AVX-512 instructions on a 256-byte datapath, including BFLOAT16 and VNNI support.
* Fast Short Rep STOSB and Rep CMPSB

Not all operating systems or hypervisors support all features. Please refer to your QS or hypervisor documentation for
specific releases to identify support for these features.

Please also see the latest version of the AMD64 Architecture Programmer’s Manuals or Processor Programming Reference
(PPR) for AMD Family TAh.

9.2.1- AVX-512

AVX-512 is a set of individual instructions supporting 512-bit register-width data (i.e., single instruction, multiple data
[SIMD]) operations. AMD EPYC 8005 Series Processors implement AVX 512 by “double-pumping” 256-bit-wide registers.
AMD’s AVX-512 design uses the same 256-bit data path that exists throughout the Zen5Zen5 core and enables the two
parts to execute on sequential clock cycles. This means that running AVX-512 instructions on AMD EPYC 8005 Series will
cause neither drops on effective frequencies nor increased power consumption. On the contrary, many workloads run more
energy-efficiently on AVX-512 than on AVX-256P.

Other AVX-512 support includes:

 Vectorized Neural Network Instruction (VNNI) instructions that are used in deep learning models and accelerate
neural network inferences by providing hardware support for convolution operations.

* Brain Floating Point 16-bit (BFLOAT16) numeric format. This format is used in Machine Learning applications that
require high performance but must also conserve memory and bandwidth. BFLOAT16 support doubles the number of
SIMD operands over 32-bit single precision FP, allowing twice the amount of data to be processed using the same
memory bandwidth. BFLOAT16 values mantissa dynamic range at the expense of one radix point.
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