77— ay /—k:Zynqg UltraScale+ T/34 R

& XILINX | peram s £ U eFUsE DT BTS04

ALL PROGRAMMABLE.
XAPP1319 (v1.0) 2017 £ 7 A 26 H

Z&: Lester Sanders

=S

Zyng® UltraScale+™ T34 221X, Y AT LA F v 7 (SoC) L7 ar/ I~T7 v ayy 7 (PL) BFEESNTHET, R
HEMEATY eFUSER IOy T U Ry 77 v 7 RAM (BBRAM) %l L T, AES (Advanced Encryption Standard) <°
RSA (Rivest Shamir Adleman) IZ X 28554k, EX 2 U 7 4 Hilffl, =2 —F—ERT 7SIV r—va ks LET, 2077
V4o — =z /— kT, ZyngUltraScale+ /3 A4 A® BBRAM 53X NeFUSE D77 s T I v 72OV T L &
9, BBRAM R eFUSE DAL 77 al T IV I RARETH DL Z i, AV 7 AFPGAISOC DT 4—V K Fal/ T~
v YT g klzo7e Y £9, Zyng UltraScale+ 7731 2D BBRAM /eFUSE /L7 7’ a7 Z X v 7 #EIL. Zyng-7000 All
Programmable SoC <X° UltraScale™ 7 /XA 2D /L7 7 u 7 J IV JHREL D LTV R, Xvmntexa )7 0%
AL £9,

ZOT7TVr—vay J—bsDIV TV ATHAY T AL, YAV T ADT =T H A b F U a— KT
FT, THAL T7ANVOFMIT, V7 7L ATV A1) 2L TIIEEN,

[FL &I

Zynq UltraScale+ 773 A 2D BBRAM 35 X N eFUSE X, EIZ AESF—=<° RSA ¥ — D/ ¥ 2 fHEE NS 5 72D I &
UET, ZyngUItraScalet /3 A 2D BBRAM/eFUSE £ /L7 70 75 I 7 TR IPa 7 ZH L 8 A, 55 135MBEHR
S EHA, ARM® Cortex®-A53 £7213 Cortex-R5 7"t v THEIS WD Y 7 ¥ = 7 1d, XilSKey (Xilinx Secure Key)
FTAT7 7V &FEHL T, BBRAM £721X eFUSE A2 7' 1 T 595 C2— R OB RS TET,

BBRAM B LN eFUSE D7 1 7/ Z 2 7%, IRORBIERH SN ET,

« [AES=—] (BBRAM %7-/% eFUSE)

o [RSA OH#HR—F |

o TEF2 VT A4HHOYR—}]

o TPUF O HR—h |

o [ —¥—iEs% eFUSE)

ZOT7FVr—vary /=T, BBRAM BEX O FUSEA T 0/ T LT DY 7 Ny =7 Fav= b EfE
TT2FIEEZFRAL TS, Fio, Tur 730787 as T LLEAEY THENIR DB BLEREZ RAET 27200 Y
TR =T TaYel NEERIFATT A FIREZBAL 9, =& 2IE, zcul02 program bbram VY 7 b =7 TaY = s
MNEFATLIIZ, hdloworld V7 by =7 Fayx 7 N THREERIEZEITLET, YAV 72DV 7 by = 7TR%

Xy hTAERY 20T TLTIHBIMEHTD 207 A7 Z/ER L. XilSKey 747 Z Y & Bootgen i L TZ D7
nY=7 hEar AL ET,

BBRAM B X WM eFUSE 7’ 17 7 I > 71X, [ZyngUltraScaler MPSoC: =2 X5 v K FH A Fa— K U 7]
(UG1209) [ 1 1] THEASN TV D X9 IT, BERT — MIIEARA K TT,

COEMEIREDN—Da Vv OERBREMARLZLOT, ARICHENLEL PSS ICEIEXZEBELET, ERICL > TREFBROEHICHIEL TOWEVNIDOLNHY ET,
BAZBRESZERELTIHEAOL, BRFEMICOETEL TR, BTRFEBRECSRIIZEN,

XAPP1319 (v1.0) 2017 %7 B 26 H

41— RINYDIE(E

japan.xilinx.com


https://japan.xilinx.com
https://japan.xilinx.com/cgi-bin/docs/ctdoc?cid=3de24b46-b712-46e9-9023-ed8b52287286;d=xapp1319-zynq-usp-prog-nvm.zip
https://japan.xilinx.com/about/feedback.html?docType=Application_Notes&docId=XAPP1319&Title=BBRAM%20%26%2312362%3B%26%2312424%3B%26%2312403%3B%20eFUSE%20%26%2312398%3B%26%2312503%3B%26%2312525%3B%26%2312464%3B%26%2312521%3B%26%2312511%3B%26%2312531%3B%26%2312464%3B&releaseVersion=1.0&docPage=1

N—RITT7ELTY T+ TOEH 8 XILINX

ALL PROGRAMMABLE

N—FDIT7ELXVV IV IT7TOEHR

V77 VLA VATADN—R U =TV 7 MU =2 7BEEZIRD EBY T,

+  ZCU102 FFiiR — K 7213 Avnet UltraZed-EG R — I

« ACHET ¥ 74— (12VDC)

*  USBType-A/Mini-B 7 —7 /L (UART, JTAG i&fz M)

© EFaT FUSN(D) AT AT AT H—F

o FAUL IR YT =THES Y b 20170 FFZAUBEONA—Y 3

ﬁ EE HBEDFUSERTER2LETHLE, YAV LI RADT AN 77 RABNGTFONET, 20X REE, AU LT R
lE RMA (Return Material Authorization) U 7 = 2 F 2 AT HLER A, kT4 L7 5 eFUSE D& EIL. ENC_ONLY.
JTAG_DIS, DFT_DIS, RSA_EN, B X WNAESF—T7,

XilsSkey 247 5 1) #{EFH9 %5 BBRAM/eFUSED TS S 25

XilSKeys 7 4 7 7 U X, <SDK install>/data/embeddedsw/lib/sw_services {ZHV ET, ZDOT A7 7 VU TIL,
P I F 417 b VIZH D ZynqUItraScaler 5731 AD eFUSE B L VBBRAM %2 7' 10 7 T AT SO FI 2 L T
T, XilSKey 7477 U 2T 2@ ERFIEL, [BBRAM ICAESF¥—% 717 7 A9 5], [AESH LU RSA K51k
REICeFUSE # 7' 1/ 7 27|, BEL WY [TPUF (Physically Uncloneable Function) Z {4 248 ® eFUSE 7 1 /' 7 2 o
7 B ary THALTWET,

7'a s 7 AWRET: eFUSE @ —E, [ZynqUItraScalet MPSoC 7 7 =#/L U 7 7 L v A v == 7 /)L ] (UGL085) [& R 2] %
ZHRL TSN,

BBRAM & &£ U eFUSE DR

BBRAM/eFUSE 7' r 7' 7 X v 7 OfFEHIZHOWTIE, RO EBY TT,

AES ¥ —

Zyng UltraScale+ 7 /3 A 2 Tid, AES 5 b/E HLICidN—R v = 7 EIEI 7= AESH b7 ey 7 2HL 5, 20
AESHF b7 ay 7%, Y — A5 0F —I1Zxfi L £9, 256 £~ b @ eFUSE AES % —1%, BBRAM %7213 eFUSE
OWT NN I N E T, AESF—iF, HEFb L TEIZT 7 v 7 (H1L) I THMHBD eFUSE ITHAMNT 2 Z & 4 Al
BT, YAV 7 AD 72U —XFPGA X° Zyng-7000 7 /3 A A L1372 0 AESHF—137 v 7 AL RIZHEAHL T
XEHA, F—EOHAITATRETT, ZynqUItraScalet 5 /34 2 TlE, TPUF O R — | TP+ 5 X 9 72 PUF
(Physically Uncloneable Function) % /13- % AESK; S bBERE L AR — b L CTWET, PUFZEHT2 2 20— D—J
TIX eFUSE M SN E 7,

eFUSE D& FH

eFUSE 71 77 2 o Z O HIZ W TIE, kD LB Y TY,

RSA DHHR—k

ZynqUltraScaler 773 A Tld, RSA FRIEAICT U 3 R— 2D RSA B LU SHA3 b7 vy 7 2L 3, RSA
1%, 4096 £ > b OREX— AT — XTEERLETH, TR Y T E2ERNTH72DICeFUSEIZIT 384 E Y b D
T A= VAHF—D Ny 2 fEDO B L £, ZyngUltraScaler 73 A R, 25D F T A < U B % — A% — 2
TEREYIDEAIHXY F—ID(SPKID) #H AR —F L TWET, ZOHIEIL, F—OBWVELICHEHATEET,
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Xilskey 54751 #{FEHAY % BBRAM/eFUSE D T OS5 304 8 XI I_I NX

ALL PROGRAMMABLE.

X2 T oKDY R—k

Zynq UltraScale+ /3 A A%, TRA A X2 U T 4 F L SE2 eFUSE 2Rt L TEd, =& Z2iE, —% eFUSE
By hEFHEHAL T, JJAG T /34 AD DFT (7 A b BEL{tikit) B 2 KA TE 9, JTAG <° DFT [HI#&I,
FRICBWTHRTYT, TN ANBEEE~BITT 5 L X ICITAGB X ODFT 28829522 TC, EX=2UT 4 L
AN EEDDLZENTEET,

PUF DHR—k

Zynq UltraScale+ 7 /3 A A 28175 PUF O ERHBIX, 77 v 7 F—OKMTT, 77 v 7 F—0KML, B=bEX<
eFUSE X°7 — k ~y X —Za—HF—D AESF—Z &ML £, HHREZIE, eFUSERT —F ~v ¥ —I1Zh DBk
T —NEE e S, ROV —2HE/H L TEEOR S LE LR FIT S E T,

PUFL YA ML —ay Y7 by =7 2L T, PURICIEOERZ ML, PUFMENT 5 eFUSEZ 7' 7 7 AL %
T, ZDYT P =TIE, XilSKey TAT T VICEENTWET, LY AL —Yary V7 =T, PURICIRDIEA
ET s Lo icma L £9,

. ANIN— T H

e TIvr Fd—(WElInlca—F—F—)

PUFEFUSE E—F D&, PUFL YA — a2y V7 hD =7 TEKSNIZE) eFUSEICT Y T hEvEd, PUF
7=k Ny X — E—R DA, ZOfEIT Bootgen T — bk Ny X —IZEHENET,

PUF % £ L T eFUSE (27 1 75 595 FJEIL. TPUF (Physically Uncloneable Function) % fii 14~ % #5340 eFUSE 7' 11
V53T #BRLTLEEWD, PUF 7 —h ~v ¥ — F— KO fIcoW T, [Zyng UltraScaler MPSoC Dt 3 = 7
T—h 2 RFT YR THFA Fa— YT (UGL209) [B2F 1] #5RL TS0,

A —H—5E % eFUSE

ZynqUltraScale+ 7 /3 A A1Z1F, 22— —EHED eFUSE HIZ 8 2D RE v b LI AZRH Y £7, ZbH D eFUSE 1T,
SESFEha—F—ERWREL L THEAT27-0ICEZ AL L ARETT,

KL, FUSET B F I T 22— —ER~ 7 nOMELRLET, bl

xilskey bbramps_zyngmp.c. xilskey efuseps_zyngmp_input.h, BIL RN xilskey puf_registration.h
77 ANVTHEHENET,

R 1:Zynq UltraScale+ DRIEHME AT

<40 5 EA

AES

XSK_EFUSEPS WRITE_AES KEY XSK_EFUSEPS AES KEY ~ 7 0 l/E# S hi-fli% AESeFUSE 2 &
e~

XSK_EFUSEPS AES KEY eFUSE T4 %72 256 £~ ~ AES ¥ —

XSK_ZYNQMP_BBRAMPS_AES_KEY BBRAM THI+57-H? 256 £~ k AES ¥ —

XSK_EFUSEPS AES RD_LOCK eFUSE % — D1 AES CRC (K [mlTLE ML) % #c+ 5

XSK_EFUSEPS AES WR_LOCK AESeFUSE ~D & ZiAL % NI T 5

XSK_EFUSEPS ENC_ONLY Tal T AENTWDHEA, eFUSEAESF —Z AL CT7—k A A—
DENEFTOIMEND D, WEILAT —Z ACOHBEM S,
RSA_EN L (3 MERE4R,

XSK_EFUSEPS BBRAM_DISABLE BBRAM 725 @ AES ¥ — O H & K AFJIZ IS T2

RSA

XSK_EFUSEPS PPKO_IS SHA3 PPKODEF 27 /Ny o T/b=a ) X A-2(SHA-2) £7-1% SHA-3 %45
ET D

XSK_EFUSEPS WRITE_PPKO_HASH INBHIRLEE 56— 0 (PPKO) D/~ ¥ 2 flia eFUSEIC T B T AT %
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Xilskey 54751 #{FEHAY % BBRAM/eFUSE D T OS5 304 8 XI I_I NX

ALL PROGRAMMABLE

% 1:Zynq UltraScale+ D BEREMEA T (8 E)

<40 HLL]

XSK_EFUSEPS _PPK0O_HASH PPKO /N o =

XSK_EFUSEPS PPK1_IS SHA3 PPK1 ® SHA-2 £721% SHA-3 Z457E+ 5

XSK_EFUSEPS WRITE_PPK1 HASH PPK1 DNy v afilik eFUSEIC T 17 T AT 5

XSK_EFUSEPS PPK1_HASH PPKL1 /Ny ¥ =

XSK_EFUSEPS PPKO WR_LOCK PPKO eFUSE ~?D 3 X JA A & 7K AN N2 T B

XSK_EFUSEPS PPKO_INVLD PPKO % 7k AHIIZ 50123 %

XSK_EFUSEPS PPK1 INVLD PPK1 % 7K /AHIZ M35

XSK_EFUSEPS_PPK1 WR_LOCK PPK1 eFUSE ~D & & iAL & 7K AN N T2

XSK_EFUSEPS RSA_ENABLE 7 — h o RSA FRAEZ K ARNCHZNCT 5

XSK_EFUSEPS_SPK_ID T 5 SPK #8875

XSK_EFUSEPS WRITE_SPK SPK 3R & & 3A Bl

¥ T 1 HIE

XSK_EFUSEPS ERR_DISABLE JAGHHATHZ T — A vv—TDFAH L (ERROR_STATUS L ¥ %
) 2IET 5

XSK_EFUSEPS _JTAG_DISABLE JTAG % 4hi23 %, IDCODE 351 (*BYPASS O AFFAl S fza <
K &b,

XSK_EFUSEPS DFT _DISABLE DFT 7 — b &— R ZKARICIEIZT 2

XSK_EFUSEPS PROG_GATE_DISABLE Fay I AINTVWAEE., ThbDt 2—X % PROG_GATE HkE
WNZT D, ZNEONTRINTer T LEINTNSE, PSHY
Ty hENDEFITEFIZPLL Y Y FEND,

XSK_EFUSEPS_SECURE_LOCK Tl I AENTVWBEEE, BXaT7 ay 7Z 7 kEBOLET A
AN N o H ) A%y (BSCAN) BEREZ A L 72\,

XSK_EFUSEPS LBIST_EN 7' — b H11Z LBIST (Logic Built-In Self-Test) % D 34T % K ARNZEZNZT 5

XSK_EFUSEPS LPD_SC_EN T— b+ FUARTE B R A A (LPD) DL ¥ 2 Z DF r b & kA
BT 5

XSK_EFUSEPS FPD_SC_EN T— T IVENR AL (FPD) DL PR Z DY aib i kK ABINCAH
2l e )

XSK_EFUSEPS PBR_BOOT_ERR Iy h T F—LEH A=y N (PMU) T 5 —ARAEL BT —
12 I RE 2 K AN E T 2

PUF

XSK_PUF_PROGRAM_EFUSE v Ru—AF—%_ CHASH, AUX, BXU'7 v 7 %—% eFUSE
(A= E7 A A N

XSK_PUF_IF_CONTRACT_MANUFACTURER | PUF =2 = F #3473 2 B2 RSA N4 T B0 5 R+ 5

XSK_PUF_READ_SECUREBITS WEWRICRRTAEDICEF 2T EY FDRAT—F A
(SYN_INVALID, REGISTER DISABLE, SYN_WRLK) % #t#4 4

XSK_PUF_PROGRAM_SECUREBITS Puf % =7 E > k (SYN_INVALID, REGISTER DISABLE,
SYN_WRLK) #7027 At 5

XSK_PUF_SYN_INVALID T 0T T BEFHBON N T —F KA T D

XSK_PUF_REGISTER _DISABLE PUF & A & K AR BN T 5

XSK_PUF_AES KEY TIv I X—OERIERENSL v R F—E

XSK_PUF_IV a—HF =gt 2 e~ 2 b L

XSK_PUF_SYN_WRLK PUF ~ W R— F—X%ny 7 LT, BRI 4TERNEIICTD
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BBRAM [ZAES ¥—% RS S LT B 8 X”_INX

ALL PROGRAMMABLE.

% 1:Zynq UltraScale+ D NBRMEA T (8 E)

<40 5 EA
1 —+4H— eFUSE
XSK_EFUSEPS_USER[0-7]_FUSES 2 —H — eFUSE DA
XSK_EFUSEPS WRITE_USER[0-7]_FUSE 2 —#— eFUSE |2 XSK_EFUSEPS USER[0-7] Dfix 7 10/ 5 hd 5%
XSK_EFUSEPS_USER_WRLK_[0-7] zﬂ,ﬁj’é 1;47“‘~ eFUSEL Y24 %y /7L T, /RS T ATE
AN Ny a3

BBRAM [CAES F—% 7045 S5 LT 5

WD FNEIZHE-> T BBRAM O AESF—%2 7/ 5 AL £,

1. Fudxzs K F 4L 27 kYU $PROG NVM HIZ program nvm & W) ZETDF 4L 27 b U Z1ERKL £7,
a< R Frr7 T Ixsdk -workspace. &1 & AL £3, SDK @ Welcome ™V > K U L £,

3. SDK @ GUI < [File] — [New] — [Application Project] 27 U v 7 L £9°, [Project name] I lzyngmp fsbl] &AL &
7 (X 1),
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BBRAM [ZAES ¥—%# TRV S LTS

& XILINX

ALL PROGRAMMABLE

m Mew Project

Application Project

Create a managed make application project.

Project name: zyngmp_fsbl
Use default location
CA\designs\zyng_ultrascale_prog_nvm'\zyngmp_fsb

default =

I?I@

-y

Browse...

OS Platform: [standalone

Target Hardware

Hardware Platform: lZCU1D2_hw_pIatform(pre—deﬁned)

Processor: lpsu_cortexa53_0

Target Software

Language: @C @ C++

Compiler: l64-bit 'l

Hypervisor Guest: lND vl

N [ . o Necler e (6B Cende Rloeas S Y My

Cancel

1:Zyngmp_fsbl 7 T r— 3> TR H b #4ERL

X19393-061417

4. [Hardware Platform] % ZyngMP_ZCU102_hw_platform ¥ 7=1% UltraZed-EG IOCC board (2 #E L 7, [Next] %27 U v 7

L%d,

[ARM A53 gcc compiler]— [Symbols] 2 7 U v 7 L 797,

© N o o

z7Y v 7 LET,

XAPP1319 (v1.0) 2017 %7 B 26 H
japan.xilinx.com

[Available Templates] T [Zyng MPFSBL] B8R L $£9°, [Finish) %27V > 27 L £,
Zyngmp_fsbl 7a =27 b &4 27V v 7 LT, [CIC++Build Setting] 227 U v 7 L £7,

[Defined Symbolg] £ = —T[+] 27 U v 7 L%+, 7% % K v~ %2 [FSBL_DEBUG_INFO] & A/ LT, [OK]
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BBRAM [ZAES ¥—% RS S LT B 8 X”_INX

ALL PROGRAMMABLE.

9. [File] — [New] — [Board Support Package] % 7 V v 7 L £7°, [Project name] (Z lprogram_aes key bbram_bsp 0] & A7
LET (M 2),

m New Board Support Package Project = @

Xilinx Board Support Package Project ﬁ
Create a Board Support Package.

Project name: program_aes_key_bbram[_bsp_t}

Use default location
Location: | C\designs\zyng_ultrascale_prog_nvm\program_aes_key_bbram_bsp_0 Browse...

Choose file system: |default ~

Target Hardware

Hardware Platform: [ZCUlU2_hWJJ|a'L‘fO[m '] lNew]

CPU: Eﬁ: su_cortexa53_0 - ]

Compiler:

Board Support Package OS

standalone Standalone is a simple, low-level software layer. It provides access to basic processor
freertos901_xilinx eatures such as caches, interrupts and exceptions as well as the basic features of a hosted

environment, such as standard input and output, profiling, abort and exit.

® [ Finish J l Cancel

X19394-061417

K2 R—K HiR—k /Ry s5—2 FOT 14 b+ - AES £— BBRAM
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BBRAM [ZAES ¥—%# TRV S LTS

& XILINX

ALL PROGRAMMABLE

10. [Board Support Package Settings] ©., A 27 m—/L & 7 LT [xilskey] 412 L £7 (K 3),

m Board Support Package Settings

4 QOverview
standalone
4 drivers
psu_cortexad3_0

Board Support Package Settings

program_aes_key_bbram_bsp 0

Control various settings of your Board Support Package.

OS Type:  standalone

05 Version:

62 =

Target Hardware

Hardware Specification: C\designs\zyng_ultrascale_prog_nvm\ZCU102_hw_platform\system.hd

Processor:

Supported Libraries

Check the box next to the libraries you want included in your Board Support Package.You can
configure the library in the navigator on the left.

psu_cortexa53_0

i

Standalone is a simple, low-level software layer. It provides
access to basic processor features such as caches, interrupts
and exceptions as well as the basic features of a hosted
environment, such as standard input and output, profiling,
abort and exit.

Name
[ xilfpga
[ xilist
[ xilmfs
[ xilpm
[ xilsecure
E Xilskey

Version
2.0
5.8
2.3
21
2.0
6.2

Description o
Xilinx fpga Library

Xilinx In-system and Serial Flash Library
Xilinx Memory File System

Power Management API Library for Zyng...

1

Xilinx Secure Library

Xilinx Secure Key Library

XAPP1319 (v1.0) 2017 %7 B 26 H
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3: [Board Support Package Settings] - AES 3 — BBRAM
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BBRAM [ZAES ¥—%# TRV S LTS

1.

& XILINX

ALL PROGRAMMABLE.

[systemmss) B2 —T, A7 —/LZ 7L Txilskey 7477 ) DAI1ZH 5 [Import Examples) %27 U ~ 7 L £9 (X 4),

m zyno_ultrascale_prog_nvm - C/C++ - program_aes_key_bbram_bsp_0/system.mss - Xiline SOK
File Edit MNavigate Search Project Run Xilinx Tools Window Help
‘M- Lm0y u RN2PE & 4 v

| ® ~

[25 Project Explorer &2 = 0
BE&|Y ¥
a il program_aes_key_bbram_bs
» i BSP Documentation
» 4= psu_cortexa53_0
L& Makefile
| system.mss
- (B ZCU102_hw_platform
» % zyngmp_fsbl
> i zyngmp_fsbl_bsp

% system.hdf | Hy system.mss

U1 Fuy Y
psu_ttc_0 ttcps
psu_ttc_1 ttcps
psu_ttc_2 ttcps
psu_ttc_3 ttcps

psu_uart_0 uartps
psu_uart_1 vartps
psu_usb_0 generic
psu_usb_xhci_0 usbpsu
psu_wdt_0 wdtps
psu_wdt_1 wdtps

Libraries

[k system.mss 2
LA Il

=8 ol ==

Ev S

Quick Access ;| 5 | [

55023»2 = 5

= b

+  Anoutline is not

Documentation Import Example

available,

Documentation Import Example

Documentation Import Example

Documentation Import Example

Documentation Import Example

Documentation Import Example

Documentation
Documentation

Documentation Import Example

Documentation Import Example

Libraries present in the Board Support Package.

xilskey 6.2 Documentation Import ExaTgles

4 o

< | 1

< | ] | Overview‘ Source|
4 Target Connecti.. 2 = O Blpr. 22 &7, Ec. Pr.. BS..
£ 49

» = Hardware Server 0 errors, 6 warnings, 2 others

F
- Launcning Asul bt‘
© XSCT server has s

5 [l SDKLog 52
=4 L1:29.21 LNrY

11:58:52 INFO

=

» (= Linux TCF Agent
» = QEMU TcfGdbClient

Description
b & Warnings (6 items)

< | 1

11:50:52 INFO
11:5@:52 INFO

-

: Successfully done|§‘
: Successfully done—

-
-

b ‘| Il 3

X19396-061417

4: [Import Examples]

XAPP1319 (v1.0)2017 &£ 7 H 26 B
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BBRAM [ZAES ¥—% RS S LT B 8 X”_INX

ALL PROGRAMMABLE.

12. [xilskey bbramps zyngmp_example] 4 1L £3, [OK] 22V v 7 L £9 (X 5),

w Examples for xilskey @

Import Examples

Select the examples to be imported into workpsace. Double click on the file to view the source.

> D@ ¥ilskey_puf_registration

> DE% xilskey_bbram_ultrascale_example
» DE& Xilskey_efuseps_zyngmp_example

g D@ xilskey_efuse_example

d @3 xilskey_bbramps_zyngmp_example
> D@ xilskey_bbram_example

@ [E)(amples Directory] l Select All ] l Deselect All l [ 0K ] [ Cancel

X19397-061417

5: xilskey BBRAM Dl % A > /R— k
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BBRAM [ZAES ¥—% RS S LT B 8 X”_INX

ALL PROGRAMMABLE.

13. [Project Explorer] C. [xilskey bbramps zyngmp_example] % [program_aes key bbram) (ZZ& %8 L £3 (X 6),

m zyno_ultrascale_prog_nvm - C/C++ - program_aes_key_bbrarm_bsp_0_xilskey_bbramps_zynqmp_exarnple_1/src/xilskey_bbrarmps_zyngmp_sxample.c -... EI@
File Edit MNavigate Search Project Run Xilinx Tools Window Help

il B~-R-Rit-O- R DEPA@E S I byo~ Quick Access © B
[ Project Explorer 22 Bg|Y v=0O [ system.mss xilskey_bbra.. 2 7z =8 oz > =0
4 il program_aes_key_bbram_bsp_0 @* Copyright (C) 2015 Xilinx, Inc. All T B &R o ¥

» i BSP Documentation =
[ R R R R R R RO o
» = psu_cortexa>3_0 . = o yil_ioh
L& Makefile * ®  xstatus.h
(i, system.mss * @file xilskey bbramps_zynqmp_example.c o xlskey_utilsf
> &5 program_aes_key_bbram_bsp_0_xilskey_bbram * This file illustrates how to program A U uilskey_bbrar
- (B ZCU102_hw_platform * Tdeally example should be excited with # KSK_ZYNQM
. 85 zyngmp_fsbl * +hong woc coma annan in nnagnomming “ ¥SK ZYNQM
. # zynqmp_fsbl bsp | B3 Rename Resource = =[5 | xsk_zvnoM
N ‘ kev bb HSK_ZYNQM
ew name: program_aes_key_bbram pesKey gl
main() : int
I Preview > l [ OK ] I Cancel l

< | il | » < | 1] » <« [ »
< Target Connections & £ =0 Mpxm §T BCc Op Es = O SDK Log 2 B= O
+ (& Hardware Server 0 S wamings. 2 ot 11:58:52 INFO  : Successful *

» = Linux TCF Agent EITOTS, b Warnings, £ Others 11:50:52 INFO  : Successful
o = QEMU TcfGdbClient Description *  12-p4-18 INFO . Example ppi
& Warnings (6 items) - >

<[ » 4| »

= program_aes_key_bbram_bsp_0_xilskey_bbramps_zyngmp_example_1

X19398-061417

[¥| 6: [Rename Resource]

14. xilskey_bbramps_zyngmp_examplec % 7V 7 Vv 7§25 L THF AN U4V RURERINET,
15. SDK C [Show Line Numbers] Z A0 L £ 3 (EROKRATEHZ U v 7)),

XAPP1319 (v1.0)2017 &£ 7 A 26 H — 1
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BBRAM [ZAES ¥—% RS S LT B 8 X”_INX

ALL PROGRAMMABLE.

16. V77V AT A Daes.nky 77 AN (VT 7L ATH A ] ) NS AESF—%2 2 —L C,
xilskey_bbramps_zyngmp_example.c 7 7 A /D 66 THIZAEV HiF 9, 77 A EREFELET (K 7),

zynq_ultrascale_prog_nvm - C/C++ - program_aes_key_bbram/src/xilskey_bbramps_zyngmp_example.c - Xilinx SDK EIEI
File Edit Navigate Search Project Run Xilinx Tools Window Help
Drd@lea-R a0 S I - Feer o~ Quick Access || 5 | [
5 I3 system.hdf [, system.mss [ system.mss L& *xilskey_bbramps_zyngmp_example.c & =35 a5
By o4 - |EE
= 55 #include "xil_io.h" 5
4 56 #include "xstatus.h” ®

57 #include "xilskey utils.h" c

58 #include "xilskey bbram.h" ‘5

59 ol

60 /**********#****** Macros (M Functions) Defini‘tions *********************/ ﬁ

61 =]

62= /* 1=

63 * This is the 256 bit key to be programmed into BBRAM. L =2

64 * This should entered by user in HEX. I -

65 */

§ 66 #define XSK_ZYNQMP_BBRAMPS_AES_KEY "45195DE9B5B88119D8DD4E7DF832736D53CF75AD1DC1E61CSBA681CF4A8724E8|" ||

67

68 #define XSK_ZYNQMP_BBRAMPS_AES_KEY_LEN_IN_BYTES (32)

69 /**< AES key length in Bytes */

70 #define XSK_ZYNQMP_BBRAMPS_AES_KEY_LEN_IN_BITS (256)

71 /**< AES key length in Bits */

72 #define XSK_ZYNQMP_BBRAMPS_AES_KEY_STR_LEN (64)

73 /**< String length of Key */

74

75 /**************************** Type Defini‘tions **********************#********l

76

77 =

< »
Wiritable | SmartTnsert | 66:101

X19399-061417

7: BBRAM AES ¥ —

17. [Project Explorer] C [program_aes bbram_key] #4727 UV v 7 L T, [BuildProject] #7 U v 7 L £7°,

XAPP1319 (v1.0)2017 &£ 7 H 26 B — b
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BBRAM [ZAES ¥—%# TRV S LTS

& XILINX

ALL PROGRAMMABLE.

18. A A—T%Z{ERKL T, BBRAM ICAES*—% 7' 12/ 7 AL %7, [Xilinx Tools] — [Create Boot Image] % 27 U v 7 L 3

(12 8),

m zynq_ultrascale_prog_nvm - C/C++ - ZCU102_hw_platform/system.hdf - Xilinx SDK
File Edit Navigate Search Project Run | Xilinx Tools | Window Help

il  BvRv@ittvO~i

& [ Project Explorer 1| B & | ¥ ¥ =

4 > (5 program_aes_key_bbram

a il program_aes_key_bbram_bsp_0
> i BSP Documentation
= psu_cortexad3_0
L& Makefile
| Mk, system.mss
> (¥ ZCU102_hw_platform
- % zyngmp_fsbl
- % zyngmp_fsbl_bsp

< | 1]

=] program_aes_key_bbram

=R BON ==

T Generate linker script - Quick Access |
Wl Board Support Package Settings ! o
@ Repositories - f &
=
@ Program FPGA _ dware Platform Specificalt'lé| =
B Dump/Restore Data File — P
A Program Flash o
Bl Launch Shell :..
B XSCT Console 1156-2-i @_
B Create Bo&{lmage 1 B
Created On:  Wed Apr 12 03:27:09 2017 =
Address Map for processor psu_cortexa53_[0-3] f
Cell Base Addr High Addr Slave I/
psu_gdma_l Oxfd510000 OxfdS1ffff
psu_gdma_2 Oxfd520000 Oxfd52ffff
psu_gdma_3 Oxfd530000 Oxfd53ffff
psu_crf_apb Oxfd1a0000 Oxfd2dffff
psu_gdma_4 Oxfd540000 OxfdS4ffff
psu_gdma_5 Oxfd550000 Oxfd55ffff
psu_gdma_6 Oxfd560000 OxfdS6FFff
psu_gdma_7 Oxfd570000 OxfdS7Ffff
nsil nrie dma MfANFONNN MwfdNFfFf T

< | il

r | Overview

XAPP1319 (v1.0) 2017 %7 A 26 A
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BBRAM [ZAES ¥—% RS S LT B 8 X”_INX

10.

20.

21.
22.

23.
24.
25.
26.

27.

28.
29.
30.

XAPP1319 (v1.0) 2017 %7 B 26 H

ALL PROGRAMMABLE

[Create new BIF filg] &4 > 12 L £, [Output BIF file path] T $PROG_NVM\program_nvm\program_aes bbram_key % &
ELET (X 9),

m Create Boot Image @

Create Boot Image P
Creates Zyng MP Boot Image in .bin format from given FSBL elf and partition files in specified output folder. @

Architecture: |Zyng MP ~

(@) Create new BIF file (") Import from existing BIF file

Basic | Security

Output BIF file path: C\designs\zyng_ultrascale_prog_nvm\program_aes_key_bbram\bootimage\program_aes_key_bbram.b

UDF data:
[ split Output format:
Output path: Chdesigns\zyng_ultrascale_prog_nvm\program_aes_key_bbram\bootimage\BOOT.bin

Boot image partitions

File path Encrypted  Authenti| | Add
(bootloader) C\designs\zyng_ultrascale_prog_nvmizyngmp_fsbl\Debug\zyngmp_fsbl.elf none none

o
C\designs\zyng_ultrascale_prog_nvm\program_aes_key_bbram‘Debug\program_aes_key_bbram.elf none none
@' Preview BIF Changesl [ Create Image l I Cancel l

X19401-061417

9: BBRAM AES F— D ZyngMP T —k A A—

—% T1Z& % [Boot image partitions] T [Add] #7 U » 7 L £9°, zyngmp_fshl.elf & program_aes bbram key.elf /X—7 ¢
YarEZRLTGEMLET, 2NHOR—FT 0 a VIFHEBITANEND 20, ZOFIEILERWNEERH Y
T By P AR —AIARETT,

[Createlmagel #27 V v 7 L 7,

BOOT.BIN 33 X O program_aes_bbram_key.bif 7 7 A /L3, 8 EL 727 4L 7 b U ($PROG_NVM\program_nvm) |Z/E
MENTNWDZ EE2HRLET,

TXAN F 4 X—%FEHAL T, program_bbram_aes_key.bif 7 7 AV ZHERL £7°,

PCOSDH—R Ay MZSDIH—REZELIAKZET, BOOTBIN Z SD H—RNIiZat’—L £,

ZCU102 ¥7-1F UltraZed-EG #HliAR— R &2k > 7 v 7L £,

TaraTerm 72 E OEEHAZ Loy b Ty 7 LET (A X —T7 =4 A =0, A—L— bk =115200, 1ENET 7 4V
k3R E),

PC 725 SD #1— R %R\ T, ZCU102 ¥ 72i% UltraZed-EG #FfliAR— R @ SD 1 — K A my MIZELIAAE T, ZCUL02
FEAAR — R 1, EHED SD h—F &AL £3, UltraZed-EG FEfiAR — 1%, miniSD 7 —F AL £,

T—h T—F%& DICHREL T,

PR — R ICERE AL 7,

HWEMRKOHEIIT, BBRAMAESF —D7 0/ I IR THRENTWSZ E2MHRAL £9 (X 10),

14
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BBRAM [ZAES ¥—% RS S LT B i: X”_INX

ALL PROGRAMMABLE

- COM22:115200baud - Tera Term VT [ 3]

File Edit Setup Control Window Help

Wilinx Zyng MP First Stage Boot Loader
Release 2017.1 Jun 6 2817 - 11:57:52
BERAM example for ZyngMP

BEBRAM programming exit with Status = BO0BOAAAE

X19402-061417

10: BBRAM AES £—D T 04 5 LH L UVIRSE

XAPP1319 (v1.0) 2017 %7 B 26 H
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BBRAM [ZAES ¥—% RS S LT B 8 X”_INX

ALL PROGRAMMABLE

3. mr 7 A&7 BBRAM OREEZ T A N § 572912, hdlo Y 7 b =7 Frv= 7 h&{ERL £9, SDK ® GUI
T [File] — [New Application] %27 U » 27 L £, [Project name] (Z Thello_world] & AL £ (X 11),

m New Project =] @
Application Project @
Create a managed make application project.

Project name: hello_world|

Use default location
C\designs\zyng_ultrascale_prog_nvm\hello_world Browse...

default ~

0OS Platform: ’standalone v]

Target Hardware

Hardware Platform: lZCU102_hWJ)Iatform 'l [New...l
Processor: l psu_cortexad3_0 b I
Target Software

Language: @C OC++

Compiler: l64-bit 'l

Hypervisor Guest: lNo vl

Board Support Package: @) Create New  hello_world_bsp

) Use existing |program_aes_key_bbram_bsp_0 -

@' < Back Mext = ] [ Finish l l Cancel

X19406-061417

X 11:Hello_ world 7 7 U —L 3> 7029 b ZER

32. [Available Templates] T [HelloWorld] %27 U & 7 L T [Next] — [Finish) 27 U » 7 L £,
33. [Xilinx Tools] — [Create Boot Image] %= 27 V v 7 L £,

XAPP1319 (v1.0) 2017 &£ 7 A 26 H ——e 16
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BBRAM [ZAES ¥—% RS S LT B 8 X”_INX

ALL PROGRAMMABLE.

34. [ZyngMP] Z iR L T, [Create new BIFfile] 2412 L £7°, [Output BIF file path] T, test_encrypted_hello.bif Z#57E L
=9 (9 12).

Create Boot Image IEI
Create Boot Image P
Creates Zynq MP Boot Image in .bin format from given FSBL elf and partition files in specified output folder. @

Architecture:

@) Create new BIF file () Import from existing BIF file

Basic | Security

Output BIF file path:  Ch\designs\zynq_ultrascale_prog_nvm\test_hello_encrypted.bif

UDF data:
] split Output format:

Output path: Chdesigns\zyng_ultrascale_prog_nvm\BOOT.bin

Boot image partitions

File path Encrypted  Authentic.. Add
(bootloader) C\designs\zyng_ultrascale_prog_nvm\zyngmp_fsbl\Debug\zyngmp_fsbl.elf  none none

oot
Chdesigns\zyng_ultrascale_prog_nvm\hello_world\Debug\hello_world.elf none none

Up

@ IPreview BIF Changes] [ Create Image l l Cancel ]

X19407-061417

12: HelloWorld D7 — kb A4 A —J4ERK

35. [Boot image partitions] T [Add] &7 V » 7 L %7, zyngmp_fsbl.elf & hello_world.elf /X—F ¢ g 2SR L TEAML
i@—o

XAPP1319 (v1.0) 2017 & 7 A 26 A 17
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BBRAM [ZAES ¥—%# TRV S LTS

& XILINX

ALL PROGRAMMABLE.

36. [Security] — [Encryption] 27 V v 7 L £1, [Keyfilg] T aes.nky &ML £9°, [Key store] T [BBRAM RED] % &R

L% (12 13),

Create Boot Image

Create Boot Image

! BIF file already exists at the specified path and will be overwritten with the modified contents. Use 'Preview Bif Changes'
button to view the changes in bif contents before overwriting.

Architecture: |Zyng MP ~

() Create new BIF file @) Import from existing BIF file

Security

]

Import BIF file path:  C\designs\zyng_ultrascale_prog_nvmbtest_hello_encrypted.bif

Use Encryption
Key file: Ch\designs\zyng_ultrascale_prog_nvm'\aes.nky

Key store: |BBRAM RED | [] Optional Key

Boot image partitions

File path Encrypted  Authentic.. Add
(bootloader) C\designs\zyng_ultrascale_prog_nvm\zyngmp_fsbl\Debugizyngmp_fsbl.elf aes none
Chdesigns\zyng_ultrascale_prog_nvm\hello_world\Debugi\hello_world.elf aes none
@ IPreview BIF Changes] [ Create Image ] I Cancel ]

13: T—hk 41 A= DEEEt

37. zyngmp_fsbl.elf 35 & N hello_world.elf 2% 7 /L2 U v 27 L T, [Encrypted] % [aes] \(ZEF L £9°, [CreateImage] % 7

Vo7 LET,
38. PCOHOSD H—R ZAmy MZSD H—R%&Z#ZLiAHRET, BOOT.BIN % SD I —RiZat—L £7,
39. PC/5H SD H—REZHNT, FMIAR—R DO SD —F Ay MIZELIALET,
40. AR — RICEREZBAL £,

X19408-070617

japan.xilinx.com
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AES 5 KU RSA BE B 1L HBERIZ eFUSE £ T RT S 304 8 XI I_I NX

ALL PROGRAMMABLE

41, BEEARIC THeloWorld) & FRRENTWD Z & 2R L 7 (1 14),

" COM22:115200baud - Tera Term VT = Fol <"
File Edit Setup Control Window Help

Wilinx Zyng MP First Stage Boot Loader
Release 2017.1 Jun 6 2017 - 11:57:52
Hello YWorld

M »

X19409-061417

14: THello World] D3RR % HERR

AES E U RSAFE S L#EBERIZ eFUSEZ T OS5I Y
WKOFNEICHES> T, AESEFUSE B LT 7 A4~V A —DO Ny v afiz eI A0 F7, ZHOFIEIT, oM

DeFUSE =7 17 T LT DRIl bMTE £7,

1. $PROG_NVM\program nvm 7 « L 7 k U IZBEIL £,
2. a<wl R Fur7 hiZ Ixsdk -workspace. & | & AH L £9, SDK O Welcome” > KU &AL £,

XAPP1319 (v1.0) 2017 & 7 A 26 A 19
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AES B LU RSAESILMEEAIZeFUSEEZ T RS S 225 8 X”_lNX

ALL PROGRAMMABLE

3. SDK @ GUI T [File] — [New] — [Board Support Package] % 7 V v 7 L &9, [Project name] |~ [program_efuses bsp 0 |
EASILET (K 15),

m New Board Support Package Project = @

Xilinx Board Support Package Project %
Create a Board Support Package.

Project name; program_e fusesl_bsp_ﬂ

Use default location
C\designs\zyng_ultrascale_prog_nvm\program_efuses_bsp_0 Browse...

default «

Target Hardware

Hardware Platform: [ZCUID2_hWJJ|a'L‘fO[m v] [New]

CPU: [psu_corte)(a53_0 - l

Compiler:

Board Support Package OS

Standalone is a simple, low-level software layer. It provides access to basic processor
freertos901_xilinx features such as caches, interrupts and exceptions as well as the basic features of a hosted

environment, such as standard input and output, profiling, abort and exit.

® l Finish l [ Cancel

X19403-061417

15: 7/ R—F i R—F /Ry —2 FO2 Y b (eFUSE)

4. [Board Support Package Settings] ® [Supported Libraries] T, A7 m—/LZ 7 LT [xilskey] #4112 L £7, [OK] &7
Vo 7 LET,

5. [systemmss] &' = — T [Libraries] F TR r— ¥ 7 LET, XilSKey DAMIZH 5 [Import Examples] % 4 7 L7
Uy 7 LET,

XAPP1319 (v1.0) 2017 %7 B 26 H
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AES B LU RSAESILMEEAIZeFUSEEZ T RS S 225 8 X”_lNX

ALL PROGRAMMABLE

6. [Import Examples] C. [xilskey efuseps zyngmp_example] %412 L £ (X 16),

m Examples for xilskey @

Import Examples

Select the examples to be imported into workpsace. Double click on the file to view the source.

; Df& ¥ilskey_puf_registration

» Df& xilskey_bbram_ultrascale_example
: 03' Xilskey_efuseps_zyngmp_example
: Df& Xilskey_efuse_example

; D[& xilskey_bbramps_zyngmp_example
> |:|fr3' Xilskey_bbram_example

@ lExampIes Directory] [ Select All l l Deselect All l [ oK ] l Cancel

X19404-061417

16: xilskey eFUSE Dl & A > R— b+

7. [Project Explorer] T [program_efuses bsp 0_xilskey efuseps zyngmp_example] 2427 U > 7 L £, [Rename Resource]
AT Ry J AT, VY7 v=7 Fuy=7 %z [program efuses| ([CAH L T[OK] z27 U v 7 L £,
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8. [Project Explorer] C [program_efuses] — [src] % JEBAZE R L £9°, [xilskey_efuseps zyngmp_inputh] #4727V » 7 L T,

AES 5 KU RSA RS ELEERIZ eFUSE 2T OS5I 04

DK DY =2 TF 4 #— L 2—T7 7 A LEHE T (4 17),

& XILINX

ALL PROGRAMMABLE

2ynq_ultrascale_prog_nvm - C/C++ - program_efuses/src/xilskey_efuseps_zyngmp_input.h - Xilinx SDK

File Edit Navigate Search Project Run Xilinx Tools Window Help

Writable Smart Insert 3:1

=N ol =

A4 [B~®RvEB O iR EZR@E& v~ @Frocro - Qu'ck:—\ccessfﬁ',‘|
&[5 Project Explorer & =E&|¥ v=n0 g system.hdf [, system.mss [H xilskey_efuseps_zyngmp_inputh = f =
_ = _ _ oz
4 = hello_world i 442 #define XSK_EFUSEPS_WRITE_USERS_FUSE FALSE i o
- {8 hello_world_bsp 443 #define XSK_EFUSEPS_WRITE_USER6_FUSE FALSE m
» % program_aes_key_bbram 444 #define XSK_EFUSEPS_WRITE_USER7_FUSE FALSE ©
4 il program_aes_key_bbram_bsp_0 jjf , =
. . 6= [fF* [®
» i BSPD tat il
ocumentation 447 * Following defines should be given in the form of hex string. &
»Epsu_cgl‘texaﬁ_f} 448 * The length of AES_KEY string must be 64, PPK hash should be 9 =)
& Makefile 449 * SHA3/SHA2 selction and and for USER FUSES, SPK ID must be 32 o
[, system.mss 458 */
4 [ program_efuses 451 #define XSK_EFUSEPS_AES_KEY E
- 4% Binaries L 452 =
» & Includes T 453 #define XSK_EFUSEPS_PPK@_IS_SHA3 TRUE
454 #define XSK_EFUSEPS_PPK@_HASH " 0000000000000000000000000080000
» = Debug 455
‘e 456 #define XSK_EFUSEPS_PPK1 IS SHA3  FALSE
+ [8l wilskey_efuseps_zyngmp_example.c 457 #define XSK_EFUSEPS_PPK1_HASH Rl el leelelehe el TeTaTeTele e Te[eTale e T
- [8 xilskey_efuseps_zyngmp_inpyth 458 #define XSK_EFUSEPS_SPK_ID "@00e0000"
T Iscriptid 459
) README.txt 460 #define XSK_EFUSEPS_USER@_FUSES "00000080"
4 @ program_efuses_bsp_0 d?i #deF:!.ne XSK_EFUSEPS_USER1_FUSES "@@@BBBGB"
. i BSP Documentation 462 #define XSK_EFUSEPS_USER2_FUSES 20008060
453 #define XSK_EFUSEPS_USER3_FUSES "@0000000"
i3 psu_cortexad3 0 464 #define XSK_EFUSEPS_USER4_FUSES "00000008" i
® Makefile 465 #define XSK_EFUSEPS USERS FUSES "0B00AE00" =
LM system.mss | 466 #define XSK_EFUSEPS_USERG6_FUSES "B00e0ess" )
e - . i e .

9. Y—RIT4HX—Ea2—0DERATEZY v 27 LT, xilskey_ efuseps_zynamp_input.h 7 7 A /L ® [Show
Numbers] ZEZNZL £, 2D 7 7 AMIZIE, eFUSE #EEEDIBRE I SN D #define L3 E FH TV ET,

17: xilskey_efuseps_zyngmp_input.h MRS

10. xilskey_efuseps zyngmp inputh 23 2CERINTWH EBVIZETL £,

& 2:xilskey_efuseps_zyngmp_input.h 7 7 1 JLDEES{L~< - 0O

X19405-061417

TES <45nA fiE
383 XSK_EFUSEPS PPKO_REVOKE FALSE
387 XSK_EFUSEPS PPK1 REVOKE FALSE
408 XSK_EFUSEPS WRITE_PPKO_HASH TRUE
409 XSK_EFUSE WRITE_PPK1 HASH TRUE
410 XSK_EFUSEPS WRITE_SPKID FALSE
428 XSK_EFUSEPS_PPKO IS SHA3 TRUE
429 XSK_EFUSEPS_PPKO_HASH 384t vk
431 XSK_EFUSEPS PPK1_HASH 33U v R
433 XSK_EFUSEPS SPK_ID 00000000
000 XSK_EFUSEPS_AES KEY 256 £ v |k

11. $PROG_NVM\program_nvmikeys\aes.nky % xilskey_efuseps zyngmp_input.h @ 426 17 (XSK_EFUSEPS _AES KEY) (2=

E—LE7,

12. $PROG_NVM\program_nvmikeys\sha3_0.pem % xilskey efuse zyngmp_input.h @ 429 17 (XSK_EFUSEPS PPKO_HASH)

lzav—LFET,

13. $PROG_NVM\program_nvmikeys\sha3 1.pem % xilskey_efuse zyngmp_input.h @ 432 17 (XSK_EFUSEPS PPK1 HASH) (2

ar—L %9,

XAPP1319 (v1.0) 2017 %7 B 26 H
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PUF (Physically Uncloneable Function) ¥ 515E®M eFUSE T BT 5225 8 XI I_I NX

14.
15.
16.

17.
18.

10.

20.
21.
22.
23.
24.

25.
26.
27.
28.

29.

30.

31.
32.
33.

ALL PROGRAMMABLE

[Project Explorer] “C [program_efuses]| #4572 Y v 27 LC, [BuildProject] 227V v 7 L £79°,
SDK @ A = =— /X—", [Xilinx Tools] — [Create Boot Image] %27 V v 7 L £,

[Create new BIFfile] # 4 ICLET, HILWBIFZ 7 A v lr—y ar EARIEREL £7
($PROG_NVM\program_nvm\program_efuses\program_efuses.bif),

[Add] % 2 U v 7 L T. $PROG_NVM\files\zyngmp_fsbl.elf 7 7 A /L Z 5801 L £9,

[Add] #2 V >~ 7 L T, $PROG_NVM\program efuses\Debug\program_efuses.elf # 2R 1L £, [Createlmage] 27 V
J7LET,

PCOSDH—R Ay MISDI—R%EELiIARET, $PROG_NVM\program_nvm\program_efuses\BOOT.BIN % SD
A—RiZav—LET,

PC /5 SD 7 — R &4\ T, ZCUL102 F£7-1% UltraZed-EG HliR— R SD 1 —F Znm v MIZELIARET,
T—h T—F% DIHREL ET,

AR — R ICEREEAL £7,

WEMAKDOT ST, eFUSEDT 0/ T IV IPRETLTNDZ EEHERL 7,

Tul T AENT eFUSE DISRER T AR50, hdloY 7 b v =7 YuY =7 k&KL £3, SDK @ GUI
T [File] — [New Application] %27 U > 27 L £9°, [Project name] (2 Thello_world) & AL £,

[Available Templates] T [HelloWorld] %2 V > 7 L T [Next] — [Finish] #27 U v 7 L £,
[Xilinx Tools] — [Create Boot Image] % 7 U » 7 L £,
[ZyngMP] % 3R L T [Create new BIFfile] %12 L $£9°, [Output BIF file path] T test_encrypted_hello.bif Z$8E L 37,

—%& FiZd % [Boot image partitions] T [Add] 227 U » 7 L £9, zyngmp_fshl.elf & hello world.ef X—F >3 v %%
BL-GBML £,

[Security] — [Encryption] %27 U v 7 L £, [Keyfile] Taes.nky &ML 9, [Key store] ¢ [EFUSE RED] % B&iR
LET,

zyngmp_fsbl.elf 33 X Ot hello world.elf % 7 /L2 Y » 7 LT, [Encrypted] % [aes] ICZF L £, [Create Image] % 7
Vo 7 LET,

PCOSDH—K Ay MZSD H—RE#ELIABLET, BOOTBIN Z SD H— KRzt —L £1,
PC7>6 SD I—KR #3kW T, fHliR—RKDSD 71—k 2uy MIZELIARET,
PR — R ICERZHRAL £7,

WEHARIC HeloWorld] ERRSNTNWDZ L2 MAL ET, RA_ ENeFUSE N7 B/ 7 ASNTWDHEEIE,
NRTOT — b TRIEDLEIZRY T,

PUF (Physically Uncloneable Function) Z {9 5155 D eFUSE 7

0y 3=

2l

ROFNUHE> T, PUF TEHESND eFUSEAZ T 17 T AL £,

1
2.
3.

XAPP1319 (v1.0) 2017 %7 B 26 H

$PROG_NVM\program_nvm\puf_registration > 4 L 7 b V IZBEH L £,
a~v R 7rr7 M Ixsdk -workspace. & | & AJIL £3, SDK @ Welcome V7 + ' R U ZPHL £,

SDK @ GUI C [File] — [New] — [Board Support Package] %~ U » 7 L £, [Project name] (& lpuf_registration_bsp_0)
EANLET,

[Board Support Package Settings] @ [Supported Libraries] ©, A2 m—/L& v > L T [xilskey] ¥ & O [xilsecure] & 41T
LET, [OK]Z27 Uy 7 LET,

[system.mss] & = — C [Libraries) ETCA 7 a—nLZ o L ET, Xilskey DAMIZH 5 [Import Examples] % & 7 L7
Uy 7 LET,

[Examplesfor xilskey] C [xilskey_puf_registration] 24> 2L £3, [OK] 227V v 7 L E7,

[Project Explorer] T [puf_registration_bsp_0_xilskey_puf_registration 1] #4527 V>~ 7 L 7, [Rename]l #7 U v 7 L &
7, [RenameResourcel # A 70/ Ry 7 AT, Fav=r 4% [puf_registration) IZEEL £7,

4= R RyDiEE 23
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FEH

10.

11
12.
13.
14.
15.
16.
17.

18.

10.
20.
21.
22.
23.

& XILINX

ALL PROGRAMMABLE
[Project Explorer] “C [puf_registration] — [src] % JEBBAZi~ L T [xilskey_puf_registration.h] 24 7V 27 U > 27 L T, SDK @
VA ZT 4 —Ea—TT7 7 ANVEREET,
VA TT 4 F—Ea—DEKATAHZ U v 7 LT [Show Line Numbers] ZHG%ZL £9°,
xilskey_puf_registration.h kD X 9 IZAEEL £,

14517 H #define XSK_PUF_PROGRAM_EFUSE TRUE

15847 H #define XSK_PUF_AES_KEY
"45195DE9B5B80119D8DDAE7DF032736D53CF75A D 1DCE61C5BA681CFAQ724E8"

15917 H #define XSK_PUF_IV "62A4B57D0F121CCB02CB8336"

Ty ANERTFEL TR TLET,

[Project Explorer] T [puf_registration] 7=~ =2 b %427V v 7 L C, [BuildProject] 227 U v 7 L £7,

SDK D A = =— ,3—"C [Xilinx Tools] — [Create Boot Image] 27 U v 7 L £,

[Architecture] < [Zyng MP] Z3&IRL £,

[Output BIF file path] T $PROG_NVM\program_nvm\puf_registration\puf_registration.bif 245 L £,

[Output path] T, $PROG_NVM\program_nvm\puf_registration Z+57E L £9,

[Boot image partitions] T [Add] #27 U v 7 L 9, RO/S—TFT 4> a v EiBINL 7,
$PROG_NVM\files\zyngmp_fsbl.elf
$PROG_NVM\program_nvm\puf_registration\Debug\puf_registration.elf

PCOSDH—FK ZAvy MISDH—REELIALET,
$PROG_NVM\program_nvm\program_sec_ctrl_efuses\BOOT.BIN % SD #— R {iZa v —L £7,

PC 735 SD #— K &\ T, ZCU102 %72 1% UltraZed-EG FHtliAR— R » SD 71— R 2wy MIZELAKET,
7 —h =K% SDICEREL 7,

WEmAEEY N Ty LET,

A—FOEFRZY > TANEL 7,

WEWROR T, X2 )T 1 #HHeFUSED T B I I 7R T LTS Z L &R L ET,

FEDH

Zyng UltraScale+ 7 /3 A 2D AES 3 L UV RSA I S bEE A H T 5 121X, BBRAM BL W eFUSE # 7' 17 7 AT H L5
NPV £, ZynqUltraScaler 7 /34 A TiE, X = U 7 ¢ HlfIe—F —E&HEMAD eFUSE LR TWET, o7
Usr—3iay J— bk T, ZynqUItraScalet /3 A 2D BBRAM B L N eFUSE # &L 7 71 75 L4 % 7= O H DO
Tl HEERI L E LT,

XAPP1319 (v1.0) 2017 %7 B 26 H
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JI7LURTHAY

& XILINX

ALL PROGRAMMABLE

J)I7LORTHAY

ZOTTVr—vary J—FrDIV T 7L ATHAL T AT, FAV T ADU =T A ENBF U —RTE

i‘g—o

#3112, VZ7 LU ATV U OFMERL £9,

R3JVIFLUVRATHA DM

INTA—HR— Bl
ES i
BAFEE Lester Sanders
2=y b TR Zynq UltraScale+ 773 A A
V=2 a—R O HY
YV —2 a—R DR C
BFEOYA V22T TV r—yvay /—h] 7L
V77V AT Fle@Y—F =74
MO FY A ~Dz—RIP DO
A—RDRAZT 4 7 fEHTIMISRA C HY
vialb—iarv
Y R 2L — 3 v OFE 2L
HAIVT VIalb—varOEE 7L
FHEY Il —varBIRE SIS 32 | 2L
L—aryTOT AN FORA
T AR F O N/A
HLEY I 2L —FIR—=V g N/A
SPICE/BIS Y 2 = L —3 3 > D Ei N/A
ATV AT =g
BERLIZARY —N—T 3 N/A
BHLIEA TV AT =gy Y —) — N/A
Yayv
RBET 4w BAI TR OENR L
N R T = THRGE
A NS eSS i HY
FRALIENAN—R =T 7Ty N7 —54 Avnet UltraZed-EG #3 . Y ZCU102 §F-Afi A~ — K
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Xilinx Documentation Navigator &S KT H A > /\T 8 XI I_I NX

ALL PROGRAMMABLE.

Xilinx Documentation Navigator E K UOTH A > /\T

Xilinx Documentation Navigator (DocNav) Ti, ¥4 V> 7 ADEE, T4, PR—F VY —ZA~T 7 BATE, $ED
THREBISGT D727 4V F —RERECRBEERE 2 T T & £4, Xilinx Documentation Navigator % B < 121%, ROV
Nz FITLET,

e Vivado® IDE C [Help] — [Documentation and Tutorials] 2 U v~ 7 L £7,

e Windows C[A &% — }] = [T XTOF v Z L] — [Xilinx Design Tools] — [DocNav] =27 U >~ 7 L £,

e Linx®a~vwr K Frr 7 MZ ldocnav) &AL £,

PFAV I ATHA L NTTE, BRRETA~NDV IR THFAL FRAITBLOINEy 7T LICEEDHENTEY,
INGEZRTLHIETEERA BT MIET MM ERZY. X<H2EM FAQ 2B ICMEA R TE ET, 7
PTA LU NTIET 7 BAT DI, ROWT I EFEITLET,

«  Xilinx Documentation Navigator ¢ [Design Hubs View] # 7% 7 U v 7 L £,

o YAV IADT 2TV A MDD THFA L NT R=VEBRL £7,

;E52: Documentation Navigator DFE#MIL, A U 27 2 7 =7 ¥ A |k ® Documentation Navigator ~— 2B L TL 2 &
VY, Xilinx Documentation Navigator 2> H X H AGERRIIZBIRCTE E® A, VT H A DTV A1 AT R=TO—FRITFR
SINTEY, ARFERPREES N TOILAIEZOY 7 HBMSNTHNET,

ZEEH

XAPP1319 (v1.0) 2017 %7 B 26 H

RS HARGEIRD A= 2 E, BEEERE D I WIGERH D FT,

[Zyng UltraScale+ MPSoC: =2 X5 w K FH 4 > Fa— b U 71 ] (UGL1209)

[Zyng UltraScalet MPSoC 27 =1L U 7 7 L v A === 7 /L] (UG1085: $EEIR. HAEER)
BBRAM 15 L T eFUSE DR 1 7 F < v 7 ]| (XAPP1283)

['Zyng-7000 All Programmable SoOC Dt % = 7 7' — I | (XAPP1175: 3555k, H AZEIR)

[Zyng UltraScalet MPSoC 27 =1/L U 7 7 L > A === 7 /L] (UG1085: $EEIR. HAEER)
[Zyng-7000 AP SoC (2 81F D ISt — D28 T || (XAPPL1223: 5ifhi, H ARFEK)

[Zyng UltraScale+ MPSoC ¥ 7 kU = 7 BHFEE AT 7 A I ] (UG1137: 3EIR. H ARFEIR)

N o gk~ 0w Dd PP
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BT & XILINX

ALL PROGRAMMABLE

ET ERE

WDOFEIZ, ZOXEOLITIBREEZ L ET,

B4t N—3y HETHAE
201747 A 26 H 1.0 HIhR

7 ;BRI

ARTBANTILSN T F 72 1L ik (AR@an O #E A E AMEA DOGE I THEE) . BAZOMORIEOSEAITIE T, LUFELT) 2B
AREINDEHR AT TREH) LV ET) X, P AV 7 20 ZRIRB I OMER T2 2 L 0edblcoiiisnEd, EHINLD
EHDFFAT 2 RKBOG@IA T, () AFERE BUREE], BLOT N TZEHOFET (withal faults) &5 IREETIREES L, AV
A, KEHED - T, PR, BUR, IEEE MDY RasE. HRE. FEHNEAEORIEEZ S ETHINSICRENEEL),
TRTCOBEFEB L OGUEEADRW (ERTD) b0 LET, 2, Q VAV 7 2d, AEHR (EREFITERICL DAREROEA
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